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Primary means of communicating
clearances to pilots

< = Miscommunications can
i still occur and result in

accidents
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Objective

Prove human-human communication
protocols will always succeed with both
normative communications and potentially
unanticipated miscommunications



Formal Methods )

* Tools and techniques capable / |
of formally modeling and ; /
verifying communication | :
protocols ey

e Available formalisms for modeling
machine communication:

— State Charts — Petri Nets — CSP



Human-human communication is different...

* |t can manifest in many different ways:

— Verbal statements — Inarticulate noises
— Gestures — Body language
e Communications can:
— Occur in parallel <

L _— e

— Have “crosstalk”
— Be interrupted



Human-human communication is different...

e Communication is an action

e Communications occur as part of a
larger set of goal-directed behaviors

e Human factors engineers

use task analytic models _
to represent such — ﬁ 4

behavior



Human Task Analytic Behavior Models

 Product of a cognitive task analysis

 Hierarchy (network) of goal directed
activities and actions

e Strategic knowledge controls when
activities execute and complete

 Modifiers control relationships
between activities and actions



Enhanced Operator Function Model (50

A generic task analytic modeling formalism

 Formal semantics (and EOFM to SAL translator)
* |nput output model
e Platform-independent

. Precon\dition o Complé}ionCondition
XML notation

. . ord
 Visual notation

RepeatCondition eﬂ}
$\reeodition o Completion€ondition o
Activity2 Activity3
|
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EOFE - E

Extends EO

with Communications

-M to support coordination and

communication protocols between humans

Shared tasks / activities Associates
allow for human

Shared

operator coordination Activity
Shared

Activity

com
hd

Com
Action X

Local
Var

Communication actions allow for
information transfer over a
communication modality



=0-¢ Formal Semantics

Each activity’s and
action’s execution
state is represented
as a finite state machine

> Executing

Parallel “composition” of individual and team
(shared) behaviors



=0-¢ Formal Semantics

Communication actions

transfer information from
the communicator to a local Activity
. e . com
variable of the recipient 2
Com Local
Action X Var
[] Guard-->
ComAction' = Done;
ComActionValue' = X;
LocalVar' = Done;

LocalVarValue' = ComActionValue';

KA
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Miscommunications can manifest as ...

Action Failure and Misperception:

The communicator conveys the wrong information and
the recipient does not correctly receive it

oy - Dishwasher



Generating Miscommunications with &

¢

Creating “miscommunication transitions”
Activity

for every communication action

cam

v

Com

Local
Var

- com
[] ... AND (Count < Max) --> ction

ComAction' = Done;

ComActionValue' IN {y: ComType | TRUE};

LocalVar' = Done;

LocalVarValue' IN {y: ComType | TRUE};

Count' = IF ComActionValue' <> X

OR LocalVvarValue' <> X
THEN Count + 1

ELSE Count ENDIF;

AR




Generating Miscommunications with E0- &

| |
Action Failure A
cgym
<
Com Local
[ ] D (Count < Max) --> L Action” var
CosAction' = Done;
ComActionValue' IN {y: ComType | TRUE};
LocalVar' = Done;
LocalVarValue' IN {y: ComType | TRUE};
Count' = IF ComActionValue' <> X

OR LocalVvarValue' <> X
THEN Count + 1

ELSE Count ENDIF;



Generating Miscommunications with E0- &

/ \\ ||iiii||
Misperception Activity
cam
7
“r
Com Local
Action X Vi
. ount < Max) --> L -on il
ComAct = Done;
ComActi

alue' IN {y: ComType | TRUE};
LocalVar ™ = Done;

LocalvVarValue' IN {y: ComType | TRUE};
Count’ = IF ComActionValue' <> X

OR LocalVvarValue' <> X
THEN Count + 1

ELSE Count ENDIF;



Generating Miscommunications with &

¢

Count and Max limit the
ctivity
miscommunications ) g
4
Com Local
[T ... AND (Count < Max) --> KActlonX Var

ComAction' = Done;

ComActionValue' IN {y: ComType | TRUE};

LocalVar' = Done;

LocalVarValue' IN {y: ComType | TRUE};

Count' = IF ComActionValue' <> X

OR LocalVarValue' <> X
THEN Count + 1

ELSE Count ENDIF;




Application: Heading
Change from ATC | @ l o
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-

The air traffic controller initiates a
heading change that the pilots __) Pilot Flying
must confirm and execute

Pilot Monitoring C

HDG
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|IATCoSelectedCle

nce /=NULL

aChange
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Communication
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The ATCo initiates a heading change based on a
new selected clearance

~

IATCoSelectedCleatance /= NULL
aChange
Heading

olrd

/IATCoSeIectedCIearance I=IATCoHeadingHeard From?’m’s—\

aCommunicate IATCoSelectedClearance = |IATCoHeadingHeardFromPilots aSetNew
AndConfirm

o

~

Heading

Heading

)

|

0(0'
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The new clearance is communicated to the
pilots until the selected clearance matches
what the ATCo hears read back by the pilots

~

/

IATCoSelectedCleakanc

/

IATCoSelectedClearance /= IATCoHeadlngHeardFromP
aCommunicate IATCoSelectedClearance = IATCoHeadingHeardFromPilots
AndConfirm

~

Headmg

aSetNew
Heading

)
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Then the new heading is set by the pilots

IATCoSelectedCleatance /= NULL
aChange

Heading

olrd

-

IATCoSelectedClearance /=IATCoHeadingHeard FromP/'lofs'\

aCommunicate Clearance = IATCoHeadingHeardFromPilots aSetNew
Arll;jezz?r:‘gm Heading
. %

ogd
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The ATCo presses the switch to talk

Clearance
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The ATCo verbally communicates the selected
heading to the pilots

UlJ
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The ATCo releases the switch
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The PM presses the switch to talk
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The PM communicates the heading he heard

from ATC to the ATCo and the PF
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The PM releases the switch
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IATCoSelectedClearance /= IATCoHeadingHeard FromP/Mfw'\
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IATCoSelectedClearance = |IATCoHeadingHeard FromPilots
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The activity finishes if
the clearance heard
by the ATCo matches
the clearance he or
she originally selected

FromATCo jk /
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aSetNew
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The PF pushes the heading-select knob, turns
it to the heading heard from ATC and pulls the

knob back out
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The PM points to the heading window and
repeats back the heading entered
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Translation and [F @%
Model Checking e\

The protocol was translated into SAL twice:
1. Normative behavior (Max = 0)

2. A maximum of one miscommunication (Max = 1)

Both were formally verified against the specification:

G (aChangeHeading = Done)
— (iHeadingWindowHeading = IATCSelectedClearance)

using SAL-SMC on a workstation with 3.0 Ghz dual-core
Intel Xeon processor with 16 gigs of RAM



The Max = 0 Model

The Max =1 Model

Verification Results

Result:

Verification Time:

Visited States:

Result:

Verification Time:

Visited States:

Confirmation
2.52 seconds
559 states

Counterexample
3.20 seconds
3726 states



Counterexample Visualization

Count =1
1ATCoSelectedHeading = Correct
1PFHeadingFromATCo = Incorrect

1PMHeadingFromATCo = Correct
'iiﬁil\
ATCoTalk

hATCoPressOr
ReleaseSwitch
ToTalk

il'j
aToggle
ATCoTalk

hATCoPress
OrRelease
SwitchToTalk
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Counterexample Visualization

1PMHeadingFromATCo = Correct
1ATCoHeadingHeardFromPilots = Correct

1PFHeadingFromPM = Correct
m'liﬁﬁll
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hPMPressOr
ReleaseSwitch

ToTalk

Y
7 ™
\- - -j

aToggle

PMTalk

N

cam

hPMPressOr
ReleaseSwitch
ToTalk

56



Counterexample Visualization
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Counterexample Visualization

1PFHeadingFromATC = Incorrect
iHeadingWindowHeading = Incorrect

/ IPFHeadingFromPM /= IPFHeadingFromATCo
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Counterexample Visualization
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Contributions

A method for formally modeling
and verifying human-human
communication protocols with task
analytic models

* A novel means of generating
miscommunications

* A means of proving the robustness of
communication protocols with generated
miscommunications

 An example that demonstrates the
method’s power



Limitations and Future Work

Investigating design interventions
and running additional analyses

Improving the scalability of the
method through re-architecting
and the use of other formalisms

>

Incorporating other elements of
human-human interaction and
communication problems




Questions?
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