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Abstract. This paperaddressesthe formal verificationof diagno-
sis systems.Given a physical systemand a diagnosis systemthat
observes it, we tackle the problemof verifying that the diagnosis
systemwill be ableto recognize the situationsthat it is requiredto
recognize.In our approach,thephysicalsystemis formally modeled
asa Kripke structure,while diagnosability is checked by looking for
pairsof scenariosthat(1) areindistinguishable basedon theobserv-
ablepartof thesystembut (2) leadto situationsthatarerequiredto be
distinguished.We focuson thepracticalapplicability of themethod:
diagnosability is recastin termsof a modelchecking problem,and
allows for thedirectuseof state-of-the-artsymbolic model checking
techniques.

1 Intr oduction

Diagnosissystemsare of paramount importancein many applica-
tion domains,rangingfrom industrialplants(e.g.production,power)
to transportation(e.g.railways,avionics,space).Diagnosissystems
provide the ability to identify whethera certainplant, possiblyop-
eratingin hazardousor unaccessiblesituations,is working correctly.
They canhelp in theprocessof control,andprevent simplefailures
to stayundetectedanddegenerateinto catastrophicevents.

When diagnosisis carriedout in critical domains,it becomesa
critical step,andthevalidationof diagnosissystemsis of fundamen-
tal importance.A key problemis diagnosability, i.e. the ability to
ensurethatnosimplefailurecango undetectedby thediagnosissys-
temwhile “preparing” for a moreseriousproblem.In this paperwe
proposea new, practicalapproachto theverificationof diagnosabil-
ity. The ideais to reducea diagnosability problemfor a given plant
to a problemof reachabilityover a coupledtwin modelof theplant,
wheretwo tracesof theplantproducedby thesameinputsandshar-
ing thesameoutputscanbecompared. Thereachabilityproblemover
the coupledtwin model is thentackledby meansof state-of-the-art
symbolicmodelcheckingtechniques,that allow for the analysisof
finite statesystemswith extremelylargestatespaces.

As adriving application,weexpectto applytheseprinciplesto di-
agnosisapplicationsbasedon Livingstone,a model-baseddiagnosis
systemdeveloped atNASA AmesResearchCenter[27]. Livingstone
featuresdiscretequalitativemodelsthatareamenableto theproposed
formalanalysis,andwealreadyhaveatool to convert theminto SMV

models[22]. We will befeedingthosemodelsto NUSMV, thenew
generationof the SMV symbolic model checker [6]. Although we
have no experimentalresultsat this early stage,we plan to experi-
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mentour approachon largeLivingstonemodelsof spacetransporta-
tion sub-systemsin thecomingmonths.

The paperis organizedas follows. In section2, we provide the
context for verificationof diagnosis systems.In section3 weformal-
ize theproblem,andprovide thebasisof theapproach.In section4,
we describehow our approach canbe tackledasa modelchecking
problem.In section5, we describethe applicative framework that
we targetwith our approach. Finally, section6 reviewssimilarwork,
and section7 draws someconclusions and outlinesfuture lines of
activity.

2 Verificati on of DiagnosisSystems

In this section,we lay outour assumptionson thenatureof thediag-
nosisapplicationsthatwewantto takeinto consideration:essentially,
stateestimatorsbasedon partial observations of a physicaldevice.
We thendecomposethe verificationof sucha systeminto different
piecesandidentify thepiecethatwe wantto address—namely, veri-
ficationof diagnosability.

2.1 Diagnosis System

At an abstractlevel, we considera diagnosissystemasdepictedin
Figure1. The diagnosissystemconnects to a feedback control loop
betweena plant and its controller. The inputs of the plant are the
commandsissuedby thecontroller;its outputsaremeasurementsre-
turnedback to the controller. The diagnosis systemobserves both
theinputsandtheoutputsandreportsa stateestimationthatseeksto
tracktheunobservablephysicalstateof theplant.In general,theesti-
mationwill consistof abeliefstatethatcoversasetof possiblestates
of the plant (diagnosismight rank thesestatesbasedon likelihood,
but asa first approach we ignorethataspect).

Diagnosisworks on an abstractview of the plant, hiding away
thecomplex detailsof thephysicalartifactsthatconstitutethephys-
ical system.Hardwareandsoftwareinterfacesmassagetheinforma-
tion comingfrom theplantto provide thatabstraction.Fromhereon,
we will only considerthat abstractview andignorethe internalsof
the plant—verifying that this abstractionis indeedcorrectly imple-
mentedis a complex andcritical taskthatwe do not addresshere.

2.2 Verificati on of DiagnosisSystems

Considerthe personor company in charge of designinga diagno-
sissystemfor a givenapplication,andfacingtheneedto verify and
validatethatdesign.Theultimategoal is to verify that thecomplete
application(diagnosissystemandplant) provides appropriatediag-
nosisin all expectedoperational conditions.
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Figure 1. Architecture of a diagnosissystem

Let us assumethat we have a discretemodelof the plant asde-
finedabove,thatis usedasthebasisfor theconstructionof theactual
diagnosissystem—eitherby thepeople building it (design),or by a
tool thatgeneratesit (synthesis),or atrun-timeby agenericdiagnosis
engine(model-basedreasoning). We canthendecomposetheglobal
verificationgoalasfollows:

Model Corr ectnessVerify that the model is a valid abstractionof
theactualphysicalplant.

DiagnosisCorr ectnessVerify thattheactualdiagnosissystempro-
videsaccuratediagnosisfor thegivenmodel.

Diagnosability Verify that the desireddiagnosis is possiblegiven
theavailableobservations.

Assumingmodelcorrectness,diagnosiscorrectnesschecksthatall
thatcanbediagnosedis correctlydiagnosed,whereasdiagnosability
checksthatall thatneeds to bediagnosed canbediagnosed. In prin-
ciple,if wecanfulfill all threeconditions,thenwecanguaranteethat
the desireddiagnosiswill be achieved. This paperfocusesonly on
thediagnosability part.

3 Formalization

In this section,we develop a formal definitionof diagnosissystems
andtheir correctnesscriteria, that servesasa basisfor argumenting
the formal verificationusingmodel checkingin thenext setion.We
successively formalizethedeviceswe wantto diagnose(plants), the
functionsthat provide the estimation(diagnosisfunctions), the de-
siredpropertiesof thosefunctions(diagnosispairs anddiagnosabil-
ity), violationsof thoseproperties(critical pairs), andderivedstruc-
turesin which thoseviolationsareconvenientlyexpressed(coupled
twin plants).

3.1 Plant Models

In this paper, we will focus on diagnosisover finite-statediscrete
systems.We assumethatwe have a modelof theplantasa partially
observable transitionsystem,according to thefollowing definition.

Definition 1 A partially observable transitionsystem, or plant, is
a structure

�����
	��
���
���
, where

���
	��
�
are respectivelythe state

space, input spaceand outputspaceof theplant,and
��������	�������

is thetransitionrelation. Where � is knownfromthecontext,

wewrite �����! "$# �$% for &�� �(')�
*+� �$%-,�. � .

Figure 2. A simplecircuit

Thestate� is the hiddenpart of the plant: only the sequencesof
inputs

'
andoutputs

*
areobservable.We assumethat � coversall

typesof behaviours thatdiagnosis is expectedto handle—typically,
that meansincluding faulty behaviours, with

�
containingfaulty

states.Note that, in general, � neednot be deterministic.Thus,the
valuesof

*
and � after the transitiondo may not be uniquelydeter-

minedby thevaluesof
'

and � beforethetransition.Without lossof
generality, weassumethatall transitionsare“visible”, thatis, havea'

and
*

associatedto it. We areinterestedin sequences of consecu-
tivestatesandtheirobservabletraces:

Definition 2 Given a plant � / �����
	��(���(���
, a feasible ex-

ecution of � is a sequence of consecutive transitions 0 /
&(&��$132 � �(' 1 �!* 1 � �$14,5. ��66�798;:<8>= , , which wedenoteas �@?A��BC�! DB"E#
� �GFDFHF �+I 2 � �KJL�! 
J"$# �+I . We defineM�N asthesetof all feasibletraces
of � . The trace of 0 is OP/Q&(& ' � �(* � , � FDFDF � & ' I �(* I ,(, . We write
0SR�� ?UT"$# � I , and � ?VT"E# � I if such a 0 exists.

In the following, we usethesimpleplant depictedin figure2 for
explanatorypurposes.Theplant is anelectriccircuit composedof a
battery, a switch, a light bulb anda voltmeter. Possiblecommands
(inputs)are:opentheswitch;closetheswitch;replacethebulb with
a new one;anddo nothing.It is possibleto observe the light of the
bulb, and the valueof the voltmeter. Somecomponentsaresubject
to failures:theswitchcanbecomestuck,in which caseit maintains
its positionindependentlyof thecommand; thevoltmetercanbreak
down, in which caseit alwaysreportsa zerovalue,asif the switch
wasopen;the bulb canbe burned,or short.Major problemsarea
fire, occurringif a shortbulb is poweredfor threetime instants,or a
shock,occuringwhentrying to changea shortbulb whenpowered.

3.2 Diagnosis

Thegoal of diagnosis is, startingfrom (possiblypartial) knowledge
of theinitial stateandobservingthesequenceof inputsandoutputs,
to keepupdatingabeliefstatethatestimatesthepossiblestatesof the
plant.Ideally, diagnosisshouldreturnbeliefstatesthatareasspecific
(i.e.small)aspossible,but still cover therealstateof theplant.From
hereon, we will only consider correct diagnosis, that is, diagnosis
valuesthatcover all potentialcurrentstates,sothatthey cannot miss
theactualstate.

Definition 3 A diagnosis function for a plant �W/ �����
	��(���
���
is

a function XY R[ZL\ � & 	]�^� ,!_ # ZL\ . A diagnosisvalue `�a/
XY &b`� ? � O<, is correctw.r.t. � � `� ? and O , if andonly if, for any � ? .c`� ?
and � such that �d?VT"E# � , wehave ��.�`� . XY is correctif andonly ifXY &b`� ? � O<, is correct for any `� ? and O .

Notethatthismodelassumesthatthefirst outputsoccurasthere-
sult of the first inputs.It doesnot considerthe possibility of initial



outputsthat could improve diagnosisby addinginformationon the
initial state.This would amount to considering“( =9e �� )-step” ex-

ecutions f�g
�! 
h"E# �E?���B!�C HB"$# iDiDi ��Jb�! HJ"E# � I . Our formalizationshould
beadaptable to thatalternative, althoughthathasnot beenformally
confirmedat this stage.

Givena plant � , we defineperfectdiagnosis
Y N asthemostspe-

cific correctdiagnosisthatcanbemadeassumingfull knowledge of� . Given an initial belief state `� ? andtrace O ,
Y N &b`� ? � O<, returns

exactly all statesthatcanbereachedfrom `� ? through O .

Definition 4 The perfectdiagnosisfor a plant � is the diagnosis
function

Y N�&b`�E? � O5,j/lkb� 66Lm �$?<.c`�E? F �E? T"$# �+n .
Theorem 5

Y N is correct and
Y N�&b`�E? � O5, � XY &b`�E? � O5, for anycor-

rect XY .

Proof Straightforwardfrom definition3.

3.3 Diagnosability

Informally, aplantis diagnosablewhenits observabletracesallow to
accuratelytrackits hiddenstate.In theexample,we would like to be
ableto identify the casein which the bulb is not working correctly.
However, it would beunrealisticandunnecessaryto requirethatdi-
agnosisprovidescorrectexactstateestimations,instantaneously and
underall circumstances—thatis, that XY &4kb� ? n � O<,o/pkb�+n for any
� ?VT"$# � . For example,a burnedbulb will stayunnoticedaslong as
theswitchis open.Instead,thekey requirementfor a diagnosissys-
temis to beableto decidebetweenalternativeconditionsonthestate
of thesystem,in thecontext wherethatdistinctionbecomescritical.
Accordingly, we formalizediagnosability requirementsin two parts:

q theconditionsto beseparated,andq thecontext in which thatseparationis required.

Given two conditionsr � and r � on thestateof theplant,we con-
sider diagnosis conditions r �ts r � , expressingthat diagnosiscan
decidebetweenr � and r � . Typically, thoseconditionswill have to do
with the presenceandcharacterizationof faulty components in the
plant. In particular, fault detectionconsistsin decidingwhetherany
fault is present (uHvKwyx z s|{ uDvKwyx z ), whereasfault separation consists
in telling different faults(or fault classes)apart(uDvLwdx z-} s uDvKwyx z�~ ).
An exampleof fault detectionis checking whetherany component
of the circuit is not working correctly, while fault separationis, for
instance,decidingwhetherabulb is shortor burned.

Definition 6 A diagnosisconditionfor a plant ��/ �����
	��(���(��� is
a pair of subsetsof statesr � � r � ��� , written r ��s r � .

Weexpresscontext asadditionalconditionson theexecutionsand
initial beliefstatesto betakeninto consideration. Theexecutioncon-
text is a subsetM of the feasibleexecutionsof the plant.The initial
beliefcontext is modeledasarelation � betweenstatesthatcanoccur
in a sameinitial belief state.

Definition 7 A diagnosiscontext for a plant �|/ �����
	��(���
��� is a
pair ��/ � M�� � �K� � such that M�� � M�N and �b� is an equivalence
relationon

�
. `� ? satisfies� � , written `� ?�� /�� � , iff `� ? � `� ? � � � , or

equivalently, iff &�� ? � � � ? � ,�.�� � for all � ? � � � ? � .c`� ? . &b`� ? � O<, � /l�
iff `�+? � /��L� and there exists 0�.�M�� such that 0cR��$? T"E# � and�E?<.�`�$? .

A diagnosisvaluesatisfiesa diagnosis conditionif it doesnot in-
tersectwith bothsidesof thecondition. To put it otherwise,diagnosis
failsacondition r ��s r � whenit reportsanestimationsuchthatbothr � and r � arepossible.A diagnosisfunctionsatisfiesadiagnosiscon-
dition over a context if all its valuesin thatcontext do. A condition
is diagnosableif sucha functionexists.

Definition 8 A diagnosis value `� satisfiesr � s r � , written `� � /r ��s r � , if andonly if either `���or � /�� or `���or � /�� . A diagnosis
function XY satisfiesr �As r � over ��/ � M � � � � � , written XY � � � /
r � s r � , if and only if, for all &b`�E? � O5, � /|� , wehave XY &b`�E? � O5, � /r ��s r � . A condition r ��s r � is diagnosablein � over � if andonly
if there existsa correctdiagnosisfunctionthat satisfiesit.

Thefollowing theoremjustifiesthedefinitionof “perfectdiagno-
sis”: if a diagnosisconditionis diagnosable(in somecontext), then
it is satisfiedby perfectdiagnosis.

Theorem 9 A condition r ��s r � is diagnosablein a plant � over a
context � if andonly if

Y N � � � /�r ��s r � .
Proof FromDefinition 8, observe that, if `� � `� % and `� % � /�r �<sr � , then `� � /lr ��s r � . Therefore,

Y N satisfiesany diagnosablecon-
dition, since,from Theorem5, its diagnosisvaluesaremorespecific
thanany othercorrectdiagnosisfunction.Q.E.D.

3.4 Critica l Pairs

We proposeto verify the diagnosability of a diagnosis conditionr ��s r � by checkingthat the plant doesnot have two executions
with identicalobservable traces,oneleadingto r � , oneleadingto r � .
Wecall sucha pair of executionsa critical pair for r � s r � .
Definition 10 A critical pairof a plant � , with trace O , for a diagno-
siscondition r � s r � , is a pair of feasibleexecutions0 � Rd�E? � T"E#� � and 0 � R�� ? � T"E# � � , written 0 � � 0 � R5� ? � � � ? � T"$# � � � � � ,
such that � � .|r � and � � .|r � . The critical pair 0 � � 0 � is cov-
ered by a diagnosis context ��/ � Mj� � �L� � , iff 0 � � 0 � .�M�� and&��$? � � �E? � ,�.t�L� .

The absence of critical pairs for r � s r � in a given context is a
necessaryandsufficient conditionfor r � s r � to be diagnosable in
that context. This justifiesthe searchfor critical pairsasa meanto
verify diagnosability. If a critical pair exists thenno correctdiagno-
sis cansatisfythat diagnosis condition(the converseis not true: an
“imperfect” diagnosis mayfail evenin theabsenceof critical pairs).

This is illustratedin Figure3, showing acritical pair � ? � � � ? � T"E#� � � � � . If diagnosis startsfrom aninitial beliefstate `� ? coveringboth
initial states�E? � � �E? � of the pair, thenthe final belief stateafterob-
servingO hasto includeboth � � and � � andthereforefail r ��s r � .
Theorem 11 Perfectdiagnosis for a plant � satisfiesr � s r � in
context � , andtherefore r � s r � is diagnosableover � in � , if and
only if � hasno critical pair for r ��s r � in � .

Proof Weprove thecontraposedof thetheorem.Thereis acritical
pair 0 � � 0 � R�� ? � � � ? � T"$# � � � � � in ��/ � M � � � � � , if andonly if
&�� ? � � � ? � ,�.�� � and 0 � � 0 � .SM � and � ? � T"$# � � and � ? � T"$# � �
and � � .^r � and � � .^r � , if andonly if &4kb�$? � � �$? � n � O<, � /�� andY N�&4k��E? � � �E? � n � O<,5�� /�r � s r � . Q.E.D.
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Figure 3. Critical pair

3.5 Coupled Twin Plants

We can interpretcritical pairsof � as tracesof a “siamesetwins”
plant madeout of two copiesof � whoseinputs and outputs are
forcedto beidentical.We call it � � , thecoupledtwin plant of � .

Definition 12 Thecoupledtwin plant of a plant ��/ �����C	��(���(���
is the plant � � / ��� � �
	��
���(� % � , where

� � / �����
and

� % /k�&(&�� ? � � � ? � , �(')�!*E� &�� � � � � ,(, 66 &�� ? � �!')�(*E� � � , � &�� ? � �(')�!*E� � � ,�. � n .
An executionof � � correspondsto apairof executionswith iden-

tical traces,just like a twin pair 0 � � 0 � R�� ? � � � ? � T"E# � � � � � , andwe
will keepthe samenotation.Finding critical pairs in � becomes a
standardreachabilitysearchin � � :
Theorem 13 A diagnosis condition r ��s r � is diagnosablein �
over � if andonly if r � � r � is not reachable in � � over � .

Proof FromTheorem11, r ��s r � is diagnosable iff � hasa criti-
cal pair 0 � � 0 � R�� ? � � � ? � T"@# � � � � � suchthat � � .�r � and � � .�r � ,
which is equivalent to anexecutionof � � with &�� � � � � ,<.�r � � r � .
Q.E.D.

In the example,we can considerthe casewherethe context re-
strictsthenumberof failuresin thecircuit to one.

4 Diagnosability via Model Checking

In the last section,we formalizeddiagnosability andshowed that it
amountedto a reachabilityquestionin thecoupledtwin plant.In this
section,we show how that reachabilityquestioncanbephrasedand
efficiently answeredasa modelcheckingproblem.

4.1 Kripk e Structur es

Model checking[10] is a formal verification technique, wherethe
behaviour of a reactive system(e.g. a communication protocol, a
hardwaredesign)is presentedasaclassof transitionsystemcalleda
Kripke structure.

Definition 14 A Kripke structureover a setof atomicpropositions� � is a structure ��/ �����
 d�!¡�� , with
 o���A���

and
¡ R � # Z�¢ N .�

is the statespaceof � ,
¡

is the labelingfunction of � and
 

is
the transitionrelationof � .

 
is required to be total: £+¤¥. � F m ¤
%¦.� F &�¤ � ¤D%-,§.   . A traceof � is a sequence of states̈;/V¤
? FDFDF ¤ I

such that &�¤D1�2 � � ¤b1�,�.   . Let ©�ª bethesetof all tracesof � . When� is knownfrom the context, we write ¤ # ¤ % for &�¤ � ¤ % ,�.   and¤ � /¬« for «�. ¡ &�¤b, .
In essence,a Kripke structureis a directedgraphof stateswith

atomicpropositionsattachedto them.Eachof thestates¤9. � rep-
resentsonepossibleconfigurationof the system,while the labeling
function

¡
associatesto eachstatethepropositionsholding in it. As

wewill see,
� � is typically definedasassignmentsto statevariables,

with
¡ &�¤b, describingthevalueof eachvariablein ¤ . Thepathsof the

graphrepresentthe behaviour of the behaviour of the systemover
time.

Requirementsover the behaviours of the systemaremodeledas
formulae in temporal logic, for instanceComputationTree Logic
(CTL) or Linear TemporalLogic (LTL) [14]. In temporallogic it
is possibleto predicateover thepathsof theKripke structure:for in-
stance,theCTL formula ­�®j« statesthatthereexistsa path( ­ ) such
thatsomewherein thefuture( ® ) astateis labeledby « , while ­+¯ «j°�±L² ,
read“ « until ± ”, statesthat thereexists a pathsuchthat somewhere
in thefuture ± holds,and,for all theprecedingsstates,« holds.(For
a comprehensive treatmentof temporallogic see[14].)

GivenaKripkestructure� , asetof initial states³>´ � , andafor-
mula µ , themodelcheckingproblem� � ³ � /lµ is to detectif there-
quirementsexpressedby theformulaholdovertheinfinitepaths/trees
originatingfrom any ¤�.�³ . Model checking algorithmsarebased
ontheexhaustiveexplorationof theKripkestructure.Whenthespec-
ification is not satisfied,they areableto constructacounterexample,
i.e. to producea descriptionof the systembehaviour that doesnot
satisfythespecification.

4.2 From Plants to Kripk e Structur es

A plantcanbeanalyzedby meansof modelcheckingtechniques,by
defininga corresponding a Kripke structure,whereit is possibleto
predicateover theinputs,outputsandstateof theplant.Wecouldde-
riveaKripkestructure��N fromany plant � , butsincediagnosability
in � amountsto reachabilityin the coupledtwin plant � � , we will
directly definethecorresponding Kripke structure� N . In this case,
thestateis definedasavectorof variables&�¶�· B

� ¶K·�¸ � ¶ �
� ¶  , , respec-

tively rangingover
�

,
�

,
	

and
�

, andthepropositionsin
� � are

assignmentsof thesevariablesover their respective domains.

Definition 15 Let � � / ��� � �
	��(���
� % � bea coupled twin plant.Let� ��NS/;k�¶�· B /c�
66 �o. � n�¹�k�¶�·�¸</c� 66 ��. � n�¹�k�¶ � /

'�66 ' .	 n[¹�kb¶  /
*o66 * . � n be thesetof atomicpropositions over � � .

� � inducesthe Kripke structure � N / ��� N �(  N �!¡ N � over
� � N ,

where
� N�/ �����º��	��t�

,
  N�&(&�� � � � � �!')�(* , � &�� % � � � % � �
' % �
* % ,(,

iff
� % &(&�� � � � � , �(')�!* % � &�� % � � � % � ,(, , and

¡ N &(&�� � � � � �(')�!* ,(,5/»k�&�¶ · B /� � , � &�¶ ·�¸ /c� � , � &�¶ � /
' , � &�¶  /

* ,!n .
Figure4 depictsthe intuition underlying the definition. At each

timeinstant,weassociateinputsto thestatebeforethetransitionand
outputsto the stateafter. Actually, the previous definition is not to-
tally appropriate,becausethetransitionrelationis not guaranteedto
be total. Indeed, the executionsof � � may be finite, even though
the executionsof � are infinite. This is due to the fact that two
tracesof � canexhibit thesameoutputsequencesonly up to a cer-
tain point, anddiffer from thereon. However, we canobtaina total
modelby introducinganew booleanvariable

�½¼�¾�¿bÀ5'@Á « '@Á ¤ , thatis
usedto “complete” thetracebeingconstructedwhentheoutputsare
diverging. The intuition is that the variable

�½¼y¾�¿bÀ5'@Á « 'dÁ ¤ should
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Figure 4. Transitionrelation asa Kripke structure

becomefalsewhen the outputsof the tracesdiffer, and stay false
thereafter. We thenmust adjustthe properties we verify to require�½¼y¾�¿bÀ5'@Á « 'dÁ to be true. For now we will implicitly assumethat
transformation,sothatwe canperformmodelcheckingon non-total
models.Wemayalsoadjusttheframework to takeinitial outputsinto
account, by decomposing

� &�� �('G�(*E� � % , as
� � &�� �
')� � % ,¦Â � � &�� % �(* , ,

expressingthat
*

dependson ��% only. Thenwecanrestrict
�

to states
thatsatisfy

� � anddefine
 

basedon
� � . In thisway, theinitial

*
will

not be undeterminedany more; it will be relatedto the initial twin
internalstatesthrough

� � .
Now, we canexpressa condition r on statesasa formula rK&�¶H·�,

over assignmentsto thecorresponding variable¶ · . In particular, this
appliesto conditionsr � � r � of adiagnosiscondition r ��s r � . In prin-
ciple,noticeindeedthateachset r �c� canbecharacterizedby the
propositional formula Ã

·�ÄKÅ &�¶ · /c�+,
In practice,

�
itself is usuallyexpressed asaproductof variablesandr is moreappropriatelyexpressedasa booleanformula over those

variables.Similarly, we write �y&�¶�· B
� ¶�·�¸L, forÃ

Æ · BHÇ ·�¸
È�ÄKÉ
&�¶�· B /�� � Â§¶�·�¸</�� � ,

Notice the closecorrespondencebetweenexecutions 0».�M N ¸
and ¨�.�© ªjÊ , thedifferencebeingoneextra undetermined initial

*
andfinal

'
in theKripke structure.On this basis,we will assimilate

a Kripke structureexecution ¨ to its plantcounterpart0 .

4.3 Verification of Diagnosability

If we forgetaboutcontexts for amoment,thentheproblemof decid-
ing theexistenceof acritical pair in � � for r ��s r � canexpressed as
a modelchecking problemon theKripke structureinduced by � � :

� N �C� N�� / { ­+®�&�r � &�¶ · B ,�Âor � &�¶ ·�¸ ,(,
The propertystatesthat � N can not reacha statewhere r � holds
over the first half of the statevector, and r � holdsover the second
half. If theproperty is violated,it is possibleto produceanexecution
witnessingtheviolation (in this case,the critical pair leadingto the
faileddiagnosis).

In orderto make thisuseful,weneedto take into accountthecon-
text of thediagnosis ��/ � ��� � M�� � . For theinitial beliefcontext, we
canuse � � to replace

� N in theabove definition:

�9N � �L��&�¶�· B
� ¶K·�¸K, � / { ­+®�&�r � &�¶K· B ,�Â§r � &�¶�·�¸L,(,

MODULE circ_type (switch_cmd, bulb_cmd)
...

MODULE main
VAR
switch_cmd : { nocommand, open, close };
bulb_cmd : { nocommand, replace };
c1 : circ_type(switch_cmd, bulb_cmd);
c2 : circ_type(switch_cmd, bulb_cmd);

DEFINE SameOut := (c1.light = c2.light) & ...
VAR SameOutputs : boolean;
ASSIGN
init(SameOutputs) := SameOut;
next(SameOutputs) :=

case
!SameOutputs : 0;
SameOutputs : next(SameOut);

esac;

Figure 5. Themodelof thetwin circuit

thusrestrictingthe setof initial statesof the modelchecking prob-
lem.Similarly, in orderto take into account M�� , themodelchecking
problemthatwe consideris

� N � � � &�¶ · B
� ¶ ·�¸ , � /�Ë@Ì { ­+®�&�r � &�¶ · B ,�Âor � &�¶ ·�¸ ,(,

wherethe restrictedentailment � /<Ë@Ì limits the scopeof the ­ op-
eratorto the pathsthat satisfy the M � condition.Thereareseveral
ways in which this can be implementedin practice,depending on
the characteristicsof M � . In general, if we have an LTL propertyM � &�¶ · � ¶ �

� ¶  , that characterizesthe tracesin M � , then,diagnos-
ability in context � amounts to the following LTL modelchecking
problem:

� NÍ� />&3� � &�¶ · B
� ¶ ·�¸ ,LÂ<M � &�¶ · � ¶ �

� ¶  ,(,¦Î { ®�&�r � &�¶ · B ,LÂÏr � &�¶ ·�¸ ,(,
that can be tackledby meansof the standardtableauconstruction
reportedin [9]. If M � is a simplesetof conditionson theinputsand
stateof theplant,it ispossibleto restricttheentailmentby composing
theKripkestructurewith additionalconditions(e.g.on thetransition
relation).

4.4 Symbolic Model Checking

Symbolicmodelchecking [19] is a particularform of modelcheck-
ing, where the behaviour of the model is encodedin the boolean
space.Propositionalformulaeareusedfor the compact representa-
tion of models,andtransformationsoverpropositional formulaepro-
vide a basisfor efficient exploration.This allows for theanalysisof
extremelylargesystems[5]. As aresult,symbolicmodelchecking is
routinely appliedin industrialhardware design,andis taking up in
otherapplicationdomains (see[11] for a survey). SymbolicModel
Checkingis traditionally implementedby meansof Binary Decision
Diagrams(BDDs)[4]. SMV [19] wasthefirst symbolicmodelchecker
basedon BDDs.More recently, theuseof efficient propositional sat-
isfiability (SAT) techniqueshasbeenproposed[2]. SAT-basedmodel
checkingis currentlyenjoying asubstantialsuccess in severalindus-
trial fields (see,e.g.,[13], but also[3]), andopensup new research
directions.

Within thescopeof ouractivity, weconcentrateon NUSMV [7], a
symbolicmodelchecker originatedfrom thereengineering, reimple-
mentationandextensionof CMU SMV. The NUSMV projectaims
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Figure 6. Constraint network for verifying diagnosability conditions

at the development of a state-of-the-artsymbolic model checker,
designedto be applicable in technologytransferprojects: it is a
well structured,open, flexible anddocumentedplatform for model
checking, andis robustandcloseto industrialsystemsstandards[6].
NUSMV is able to processthe descriptionof a Kripke structure,
written in an extensionof the SMV language: the systemcan be
characterizedby meansof synchronousandasynchronouscomposi-
tion of modules.Thestateof thesystemis characterizedby discrete
(booleanandscalar)variables,the evolution of which is definedby
meansof propositional constraintsand/or(possiblynondeterminis-
tic) assignments.

The NUSMV model for the coupledtwin plant for the circuit is
outlined in figure 5. The first module statementdefinesa (single)
plant in form of a moduletype namedcirc_type, with two pa-
rametersrepresentingthe commands to the switch andto the bulb.
The detaileddefinition of the circuit dynamicsis omitted for lack
of space.In the main module,the circuit is instantiatedtwice, gen-
eratingcirc1 andcirc2. Notice that the samecommand vari-
ables(switch_cmd and bulb_cmd) are given in input to both
modules.Then,we expressthe constraintthat both instancesof the
circuit must exhibit the samebehaviour as follows. We first name
asSameOut the condition that the observables in the two circuit
instances(light andvoltmeterreading)are the same.Then,we de-
fine the SameOutputs booleanvariable, that is initially true on
the stateswhereSameOut; thenext assignment, basedon a case
switch, definesthe valueof SameOutputs depending on its pre-
vious value and on the value of SameOut. In particular, if it was
falsethenit staysfalse(booleanvalue0), otherwiseit assumesthe
valueof SameOut. It is thenpossibleto useSameOutputs in the
propertiesbeingchecked, to requirethenthatthecritical pairsbeing
lookedhave thesameoutputs.

In thecaseof thecircuit, it is possibleto definedifferentproperties
anddiagnosability problems.Thebasicbuilding blocksof theprop-
ertiesarepropositionalconditionsover states,thatcanbeexpressed
in NUSMV by meansof theDEFINE construct.For instance,it is
possibleto expressthatthenumberof failureswithin a moduleas

DEFINE failures :=
battery.failure + bulb.failure + ...

wherethe sumallows to counthow many booleanpredicatesare
true (i.e. have value1). Then, in the main moduleit is possibleto
constaintthenumberof failures,e.g.by specifyingthatat mostone
failurecanoccurin thefirst instanceof thecircuit, asfollows:

DEFINE single_failure := (c1.failures <= 1)

Thecatastrophicfire condition,occurringwhenashortis powered
for threetime instantsin a row, cannot beexpressed asa condition
on thestate.We encodesucha conditionby introducingtwo history
variables,whosevalue representsthe fact that a shortpoweredoc-
curredat oneor two time instantsago,asfollows:

VAR
short_powered : boolean;
short_powered_1 : boolean;
short_powered_1_1 : boolean;

ASSIGN
short_powered :=

(failure = short) & power_in;
init(short_powered_1) := 0;
init(short_powered_1_1) := 0;
next(short_powered_1) := short_powered;
next(short_powered_1_1) := short_powered_1;

DEFINE catastrophe_fire := short_powered &
short_powered_1 & short_powered_1_1;

As anexampleof fault detectionproperty, we checkif it is possi-
ble thata fire occurswithout beingdetected.Theansweris that this
is not possibleunderthesinglefailureassumption,while it is possi-
ble to have anundetectable problemif we allow for a double failure
condition.In particular, themodelchecker findsthispossiblein asit-
uationwherein oneof the two instances,theswitch is openandno
failureis presend,while in theothertheswitchis closed,thebulb is
shortandthemeteris broken.

In termsof verificationcapabalities, NUSMV providesan effec-
tive integration of BDD-basedand SAT-basedmodel checking. (In
thecaseof thecircuit, theanalysisdescribedabove is carriedout in
fractionsof a second.)This allows for an importantwideningof its
spectrumof applicability. Indeed, BDD-basedandSAT-basedmodel
checkingareoften able to solve differentclassesof problems, and
canthereforebe seenascomplementary techniques. In the specific
caseof diagnosability, a SAT-basedanalysisof theproblemamounts
to checking a network of propositionalconstraintsin the following
variables ¶ ?· ¶ ?·�Ð ¶ ?�¶ �· ¶ �·�Ð ¶ �� ¶ � FDFDF FDFDF FHF�F FDFDF

¶ I 2 �· ¶ I 2 �·�Ð ¶ I 2 �� ¶ I 2 � ¶ I· ¶ I·�Ð ¶ I 
where ¶ 1 capturesthevalueof ¶ at step : . Notethatwe drop ¶ ? and¶ I� , whosevalueis unconstrained.Theconstraintsare

� &�¶ ?· � ¶ ?�
� ¶ � 
� ¶ �· ,ÑÂ � &�¶ ?· Ð � ¶ ?�

� ¶ � 
� ¶ �· Ð ,

Â FDFDF Â FDF�F
Â � &�¶ I 2 �· � ¶ I 2 ��

� ¶ I 
� ¶ I· ,ÑÂ � &�¶ I 2 �·�Ð � ¶ I 2 ��

� ¶ I 
� ¶ I·�Ð ,

Â§rK&�¶ I· ,ÑÂ r % &�¶ I·�Ð ,
The intuition is pictured in Figure 6. Basically, the existenceof a
critical pair corresponds to the existenceof a model to the set of
propositonal constraints.



5 Target applicative framework

In this section,we outline the applicative framework that we target
with our approach. We focuson theLivingstoneframework, andwe
show how themodelscanbereduced to SMV models,thatcanthen
betackledwith theNuSMV system.

5.1 Li vingstone

Livingstoneis amodel-basedhealthmonitoringsystemdevelopedat
NASA Ames[27]. It usesasymbolic,qualitativemodelof aphysical
system,suchasa spacecraft, to infer its stateanddiagnosefaults.3

Livingstoneis one of the threeparts of the RemoteAgent (RA),
anautonomousspacecraftcontrollerdeveloped by NASA AmesRe-
searchCenterjointly with the JetPropulsionLaboratory.4 Remote
Agent wasdemonstratedin flight on the DeepSpaceOnemission
(DS-1) in May 1999, marking the first control of an operational
spacecraftby AI software[21]. Livingstoneis alsousedin otherap-
plicationssuchas the control of a propellantproductionplant for
Mars missions[8], the monitoring of a mobile robot [26], and in-
telligentvehiclehealthmanagement (IVHM) for experimentalspace
transportationvehicles(X-34, X-37, next-generationspaceshuttle).

Livingstoneperusesa modelthatdescribesthenormalandabnor-
mal functionalmodesof eachcomponentin the system.Themodel
definesobservable and hiddenvariables(herecalled “attributes”).
Livingstonemodelsarediscreteandfinite, andaremeantto bequal-
itative: continuous physicaldomainshave to be abstractedinto dis-
creteintervals suchas k low, nominal, high n or k neg, zero,
pos n . Eachcomponenthasa “mode” variableidentifying its nom-
inal and fault modes (with fault probabilities).Livingstonemodels
arespecifiedin ahierarchical,declarative formalismcalledJMPL,or
usingagraphical developmentenvironment.

Livingstoneobservesthe commands issuedto the plant anduses
the model to predict the plant state.It thencomparesthe predicted
stateagainstobservations received from theactualsensors.If a dis-
crepancy is found,Livingstoneperformsadiagnosisby searchingfor
themostlikely configurationof componentmodesthatareconsistent
with theobservations.

5.2 Verification of Li vingstone Models

Livingstonemodelsdefinesynchronoustransitionssystemsandcor-
respondexactly to the plant models definedin section3.1. All at-
tributeshaveasmallfinite range,sothemodelsareamenable to finite
model checking techniques.For that purpose, Livingstonemodels
needto betranslatedinto theinputformalismof themodelchecker—
SMV in our case.

PecheurandSimmonshavedevelopeda translatorto automatethe
conversionfrom Livingstoneto SMV [22]. The translatorsupports
threekindsof translation,asshown in Fig. 7:

q TheLivingstonemodelis translatedinto anSMV modelamenable
to modelchecking.q Thespecificationsto beverifiedagainstthis modelareexpressed
in termsof theLivingstonemodelandsimilarly translated.

Ò
Livingstonealsohasa recovery part,thatcansuggestanaction to recover a
given goalconfiguration. Wearenot concernedwith thatparthere.Ó
Thetwo other componentsarethePlanner/Scheduler[20], which generates
flexiblesequencesof tasksfor achievingmission-level goals,andtheSmart
Executive[23], whichcommandsspacecraftsystemsto achievethosetasks.
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Figure 7. Translation betweenMPL andSMV

q Finally, the diagnostictracesproduced by SMV are converted
backin termsof theLivingstonemodel.5

Theoriginal translatorappliedto anearlier, Lisp-stylesyntaxfor
Livingstonemodels.The translatorhasrecentlybeenupgraded to
the currentJava-like syntax(calledJMPL) by Reid Simmons.It is
written in Java.

Thetranslatorhasbeensuccessfully appliedto severalLivingstone
models,suchasDS-1[21], theXavier mobilerobot [26] andtheIn-
Situ PropellantProductionsystem(ISPP) [8, 15]. The ISPPexpe-
riencewasthemostextensive; it did produceusefulfeedback to the
Livingstonemodeldevelopers,but alsoexperimentedwith thepoten-
tialsandchallengesof puttingsucha tool in thehandsof application
practitioners.Models of up to 7DÔLÕ(Õ statescould still be processed
in a matterof minuteswith an enhancedversionof SMV [28]. Ex-
perienceshows thatLivingstonemodelstendto featurea hugestate
spacebut little depth,for which thesymbolicprocessingof SMV is
very appropriate.

6 RelatedWork

Theideaof diagnosability hasreceivedalot of attentionin theframe-
work of DES.In [24, 25], diagnosability is preciselydefinedandan
algorithmfor checkingdiagnosability is presented.Theapproach is
limited to failuresrepresentedasreachabilityproperties.Jiangand
Kumar[17] generalizetheapproachto thecaseof failuresdescribed
as formulaein linear temporallogics. The approachis basedon a
polynomialalgorithmfor testingthediagnosability, formulatedwith
techniquesfrom automatatheory[16].

Console,PicardiandRibaudo[12] propose theuseof a particular
form of processalgebras,PEPA, for theformalizationandtheanaly-
sisof diagnosisanddiagnosability problems.

In termsof expressivity, our work sharesseveral underlyingas-
sumptionswith [24, 25]. In particular, our approachconsidersfail-
uresthatcanbe representedasreachabilityconditions. Our work is
ratherdifferentfrom theworksmentioned above,thataremostlyori-
entedto the definition of the theoreticalframework, anddo not ad-
dresstheproblemsrelatedto thepracticalapplicationof theproposed
techniques.Ourobjective is thedefinitionof aneffectiveplatformfor
the analysisof diagnosability, that canbe practicallyappliedin the
development processof diagnosissystems.The “twin-models” ap-
proachallows us to directly reusestandardmodel checking tools,
without having to reimplementa complex tableauconstruction de-
scribedin [16]. Furthermore,our approachpreservesthe semantics
of theproblem,thusmakingit possibleto tunethedecisionprocedure
to theapplicationdomain.

Thework in [18] addressestheproblemof designingthecontroller
taking into account the issuesof diagnosability (active diagnosis).

Õ This part is not completedyet.



Similar problemsare also addressedin planningunder partial ob-
servability [1], wherethe plannercan decidethe most appropriate
actionsto diagnosethefault,e.g.by probingthesystemwith actions
thatwill provide suitableinformation,andrecover from it.

7 Conclusionsand Futur e Work

In thispaper, wehaveproposed anew, practicalapproachto theprob-
lemof diagnosability. Wereducetheproblemof diagnosability to the
problemof searchingfor critical pairsin a coupledtwin plant.This
problemcanbeencodedinto a modelcheckingproblem,thatcanbe
tackledby meansof state-of-the-artsymbolicmodelchecking tech-
niques.A practicalframework for theapplicationof theapproach is
alsopresented.

In thefuture,we will consider a generalizationof our approachto
thecaseof morecomplex failures,describedin termsof logicalspec-
ifications.In particular, we will try to take into accountthe fact that
diagnosiscanproposeseveral candidates,with differentdegreesof
likelihood.Furthermore,wewill applytheapproachto differentreal-
world Livingstonemodels,both with BDD-basedand SAT-based
model checking, to evaluatethe practicalapplicability of the tech-
nique.In the longer term,we plan to tightly integratethe approach
within theLivingstontoolset,in orderto allow Livingstoneapplica-
tion developersto usemodel checkingto assistthem in designing
andcorrectingtheir models,aspartof their usualdevelopment envi-
ronment.
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