Formal Verification of Diagnosability
via Symbolic Model Checking

Charles Pecheurt and Alessandro Cimatti?

Abstract. This paperaddressethe formal verificationof diagno-
sis systems Given a physical systemand a diagnais systemthat
obseres it, we tackle the problem of verifying that the diagnosis
systemwill be ableto recogrize the situationsthatit is requiredto

recognizeln our apprach,the physicalsystemis formally modeled
asaKripke structure while diagnosaliity is checled by looking for

pairsof scenarioghat(1) areindistinguishdle basedon the observ-
ablepartof thesystenmbut (2) leadto situationghatarerequiredto be
distinguishedWe focuson the practicalapplicablity of the method

diagnosaility is recastin termsof a modelcheckng problem,and
allows for the directuseof state-of-the-arsymbdic modd checking
techniques

1 Intr oduction

Diagnosissystemsare of paramout importancein mary applica-
tion domainsyangingfrom industrialplants(e.g.production, power)
to transportatior(e.qg.railways, avionics, space) Diagnosissystems
provide the ability to identify whethera certainplant, possiblyop-
eratingin hazarausor unacessiblesituationsjs working correctly
They canhelpin the processof control,and prevent simplefailures
to stayundetectedinddegeneraténto catastrophi@vents.

When diagnosisis carriedout in critical domains,it becomesa
critical step,andthe validationof diagnosissystemss of fundamen-
tal importance A key problemis diagnaability, i.e. the ability to
ensurehatno simplefailurecango undetectedy the diagnosissys-
temwhile “preparing” for a moreseriousproblem.In this paperwe
proposea new, practicalapprachto the verificationof diagnosal-
ity. Theideais to reducea diagnaability problemfor a given plant
to a problemof reachabilityover a coupledtwin modelof the plant,
wheretwo tracesof the plantproducedby the sameinputsandshar
ing thesameoutputscanbecomparedThereachabilityproblemover
the coupledtwin modelis thentackledby meansof state-of-the-art
symbolicmodel checkingtechniqies, that allow for the analysisof
finite statesystemswith extremelylarge statespaces.

As adriving applicationwe expectto applytheseprinciplesto di-
agnosisapplicationsbasedon Livingstone a model-basedliagnosis
systemdevelopal atNASA AmesResearciCenter{27]. Livingstone
featuredliscretegualitatve modelsthatareamenableo thepropcsed
formalanalysisandwe alreadyhave atool to corverttheminto smv
models[22]. We will befeedingthosemodelsto NUSMYV, the nev
generationof the smv symbdic model checler [6]. Although we
have no experimentalresultsat this early stage,we planto experi-
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mentour apprachon large Livingstonemodelsof spaceransporta-
tion sub-system# thecomingmonths.

The paperis organizedas follows. In section2, we provide the
contet for verificationof diagnogs systemsln section3 we formal-
ize the problem,andprovide the basisof the appraach.In section4,
we describehow our appro@h canbe tackledasa modelcheckng
problem.In section5, we describethe applicatve framevork that
we targetwith our approachFinally, section6 reviews similar work,
and section7 draws someconclusons and outlinesfuture lines of
activity.

2 Verification of DiagnosisSystems

In this sectionwe lay out our assumgionson the natureof thediag-
nosisapplicationghatwewantto take into considerationessentially
stateestimatorsbasedon partial obsenations of a physicaldevice.
We thendecompaethe verification of sucha systeminto different
piecesandidentify the piecethatwe wantto address—n@ely, veri-
ficationof diagnasability.

2.1 Diagnoss System

At an abstractievel, we considera diagnosissystemas depictedin
Figure 1. The diagnosissystemconneds to a feedba& controlloop
betweena plant andits contwoller. The inputs of the plant are the
commandsssuedby the controller;its outputsaremeasuementge-
turnedback to the controller The diagrosis systemobsenes both
theinputsandtheoutputsandreportsa stateestimatiorthatseekso
tracktheunobserable physicalstateof theplant.In generaltheesti-
mationwill consistof abeliefstatethatcoversasetof possiblestates
of the plant (diagnosismight rank thesestatesbasedon likelihood,
but asafirst approat we ignorethataspect).

Diagnosisworks on an abstractview of the plant, hiding away
the complex detailsof the physicalartifactsthat constitutethe phys-
ical systemHardwareandsoftwareinterfacesmassag¢heinforma-
tion comingfrom theplantto provide thatabstractionFromhereon,
we will only considerthat abstractview andignorethe internalsof
the plant—erifying that this abstractions indeedcorrectlyimple-
menteds a comple andcritical taskthatwe do not addresdere.

2.2 Verification of DiagnosisSystems

Considerthe personor compaly in chage of designinga diagno-
sissystemfor a given application,andfacingthe needto verify and
validatethatdesign.The ultimategoalis to verify thatthe complete
application(diagnosissystemand plant) provides appropriatediag-
nosisin all expectedoperatioral conditions
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Figurel. Architectue of adiagrosissystem

Let us assumehat we have a discretemodel of the plantasde-
finedabove, thatis usedasthebasisfor the constructiorof theactual
diagnosissystem—eitheby the peoge building it (design),or by a
toolthatgenerategt (synthesis)or atrun-timeby agenericdiagnosis
engine(model-basedeasoning We canthendecomposé¢he globd
verificationgoalasfollows:

Model Corr ectness Verify thatthe modelis a valid abstractionof
theactualphysicalplant.

DiagnosisCorr ectness Verify thatthe actualdiagnosissystempro-
videsaccuratediagnosisor the givenmodel.

Diagnosability Verify that the desireddiagnoss is possiblegiven
theavailableobsenations.

Assumingmodelcorrectnesgiagnosisorrectnessheckshatall
thatcanbe diagnoseds correctlydiagnsed,whereasliagnosabity
checksthatall thatneed to be diagnose canbediagnosé. In prin-
ciple,if we canfulfill all threeconditions thenwe canguarante¢hat
the desireddiagnosiswill be achieved. This paperfocusesonly on
the diagnosaility part.

3 Formalization

In this section,we develop a formal definition of diagnais systems
andtheir correctnesgriteria, that senesasa basisfor amgumenting
theformal verificationusingmodé checkingin the next setion.We
successiely formalizethe deviceswe wantto diagnosgplantg, the
functionsthat provide the estimation(diagnosisfunctiong, the de-
siredpropertiesof thosefunctions(diagnosis pairs anddiagnosabil-
ity), violationsof thosepropeties (critical pairs), andderived struc-
turesin which thoseviolationsare cornveniently expressedcoupled
twin plants.

3.1 Plant Models

In this paper we will focus on diagnosisover finite-statediscrete
systemsWe assumehatwe have a modelof the plantasa partially
obsenable transitionsystemaccordirg to thefollowing definition.

Definition 1 A partially obsenable transition system or plant is
a structue (X,U,Y,d), whee X,U,Y are respectivelythe state
spaceinput spaceand outputspaceof theplant,andd C X x U x
Y x X isthetransitionrelation Whee P is knownfromthe context,

wewrite u—/y) z' for (z,u,y,z") € 4.

Figure2. A simplecircuit

The statez is the hiddenpart of the plant: only the sequeresof
inputsu andoutputsy areobservableWe assumehat P coversall
typesof behaiours thatdiagnasisis expectedto handle—typically
that meansincluding faulty behaiours, with X containingfaulty
statesNote that,in generd P neednot be deterministic.Thus,the
valuesof y andz afterthe transitiondo may not be uniquely deter
minedby thevaluesof u andz beforethetransition.Withoutlossof
generalitywe assumehatall transitionsare“visible”, thatis, have a
u andy associatedo it. We areinterestedn sequencgof consecu-
tive statesandtheir observabléraces:

Definition2 Given a plant P = (X,U,Y,d), a feasible ex-
ecution of P is a sequene of conseutive transitions o =

(i1, wi,yi, ;) € & | 1 <4 < k), which wedenoteas zo /s
Uk / Yk

T1...Tk_1 — xk. WedefineXp asthesetof all feasibletraces
of P. Thetraceof o isw = ((u1,y1),---, (uk, yx)). W& write
0 To — zp, andzo — zy, if sud a o exists.

In the following, we usethe simple plant depictedin figure 2 for
explanatorypurpases.The plantis an electriccircuit compasedof a
battery a switch, a light bulb and a voltmeter Possiblecommars
(inputs)are:openthe switch; closethe switch; replacethe bulb with
anew one;anddo nothing.lIt is possibleto obsene the light of the
bulb, andthe value of the voltmeter Somecomporentsare subject
to failures:the switch canbecomestuck,in which caseit maintains
its positionindepemlently of the command the voltmetercanbreak
down, in which caseit alwaysreportsa zerovalue,asif the switch
was open;the bulb canbe burned,or short. Major problemsare a
fire, occurringif ashortbulb is poweredfor threetime instants,or a
shock,occuringwhentrying to changea shortbulb whenpowered.

3.2 Diagnosk

The goal of diagnaisis, startingfrom (possiblypartial) knowledge

of theinitial stateandobservingthe sequene of inputsandoutpus,

to keepupdatingabelief statethatestimateshe possiblestateof the

plant.Ideally, diagnosishouldreturnbelief stateghatareasspecific
(i.e.small)aspossible put still covertherealstateof theplant.From

hereon, we will only conside correct diagnasis, thatis, diagnosis
valuesthatcover all potentialcurrentstatessothatthey cannd miss
theactualstate.

Definition 3 A diagnosisfunctionfor a plant P = (X, U, Y, ) is
afunctionA : 2¥ x (U x Y)* — 2%. A diagnosisvalue# =
3(920,11;) is correctw.r.t. P, o andw, if andonlyif, for anyzo € o
andz suc thatzy — z, wehavez € 2. A is correctif andonlyif

A(%o,w) is correctfor any o andw.

Notethatthis modelassumeshatthefirst outpus occurasthere-
sult of thefirst inputs. It doesnot considerthe possibility of initial



outputsthat could improve diagnosisby addinginformationon the
initial state.This would amourt to considering‘(k + 1)-step” ex-

ecutions? 2% zo “M/% ... “E/% o Ourformalizationshould
be adaptale to thatalternatve, althoughthathasnot beenformally
confirmedatthis stage.

Givenaplant P, we defineperfectdiagnosis A p asthemostspe-
cific correctdiagnasisthatcanbe madeassumingull knowledge of
P. Givenaninitial belief statezo andtracew, Ap(&o,w) returns

exactly all stateghatcanbereachedrom zo through w.

Definition 4 The perfectdiagnosisfor a plant P is the diagnosis
functionA p (&0, w) = {z | 3zo € £0.70 — x}.

Theorem5 Ap iscorred andAp(&o, w) C E(ﬁo,w) for anycor-
rectA.

Proof Straightforvardfrom definition 3.

3.3 Diagnosability

Informally, aplantis diagnsablewhenits observabléracesallow to
accuratelytrackits hiddenstate.ln the example,we would like to be
ableto identify the casein which the bulb is not working correctly
However, it would be unrealisticandunne@ssaryto requirethatdi-
agnosigrovidescorrectexactstateestimationsinstantaneosly and
underall circumstances—thés, thatﬁ({xo}, w) = {z} for ary
zo — z. For example,aburnedbulb will stayunnoticedaslongas
the switchis open.Insteadthe key requiremenfor a diagnosissys-
temisto beableto decidebetweeralternatve condtions onthestate
of the system|n the context wherethatdistinctionbecomegritical.
Accordingly, we formalizediagnosabity requirementsn two parts:

e theconditionsto beseparatedand
e thecontet in which thatseparations required.

Giventwo conditionse; andc, on the stateof the plant,we con-
sider diagnasis conditionsc: L c¢2, expressingthat diagnosiscan
decidebetweere; ande.. Typically, thoseconditionswill have to do
with the presenceand characterizatiorof faulty componatsin the
plant. In particular fault detectionconsistsn decidingwhetherary
faultis presen (fault L —fault), whereadault sepaation consists
in telling differentfaults (or fault classesppart(fault. L faults).
An exampleof fault detectionis checkirg whetherary compament
of the circuit is not working correctly while fault separatioris, for
instancedecidingwhetherabulb is shortor burned.

Definition 6 A diagnasis conditionfor aplantP = (X, U,Y, ) is
a pair of subsetof statescy, ca € X , writtene; L co.

We expresscontext asadditionalconditionson the executionsand
initial belief statego betakeninto considerationThe executioncon-
text is a subsett of the feasibleexecutionsof the plant. The initial
beliefcontet is modeledasarelationd betweerstategshatcanoccur
in asameinitial belief state.

Definition 7 A diagnosiscontect for aplant P = (X, U,Y,d) isa
pair C = (X¢,0c¢c) suh that¥c C Xp andfc is an equivdence
relationon X. £¢ satisfiedc, writtenzo |= ¢, iff £o X £9 C O¢, or
equivalentlyiff (.’L‘(n, 3302) € §¢ forall Zo1,To2 € Zo. (fio, U)) 'Z C
iff Zo |= Oc andthere existse € X¢ sud thato : zo — « and
zo € Zo.

A diagnosisvaluesatisfiesa diagnoss conditionif it doesnotin-
tersecwith bothsidesof thecondtion. To putit otherwisediagnosis
failsaconditionc: L ¢2 whenit reportsanestimationsuchthatboth
c1 ande; arepossible A diagnosifunctionsatisfiesadiagnesiscon-
dition over a context if all its valuesin thatcontet do. A condition
is diagnasableif suchafunctionexists.

Definition 8 A diagnacsis value £ satisfiesc; L ¢z, written & =
c1 L co, if andonlyif eitherz Ne; = @ or & N ¢, = §. Adiagnosis
functionA satisfiesc; L ¢z overC = (X¢,0¢), written A, C =
c1 L co, if andonlyif, for all (&0, w) = C, we haveﬁ(fro,w) =
c1 L c2. Aconditione; L ¢, is diagnesablein P over C if andonly
if there existsa correctdiagnosisfunctionthat satisfiest.

Thefollowing theoremjustifiesthe definition of “perfectdiagno-
sis”: if a diagnosisconditionis diagnesable(in somecontet), then
it is satisfiedby perfectdiagnosis.

Theorem9 A conditione; L ¢ is diagnosablein a plant P overa
contt C if andonlyif Ap,C = c1 L cs.

Proof FromDefinition 8, obsere that,if # C ' and2’ = ¢1 L
c2,theng = ¢1 L co. Therefore A p satisfiesary diagnssablecon-
dition, since,from Theoremb, its diagnasis valuesaremorespecific
thanary othercorrectdiagnosisfunction.Q.E.D.

3.4 Critical Pairs

We proposeto verify the diagnasability of a diagnais condition
c1 L c2 by checkingthat the plant doesnot have two executions
with identicalobsenahle tracespneleadingto ¢;, oneleadingto c,.

We call sucha pair of executionsacritical pair for ¢; L co.

Definition 10 A critical pairofa plant P, with tracew, for a diagno-
sisconditione; L ¢2, is a pair of feasibleexecutionssy : xo1 N
z; andos : o2 l) T2, Written 0’1|0’2 : .1‘01'1‘02 l> .’E1|$2,
suh thatz; € ¢; andzy € co. Thecritical pair 01|02 is cov-
ered by a diagnasis context C = (Z¢, 0¢), iff 01,02 € X and
(zo1,x02) € bc.

The absene of critical pairsfor ¢1 L ¢2 in agivencontet is a
necessaryndsuficient conditionfor ¢; L ¢o to be diagnosate in
that context. This justifiesthe searchfor critical pairsasa meanto
verify diagnaability. If a critical pair existsthenno correctdiagno-
sis can satisfythat diagncsis condition (the corverseis not true: an
“imperfect” diagnoss mayfail evenin the absere of critical pairs).

Thisis illustratedin Figure3, shaving acritical pair zo; |zo2 —
x1|z2. If diagnoss startsfrom aninitial belief statei coveringboth
initial statesco1, zo2 Of the pair, thenthe final belief stateafter ob-
servingw hasto includebothz; andz, andthereforefail ¢; L c».

Theorem 11 Perfectdiagnosis for a plant P satisfiese; L ¢2 in
contt C, andthereforee; L ¢ is diagnosableover C in P, if and
onlyif P hasno critical pairforec; L ¢ in C.

Proof We prove thecontraposedf thetheoremThereis acritical
pair 0’1|0’2 : .’E01|$02 l) .’E|1Z2 inC = (Ec,ec), if andonly if
($01,.’£02) € ¢ and0'1,0'2 € Y¢ andzor i) 1 andzos l) o
andzi € ¢; andza € ¢y, if andonly if ({zo1,z02},w) |E C and
AP({xm, .’L‘oz}, w) bﬁ C1 J_ C2. QED
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Figure 3. Critical pair

3.5 Coupled Twin Plants

We caninterpretcritical pairs of P astracesof a “siamesetwins”
plant madeout of two copiesof P whoseinputs and outpus are
forcedto beidentical.We call it P2, the coupledtwin plantof P.

Definition 12 Thecoupledtwin plantof aplant P = (X, U,Y, d)
is the plant P? = (X?,U,Y, '), whee X? = X x X andd’ =
{((370171'02)7“7:‘}7 (‘7"173:2)) | ($017u1 y7m1)7 (33'02,%, y,ZL'Q) € 6}

An executionof P? correspondto a pair of executionswith iden-
tical tracesjustlike atwin pairoi|os : zo1|zo2 LA z1|z2, andwe
will keepthe samenotation.Finding critical pairsin P becoms a
standardeachabilitysearchin P?:

Theorem 13 A diagnosis conditione; L ¢ is diagnosablein P
over C if andonlyif ¢; x ¢; is notreacablein P2 overC.

Proof FromTheoremll,c; L ¢, is diagnosale iff P hasacriti-
calpairoi|os : zo1|Tos — 1|z suchthatz: € ¢; andzs € c»,
which is equivalert to anexecutionof P? with (z1,22) € ¢1 X ca.
Q.E.D.

In the example,we can considerthe casewherethe contet re-
strictsthe numberof failuresin thecircuit to one.

4 Diagnosaility via Model Checking

In the last section,we formalizeddiagnosaility andshaved thatit
amountedo areachabilityquestionin the cougded twin plant.In this
section,we shav how thatreachabilityquestioncanbe phrasedand
efficiently answeredasa modelcheckingproblem.

4.1 Kripk e Structures

Model checking[10] is a formal verification technique wherethe
behaiour of a reactive system(e.g.a communicgion protocol, a
hardwaredesign)is presentedsa classof transitionsystemcalleda
Kripke structue.

Definition 14 A Kripke structureover a setof atomic propositions
APisastructue K = (S, 7, L),witht C SxSandL : § — 24,
S is the statespaceof K, L is the labelingfunction of K and 7 is
thetransitionrelationof K. 7 is required to betotal Vs € S.3s' €
S.(s,s") € 7. Atraceof K is a sequene of statesm = so... s

sudthat (s;—1, s;) € 7. LetIIx bethesetof all tracesof K. When
K is knownfromthe context, we write s — s’ for (s, s’) € 7 and

sk=pforp e L(s).

In essencea Kripke structureis a directedgraphof stateswith
atomicpropasitionsattachedo them.Eachof the statess € S rep-
resentone possibleconfigurationof the system,while the labeling
function L associate$o eachstatethe propositionsholdingin it. As
wewill see AP istypically definedasassignmentto statevariables,
with L(s) describingthevalueof eachvariablein s. Thepathsof the
graphrepresenthe behaiour of the behaiour of the systemover
time.

Requirement®ver the behaiours of the systemare modeledas
formulaein temporallogic, for instanceComputationTree Logic
(CTL) or Linear TemporalLogic (LTL) [14]. In temporallogic it
is possibleto predicateover the pathsof the Kripke structurefor in-
stancethe CTL formulaEF p stateghatthereexistsa path(E) such
thatsomevherein thefuture(F) astates labeledby p, while E[pUgq],
read“p until ¢", stateshatthereexists a path suchthatsomevhere
in thefuture ¢ holds,and,for all the precedimys statesp holds.(For
acomprehesive treatmenbf temporallogic see[14].)

GivenaKripkestructureK, asetof initial states) C S, andafor-
mula¢, themodelcheckingproblemK, @ |= ¢ is to detectf there-
quirementexpressedy theformulahold overtheinfinite paths/trees
originatingfrom ary s € @. Model checkng algorithmsare based
ontheexhaustve explorationof theKripke structure Whenthespec-
ificationis not satisfiedthey areableto constructa courterexample,
i.e. to producea descriptionof the systembehaiour that doesnot
satisfythe specification.

4.2 From Plantsto Kripk e Structures

A plantcanbeanalyzedby meansof modelcheckingtechniquesby
defininga corresponihg a Kripke structure whereit is possibleto
predicateover theinputs,outputsandstateof the plant. We could de-
riveaKripke structureK p fromary plantP, but sincediagnosabity
in P amountsto reachabilityin the coupledtwin plant P?, we will
directly definethe corresponding Kripke structureKp. In this case,
thestateis definedasa vectorof variable(vz, , Ve, , vu, vy ), respec-
tively rangingover X, X, U andY’, andthe propositionsn AP are
assignmentsf thesevariablesover their respectre domains.

Definition 15 Let P2 = (X2, U, Y, ¢') bea cougded twin plant. Let
APp = {vs, =3E|9L'€X}U{vZZ =x|x€X}U{vu=u|u€
UtU{v, =y | y € Y'} bethe setof atomicpropostions over P2
P? inducesthe Kripke structue Kp = (Sp,7p, Lp) over APp,
whee Sp = X x X x U x Y, 7p((z1,x2,u,9), (z}, zh,u',y"))
iff ' (1, 2), u, 9, (z1,25)), and Lp ((z1, T2, v, y)) = {(vey =
1), (Vzy = 22), (vu = u), (vy = y)}.

Figure 4 depictsthe intuition undelying the definition. At each
timeinstant,we associaténputsto the statebeforethetransitionand
outputsto the stateafter Actually, the previous definition is not to-
tally appropriatepecausehe transitionrelationis not guaranteedo
be total. Indeed the executionsof P? may be finite, even thouch
the executionsof P areinfinite. This is due to the fact that two
tracesof P canexhibit the sameoutputsequencesnly up to a cer
tain point, anddiffer from thereon. However, we canobtaina total
modelby introducinganew boolearvariableSameQutputs, thatis
usedto “complete”the tracebeingconstructedvhenthe outputsare
diverging. The intuition is that the variable SameQutputs should



Figure4. Transitionrelation asaKripke strucure

becomefalse when the outputsof the tracesdiffer, and stay false
thereafter We then mustadjustthe propeties we verify to require
SameQOutput to be true. For now we will implicitly assumethat
transformationsothatwe canperformmodelcheckingon norttotal
models We mayalsoadjusttheframework to take initial outputsinto
accou, by decommsingd(z, u,y, z') asdi(z,u, z') A da(z’, y),
expressinghaty depengonz’ only. Thenwe canrestrictS to states
thatsatisfyd, anddefiner basedn d:. In thisway, theinitial y will
not be undderminedary more;it will be relatedto the initial twin
internalstateshroughds.

Now, we can expressa conditionc¢ on statesasa formula c(v;)
over assignmentto the correspoding variablev, . In particular this
appliesto conditionsc; , ¢ of adiagnosisconditione; L ¢. In prin-
ciple, noticeindeedthateachsetc C X canbe characterizedy the
propositionaformula

zEC

In practice X itselfis usuallyexpressd asaproductof variablesand
¢ is more appropriatelyexpressedas a booleanformula over those
variables Similarly, we write 6(vz, , va, ) for

\/ (voy = T1 A vgy = T2)

(z1,22)€0

Notice the close correspondncebetweenexecutiors ¢ € Ype
andr € Ik, , thedifferencebeingoneextra undetermind initial y
andfinal u in the Kripke structure On this basis,we will assimilate
aKripke structuresxecutions to its plantcounterpart.

4.3 Verification of Diagnosaility

If we forgetaboutcontexts for amomentihenthe problemof decid-
ing theexistenceof a critical pairin P2 for ¢; L ¢ canexpresse as
amodelcheckng problemon the Kripke structureinduced by P2:

Kp,Sp = =EF (c1(vs,) A c2(vas))

The property statesthat K» can not reacha statewherec; holds
over the first half of the statevector andc; holds over the second
half. If thepropety is violated,it is possibleto produceanexecution
witnessingthe violation (in this case the critical pair leadingto the
faileddiagnosis).

In orderto make this useful,we needto take into accounthe con-
text of thediagnaisC = (8¢, X¢). For theinitial beliefcontext, we
canusef¢ to replaceSp in theabove definition:

Kp,0c(vey,ve,) = ~EF (c1(va1) A €2(va5))

MODULE circ_type (sw tch_cnd, bul b_cnd)

l\/[DULE mai n

VAR
switch_cnd : { nocommand, open, close };
bul b_cnd { noconmmand, replace };

cl : circ_type(switch_cnd, bulb_cnd);
c2 : circ_type(switch_cnd, bul b_cnd);
DEFI NE SameQut := (cl.light = c2.light) & ...
VAR SanmeCut puts : bool ean;
ASSI GN
i nit(SanmeCutputs)
next ( SaneQut put s)
case
I SameQut put s
SameQut puts
esac;

SanmeQut ;

o

next ( SameCut ) ;

Figure5. Themodelof thetwin circuit

thusrestrictingthe setof initial statesof the modelcheckng prob-
lem. Similarly, in orderto take into accownt X, themodelcheckng
problemthatwe consideris

Kp,0c(vay,v2,) Fxne —EF (c1(v2y) A c2(vay))

wherethe restrictedentailment=s,, limits the scopeof the E op-
eratorto the pathsthat satisfythe X condition. Thereare several
ways in which this can be implementedin practice,depering on
the characteristicof Y. In geneal, if we have an LTL property
Yc(ve, vy, vy) that characterizeshe tracesin 3¢, then, diagnos-
ability in context C amouris to the following LTL modelcheckng
problem:

Kp |= (00(ve1; vey) AZ0(ve, 00, vy)) = =F (€1(vey ) Acz(vas))

that can be tackled by meansof the standardtableauconstruction
reportedin [9]. If X¢ is asimplesetof conditionson theinputsand
stateof theplant,it is possibleo restricttheentailmenby compaing
theKripke structurewith additionalconditions(e.g.on thetransition
relation).

4.4 Symbolic Model Checking

Symbolicmodelcheckng [19] is a particularform of modelcheck-
ing, wherethe behaiour of the modelis encodedin the bodean
space Propositionalformulaeare usedfor the compat representa-
tion of modelsandtransformation®ver propostional formulaepro-
vide a basisfor efficient exploration. This allows for the analysisof
extremelylarge systemg5]. As aresult,symbolicmodelcheckirg is
routinely appliedin industrialhardware design,andis taking up in
otherapplicationdomairs (see[11] for a surwey). Symbolic Model
Checkingis traditionallyimplementedoy meansof Binary Decision
DiagramgBDDS)[4]. smV [19] wasthefirst symbolicmodelchecler
basedon BDDs. More recently the useof efficient proposition sat-
isfiability (SAT) technique hasbeenproposed?2]. SAT-basednodel
checkingis currentlyenjoying a substantiasuccesin severalindus-
trial fields (see,e.g.,[13], but also[3]), andopensup hew research
directions.

Within thescopeof ouractiity, we concetrateon NUSMYV [7], a
symbolicmodelchecler originatedfrom thereengineegng, reimple-
mentationand extensionof CMU smv. The NUSMV projectaims



Figure6. Constrant network for verifying diagnasability conditions

at the developnent of a state-of-the-arsymbolic model checler,

designedto be applicabbe in technologytransferprojects:it is a
well structured,open flexible and documated platform for modé

checking andis robustandcloseto industrialsystemsstandard$6].

NUSMYV is ableto processthe descriptionof a Kripke structure,
written in an extensionof the sMv languag@: the systemcan be
characterizedy meansof synchramousandasynchionouscompasi-
tion of modules.The stateof the systemis characterizedby discrete
(booleanandscalar)variables the evolution of which is definedby
meansof propasitional constraintsand/or (possiblynondetermirs-

tic) assignmets.

The NUSMV modelfor the coupledtwin plantfor the circuit is
outlinedin figure 5. The first modue statementefinesa (single)
plantin form of a moduletype namedci r c_t ype, with two pa-
rametergepresentinghe commars to the switch andto the bulb.
The detaileddefinition of the circuit dynamicsis omitted for lack
of spaceln the main module,the circuit is instantiatedwice, gen-
eratingci rcl andci r c2. Notice that the samecomman vari-
ables(swi t ch_cnd and bul b_cnd) are given in input to both
modules.Then,we expressthe constraintthat both instancesf the
circuit mustexhibit the samebehaiour as follows. We first name
as SanmeQut the condtion that the obsenablesin the two circuit
instanceqlight and voltmeterreading)are the same.Then,we de-
fine the SaneQut put s booleanvariable,thatis initially true on
the stateswhereSanmeQut ; the next assignmat, basedon a case
switch, definesthe value of SanmeQut put s dependig on its pre-
vious value and on the value of SaneQut . In particular if it was
falsethenit staysfalse(booleanvalue0), otherwiseit assumeshe
valueof SaneQut . It is thenpossibleto useSameQut put s in the
propertiesbeingchecled, to requirethenthatthe critical pairsbeing
looked have the sameoutputs.

In thecaseof thecircuit, it is possibleto definedifferentpropeties
anddiagnosabity problems.The basicbuilding blocksof the prop-
ertiesarepropositionalconditionsover statesthatcanbe expressed
in NUSMV by meansof the DEFI NE construct.For instance|t is
possibleto expressthatthe numberof failureswithin amoduleas

DEFI NE failures : =
battery.failure + bulb.failure + ...

wherethe sumallows to counthow mary booleanpredicatesare
true (i.e. have value 1). Then,in the main moduleit is possibleto
constaintthe numberof failures,e.g.by specifyingthatat mostone
failurecanoccurin thefirst instanceof thecircuit, asfollows:

DEFINE single failure := (cl.failures <= 1)

Thecatastrophidire condition,occurringwhenashortis powvered
for threetime instantsin a row, cannot be expresse asa condition
on the state We encodesucha conditionby introducingtwo history
variables,whosevalue representshe fact that a shortpowveredoc-
curredatoneor two time instantsago,asfollows:

VAR
short _powered : bool ean;
short _powered_1 : bool ean;

short _powered_1 1 : bool ean;
ASSI GN
short _powered : =

(failure = short) & power_in;

init(short_powered_1) := 0;
init(short_powered_1 1) := O;

next (short _powered_1) := short_powered;
next (short_powered_1_1) := short_powered_1;

DEFI NE cat astrophe_fire := short_powered &
short _powered_1 & short_powered_1 1;

As anexampleof fault detectionproperty we checkif it is possi-
ble thata fire occurswithout beingdetected The answeris thatthis
is not possibleunderthe singlefailure assumptionwhile it is possi-
ble to have anundetectale problemif we allow for a douHle failure
condition.In particular themodelchecler findsthis possiblen asit-
uationwherein oneof the two instancesthe switchis openandno
failureis presendwhile in the otherthe switchis closed the bulb is
shortandthe meteris broken.

In termsof verification capabéties, NUSMV providesan effec-
tive integration of BDD-basedand SAT-basedmodel checkng. (In
the caseof the circuit, the analysisdescribedabore is carriedout in
fractionsof a second.)This allows for animportantwidening of its
spectrunmof applicability Indeed BDD-basedand SAT-basednodel
checkingare often able to solve differentclassesf problens, and
canthereforebe seenascomplemetary techniqus. In the specific
caseof diagnosaility, a SAT-basecdanalysisof the problemamounts
to checkirg a network of propositionalconstraintdn the following

variables

0 0

Vg vg / Uy
1 1 1 1
Vg Vgt Uy vy
k-1 k-1 k-1 1
Uy Voo Uy vy
ok, ok

wherev® captureghevalueof v at steps. Note thatwe drop v;’ and
v whosevalueis uncorstrained Theconstraintsare

0 0

5(1}2,1)“,11;,1;;) A 6(1}2/,1)“,11;;,11;/)
A... A
/\J(vﬁfl,vfl,vf,vi) A 6(11’;71,1;571,1)’;,115/)
Ae(wh) A J@E)

The intuition is picturedin Figure 6. Basically the existenceof a
critical pair correspadsto the existenceof a model to the set of
propositonaconstraints.



5 Targetapplicative framework

In this section,we outline the applicative framewvork that we target
with our approachWe focuson the Livingstoneframewvork, andwe
shav how the modelscanbereducel to SMV models thatcanthen
betackledwith the NuSMV system.

5.1 Livingstone

Livingstoneis amodel-baedhealthmonitoringsystemdevelopedat
NASA Ames[27]. It usesasymbolic,qualitatve modelof aphysical
system,suchasa spacecrfi, to infer its stateand diagnse faults®
Livingstoneis one of the three parts of the RemoteAgent (RA),
anautonanousspacecraftontrollerdeveloped by NASA AmesRe-
searchCenterjointly with the Jet PropulsionLaboratory* Remote
Agent was demorstratedin flight on the Deep SpaceOne mission
(DS-1) in May 1999, marking the first control of an operationa
spacecrafby Al software[21]. Livingstoneis alsousedin otherap-
plications such as the control of a propellantproductionplant for
Mars missions[8], the monitoring of a mobile robot [26], andin-
telligentvehiclehealthmanagemen(IVHM) for experimentakpace
transportatiorvehicles(X-34, X-37, next-generatiorspaceshuttle).

Livingstoneperusesa modelthatdescribegshe normalandabnor
mal functionalmodesof eachcompamentin the system.The modéd
definesobserable and hidden variables(here called “attributes”).
Livingstonemodelsarediscreteandfinite, andaremeantto be qual-
itative: continuows physicaldomainshave to be abstractednto dis-
creteintenvals suchas {I ow, nomi nal , hi gh} or {neg, zero,
pos}. Eachcompmenthasa “mode” variableidentifying its nom-
inal and fault modes (with fault probabilities).Livingstonemodels
arespecifiedn ahierarchicaldeclaratve formalismcalledJMPL, or
usingagraphical developmentervironmert.

Livingstoneobseresthe commans issuedto the plantand uses
the modelto predictthe plant state.It thencompareghe predicted
stateagainstobsenrations recevved from the actualsensorslif a dis-
crepany is found,Livingstoneperformsadiagnasisby searchindor
themostlik ely configurationof comporentmodesthatareconsisten
with the observations.

5.2 Verification of Livingstone Models

Livingstonemodelsdefinesynchraoustransitionssystemsandcor
respondexactly to the plant modds definedin section3.1. All at-
tributeshave asmallfinite range sothemodelsareamenale to finite
model checkirg techniqies. For that purpose Livingstonemodels
needto betranslatednto theinputformalismof themodelchecler—
SMV in our case.

PecheuandSimmonshave developedatranslatoito automatehe
corversionfrom Livingstoneto SMV [22]. The translatorsuppats
threekinds of translationasshavn in Fig. 7:

e ThelLivingstonemodelis translatednto anSMV modelamenable
to modelcheckirg.

e Thespecificationgo be verified againstthis modelare expressed
in termsof the Livingstonemodelandsimilarly translated.

3 Livingstonealsohasa recovery part,thatcansuggestnaction to recover a
given goal configuraton. We arenot concenedwith thatparthere.

4 Thetwo other componerg arethe Planrer/Scheluler[20], which geneates
flexible sequenesof tasksfor achievingmission-leel goals,andthe Smart
Executiwe [23], whichcommandspaceraft systemgo achieve thosetasks.

Livingstone}d—[ ,\x}zl&

SMV
Model
SMV

Specification, > SMv ‘
MPL SMV
Trace Trace

Figure7. Translaton betweenMPL andSMV

TDO—HA>rwnzrxo-

e Finally, the diagnostictracesprodwced by SMV are corverted
backin termsof the Livingstonemodel®

The original translatorappliedto an earlier Lisp-style syntaxfor
Livingstonemodels. The translatorhas recently beenupgracdkd to
the currentJava-like syntax(called JMPL) by Reid Simmons.lt is
writtenin Java.

Thetranslatothasbeensuccessflly appliedto severalLivingstone
models,suchasDS-1[21], the Xavier mobilerobot[26] andthe In-
Situ PropellantProductionsystem(ISPB [8, 15]. The ISPPexpe-
riencewasthe mostextensve; it did prodwce usefulfeedbak to the
Livingstonemodeldevelopers,but alsoexperimentedvith thepoten-
tialsandchallenge®f puttingsuchatool in thehands of application
practitioners.Models of up to 10°° statescould still be processd
in a matterof minuteswith an enhancedversionof SMV [28]. Ex-
perienceshavs thatLivingstonemodelstendto featurea hugestate
spacebut little depth,for which the symbolicprocessingpf SMV is
very appropiate.

6 RelatedWork

Theideaof diagnosbility hasrecevedalot of attentionin theframe-
work of DES.In [24, 25], diagncsability is preciselydefinedandan
algorithmfor checkingdiagnaability is presentedThe appro&h is
limited to failuresrepresenteds reachabilityproperties.Jiangand
Kumar[17] genealizethe approactto the caseof failuresdescribed
asformulaein linear temporallogics. The approachis basedon a
polynomialalgorithmfor testingthe diagnasability, formulatedwith
techniquegrom automataheory[16].

Console PicardiandRibaudo[12] propo the useof a particular
form of processalgebrasPER, for theformalizationandtheanaly-
sisof diagnssisanddiagnosabity problems.

In termsof expressiity, our work sharesseveral underlyingas-
sumptionswith [24, 25]. In particular our approachconsicersfail-
uresthat canbe represente@sreachabilityconditions Our work is
ratherdifferentfrom theworks mentionel above, thataremostly ori-
entedto the definition of the theoreticalframevork, anddo not ad-
dresgheproblemgelatedo thepracticalapplicationof theproposd
techniquesOurobjectiveis thedefinitionof aneffective platformfor
the analysisof diagnosaility, that canbe practicallyappliedin the
development processof diagnosissystems.The “twin-models” ap-
proachallows us to directly reusestandardmodel checkirg tools,
without having to reimplementa comple tableauconstrudion de-
scribedin [16]. Furthermorepur approachpreseresthe semantics
of theproblem thusmakingit possibleto tunethedecisionprocedire
to theapplicationdomain.

Thework in [18] addressetheproblemof designinghecontroller
taking into accoun the issuesof diagnaability (active diagnasis).

5 This partis not compleedyet.



Similar problemsare also addressedn planningunde partial ob-
senability [1], wherethe plannercan decidethe mostappropiate
actionsto diagnosehefault, e.g.by probingthe systemwith actions
thatwill provide suitableinformation,andrecover from it.

7 Conclusionsand Futur e Work

In thispaperwe have proposel anew, practicalapprachto theprob-
lemof diagnosaility. We reducethe problemof diagnosablity tothe
problemof searchindor critical pairsin a coupledtwin plant. This
problemcanbe encodednto a modelcheckingproblem,thatcanbe
tackledby meansof state-of-the-arsymbolicmodelcheckng tech-
nigues.A practicalframevork for the applicationof the approad is
alsopresented.

In the future,we will conside a generalizatiorof our apprachto
thecaseof morecomple failures,describedn termsof logical spec-
ifications.In particular we will try to take into accountthe factthat
diagnosiscan proposeseveral candidatesyith differentdegreesof
likelihood.Furthermorewewill applytheapproactto differentreal-
world Livingstonemodels, both with BDD-basedand SAT-based
model checkirg, to evaluatethe practicalapplicability of the tech-
nigue.In the longerterm,we plan to tightly integratethe apprach
within the Livingstontoolset,in orderto allow Livingstoneapplica-
tion developersto use model checkingto assistthemin designing
andcorrectingtheir models,aspartof their usualdevelopmen ervi-
ronment.
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