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1. INTRODUCTION

The amountand complity of software developedduring the last few yearshas
increasedremendously In particular programsare being usedmore and morein
embeddedystemgfrom carbrakesto plant-control).Many of theseapplicationsare
safety-relgant,i.e. a malfunctionof hardwareor softwarecancausese/eredamage
orloss. Tremendousisksaretypically presentn theareaof aviation, (nuclear)power
plantsor (chemical)plantcontrol (Neumann1995). Here,even small problemscan
leadto thousand®of casualtiesand hugefinanciallosses. Large financialrisks also
exist whencomputersystemsare usedin the areaof telecommunicatiorftelephone,
electroniccommercepr spaceexploration. Computerapplicationsn thisareaarenot
only subjectto safetyconsiderationdyut alsosecurityissuesareimportant.

All thesesystemanustbe designedanddevelopedto guarantednigh quality with
respecto safetyandsecurity Evenin anindustrialsettingwhichis (or atleastshould
be) aware of the high requirementsn Software Engineeringmary incidentsoccut
For example,the Warshav Airbus crash(Neumann1995),pg. 46, wascausedy an
incompleterequirementspecification. Uncontrolledreuseof an Ariane 4 software
modulewasthe reasonfor the Ariane 5 disaster(Lions et al., 1996). Somerecent
incidentsin the telecommunicatiomrea,like illegal “cloning” of smart-card®f D2-
GSM handieq(Spiggel, 1998),or the extractionof (secret)passwrdsfrom German
T-onlineusergc’'t, 1998)shaw thatalsoin this areaseriousflaws canhappen.

Dueto theinherentcompleity of computersystemsmostauthorsclaimthatonly
arigorousapplicationof formal methodsn all stagesof the softwarelife cycle can
ensurehigh quality of the softwareandleadto real safeandsecuresystems.In this
paperwewill have alook, in how farautomatedheoremproving cancontributeto a
morewidespreadpplicationof formal methodsandtheir tools, andwhatautomated
theoremprovers (ATPs) must provide in orderto be useful. We will justify our
obsenationswith resultsof casestudiesmostof which have beencarriedout with the
theorenprover SETHEO (Letz etal.,1992;Golleretal., 1994).
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2. FORMAL METHODSAND DEDUCTION

Formalmethodsin generateferto theuseof technique$rom logic anddiscretemath-
ematicsin specificationdesignand constructionof computersystemsand software
(Kelly, 1997). Formalmethodsarebasednlogic andrequiretheexplicit andconcise
notationof all assumptionsReasonings performedby a seriesof inferencestepsof
theunderlyinglogic (formal proof).

Formalmethodsanbeappliedduringvariousstageof thesoftwarelife cycleand
on differentlevels of “formality”. (Kelly, 1997), pg. 7 distinguishedetweernthree
levels of formalization: on the lowestlevel, mathematicatonceptsaandnotationsare
usedto expressthe requirementsand assumptions.However, the analysis(if there
is ary) is only performedin aninformal way. On the secondevel, formal specifi-
cationlanguagesrelocated. Also basedon mathematicatonceptsthe underlying
(denotationabr operational)jsemanticof the specificationlanguageallows to per
form formal reasoning. On this level, we find the classicalspecificationlanguages
likeZ, VDM, andothers,somewith computeisupport(lik e syntax-controlleaditors,
type-checkrs, or simulators). Finally, the third level concerndormal specification
languagesvith a comprehensie environmentincluding (automatedjheoremprovers
andproofcheclers.

Of coursetheeffort spentonformalmethodssubstantiallyncreasegssthelevel of
formalizationrises.However, for thedesignof High-Quality Software,aconsiderable
level of formal reasoning(with computersupport)is necessary Only then, even
intricateerrorscanbe detectedandsafetyandsecuritypropertiescanbe guaranteed.
Sucha level usually requiresproving lots of theoremson a very formal, detailed
level. Doing this by handis not only a very time-consumingput also error prone
task. Hence,computersupportfor (or, ideally automaticprocessingof) the proof
obligationsis necessaryPracticalapplicationof formal methodsn industry(seee.g.
(WeberWulff, 1993)),however, posesadditionalrequirement®n methodsandtools:
they mustbeusableanduserfriendly. Thisimpliesthatatool should

= supportthe entiresoftwarelife cycle,

= fit smoothlyinto existing softwaredevelopmenprocedures,

m exhibit afastlearningcurve,

= hidenon-problem-specifidetails(e.g.,existenceof a prover),and

m besuitedfor realapplications.

Thelastissuemeanghat,for example,atool mustratherbeableto handletrivial,

but lengthycode(e.g.,legag/ code,macrocode)thandealingwith comple recursie
algorithms(just think at the famous*quick-sort” example). Today's tools supporting

formal methodsare usinginteractivetheoemprovers, modelcheders, andto aless
extend,automatedheoremprovers.
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2.1. InteractiveTheoemProvers

Traditionally, interactive theoremproverslike ACL2 (KaufmannandMoore, 1996),
EVES (CraigenandSaaltink,1996),HOL (Gordon,1987),Isabelle(Paulson,1994),
KIV (Reif,1992),NgThm(BoyerandMoore, 1988),andPVS (Crow etal., 1995)—
justto nameafew — arebeingusedto tackleprooftasksarisingin mary applications.
Thesesystemshave a highly expressve input language. A higher order logic or
customizedogic canbe definedformally and usedwithin this framewvork. Formal
definitions of theoriescan be usedfor the semi-automatigenerationof induction
schemesandsimplifiers. Interactvely activatedtacticsprocesshegoalsof thecurrent
theorento beproven. Mostsystemsurthermorecontainaninteractve (mostlyemacs-
based)userinterfacewhich allows to work on the opengoalsandto controlthe data
baseof theoremslreadyproven.

Interactize theoremprovers canbe customizedor specificapplicationsand do-
mains. To this end, the prover is augmentedvith definitionsof specificlogics and
librariesof domain-specifitactics. Neverthelessthe proof of a theoremin general
requiresmary interactions. Proof times of several months(e.g., (Schellhornand
Ahrendt,1998;HavelundandShankar1996))arenotanexception.Furthermorethe
usermusthave a detailedknow-how of the customlogic andthe prover itself. For
example mary proofsin (Paulson,1997b)"[ .. .] requiredeepknowledgeof Isabelle”.
Despitetheir power, interactve theoremproversare only of limited usability in an
industrialervironment,becausef their long learningcurve andtheir relatively little
degreeof automatigprocessing.

2.2. ModelCheding

On the otherhand,Model Checlersfor propositional(temporal)logic aremoreand
moreusedn importantapplications Originatingfrom theareaof hardwaredesignand
verification, theseautomatictools provide an efficient meansto tackle (large) proof
taskswhich have a finite statespace(e.g.,finite automata). Prominentsystemsare
e.g.,SMV (Burchetal., 1992),SPIN (Holzmann,1991), Step,murphi (Dill, 1996),
or ucke. Logics, specificallysuitedfor the descriptionof finite automataand their
propertiege.g.,CTL (Burchetal.,1990))andcorvenientinputlanguagesacilitatethe
useof Model Checlers. Their ability to generateounterexamplesvhenaconjecture
cannotbe provenprovidesvaluablefeed-bacKor theuser

Recently Model Checlershave beenextended(seee.g.(Burkart,1997)or Mona
(Klarlund and Mgller, 1998))to handleinfinite domainswhich have a finite model
property(i.e., if a modelexistsit hasa finite size). NeverthelessModel checlers
usuallycannotbeappliedin applicationsvhererecursve functionsanddatastructures
areused. Furthermoremost systemsare not ableto producea formal proof (asa
sequencef inferencestepswhich canbechecled(or proof-read)externally (but see
e.g.,theConcurreng WorkbenchMoller, 1992;Cleavelandetal., 1993)). Ratherthe
userhasto rely onthecorrectnessf theimplementatioh. The mostseserereduction
for the practicalapplicability of Model Checlersis the limit of the size of the state
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spacethey canhandle. Despitenumerousapproachege.g., (Clarke et al., 1994)),
prooftasksmustbe brokendown or abstracteatarefullyin orderto avoid statespace
explosion.

2.3. AutomatedlTheoemProvers

Automatedtheoremprovers(ATPs)for first orderpredicatdogic (e.g. OTTER (Mc-
Cune,1994a),Gandalf(Tammet,1997), METEOR (AstracharandLoveland,1991),
SETHEO(Letz etal., 1992;Letz etal., 1994;Moseret al., 1997), SNARK (Stickel
etal., 1994),SRASS (Weidenbacletal., 1996). . . 2) canhandlefull first orderlogic.
Neverthelessthey areonly usedvery rarely in applicationsin the areaof Software
Engineering. Although, dueto intensive research(e.g., the German“Schwerpunkt
Deduktion” (Bibel and Schmitt, 1998)), thesesystemshave gainedtremendouslyn
power, oneis tendedto ask: “Why arethey not used?” and“Is therereally a gap
betweerHigherOrderlogic interactize theoremproving® anddecisionprocedures?”

Currently mostAutomatedT heorenProvers(ATPs)arelik e racingcars:although
very fastand powerful, they cannotbe usedfor everydaytraffic, because=ssential
things (like head-lights)are missing. The classicalarchitectureof an ATP (i.e., a
highly efficient andtunedsearchalgorithm)will and mustbe extendedinto several
directionsin orderto be usefulfor realapplications.

For therestof this paperwe areconcernedvith the topic how, andin which way
automatedproversareto be extendedin orderto be applicablein the areaof High
Quality Software Design. We canidentify directapplication(i.e., proof obligations
are alreadysuitedfor direct processingoy an ATP), integration of ATPsinto inter
active theoremprovers, and the adaptationof automatedoroverstowardspractical
applicability.

3. DIRECTAPPLICATIONS

Racingtracksarespecificallysuitedfor racingcars. In our applicationarea,domains
canbeidentifiedwhich are suitedfor directprocessingvith an ATP. Olviously, the
formal methodshouldbe closeto First Order Logic (FOL), or a logic which can
be translatecdeffectively into FOL. Furthermorethe proof obligationsmustbe of a
compleity (size of the formula and size of the inducedsearchspace)which can
be handledwithin current-technologyheoremproversand the proof tasksmustbe
provablewithoutapplicationof inductiort. If theserequirementsrenotmet,it might
bebettemotto useagenerapurposeATP, but somespeciapurposelgorithm.E.g.,in

PLANWARE (BursteinandSmith,1996)thedesignerhadenoughinformationabout
how to find a solutionthatthey “were ableto throw out the theoremprover” (Smith,
1998). In thispaperwewill have alook atthreespecificsystemavhichdirectlyapply
automatedheoremprovers: PIL /SETHEO, NORA/HAMMR, and AMPHION.
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3.1. PIL/SETHEO

PIL/SETHEO is a prototypicaltool for the automaticverification of authentication
protocolg(Schumannl1997;DahnandSchumann]1998;Schumann1999b). Authen-
tication protocolsare usedin mostdistributed applicationg(e.qg.,internet,electronic
commercewirelesstelephonenetworks)to identify the communicatiorpartnersand
to establisha securecommunicatione.g.,by exchangingencryptionkeys. Dueto the
importanceof theseprotocols,their verificationis vital. Severalformal approaches
to guarantesecuritypropertieqc.f. (Meadavs,1994;Geiger 1995)for anoverview)
have beendevelopedin the past: usingmodallogics of belief (e.g.,(Burrows et al.,
1989;Burrowsetal., 1990;Gongetal., 1990;SyversorandvanOorschot,1994;Abadi
andTuttle, 1991;KesslerandWedel,1994;KindredandWing, 1996)),Model Check-
ing (Kindred and Wing, 1996),and approachebasedon communicatingsequential
processefPaulson,1997a;Paulson,1997b;Lowe, 1996).

PIL/SETHEO cananalyzeauthenticatiorprotocolsusingthe modal BAN-logic
(Burrowsetal.,1989)or the AUTLOG-logic (KesslelandWedel,1994). Thesdogics
are often employed in early stagesof protocol development,becausdhey are able
to handlefreshnespropertieqanimportantclassof securitypropertiesandproduce
shortand informative proofs. Given the specificationof a protocol and additional
assumptionsPIL/SETHEO transformsthe formulasinto first orderlogic andstarts
the prover SETHEO. Proofsfound by SETHEO are then automaticallytranslated
into a problem-orientedhuman-readabléorm. An examplefor input and output
for a simple protocol(a slight modificationof the RPC-handshak(Satyanarayanan,
1987)) is shavn in Figure 1. Proofsare in generalfound within a few seconds
of run-time. Ratherthan going into details (which can be found in (Schumann,
1997;DahnandSchumann]1998)),Figurel illustratesanextremelyimportantfeature
of PIL/SETHEO (as of ary successfubpplication): it hidesary evidenceof the
automatedheorenproverandfirst orderlogic. Both,inputandoutputarein problem-
orientedform (here,a modalbelief logic), and the userdoesnot needto have ary
knowledgeaboutthe prover’s details.

3.2. NORA/HAMMR

Reuseof approved software componentss an importantmethodfor ensuringhigh
quality in software systems.NORA/HAMMR (SchumanrandFischer 1997; Fischer
etal., 1998)is atool for the deduction-basectktrieval of componentsrom a library
of reusablecomponents.Using a contract-basedpproachthe library modulesare
identified by a VDM/SL specificationof their pre- and post-conditions. In order
to retrieve componentsa queryspecification(alsoin VDM/SL) is given. Then,the
libraryis automaticallysearcheébr matchingnodules.Matchingcomponentsisually
have awealer pre-conditiorthanthe query anda strongeipost-condition(for details
ondifferentwaysof retrieval see(Fischer 1999)).

The tool NORA/HAMMR is designedor optimal usability A graphicaluserin-
terface (seeFigure 2) allows to enterthe query browse selectedcomponentgrom
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Theorem 1. conjecture.
Objects:
principal AB; Proof. We shawv directly that
sharedkey ﬁ_a_b, }ép_a_b;
statement a, N_b; .
Assumptions: conjecture.
A believes  sharedkey K_a_b; (1)
B believes  sharedkey K a_b;
A be“%‘,’%s;edkg corlgrcgib; Because)_f Message-Meaning
B believes  sharedkey Kp_a_b; || Assumptios, andby Messges
é Believes ;resﬂ N_g;
elieves res ;
Idealized Protocol: - BE Ap Na. 2
message 1. A -> B 2
N_az}(K_Aa_b); 5
message 2: <-
?f (N_ga),N_b} (KBa_b); Becausef Theoem
messaﬁ E)P'(KAa_E); conjecture < + BE AE Np.
message 4. A <- B (3)
sharedke% Kp_a_b}
Conjectures: _af%'er message 4: | Becausef Nonce-¥rification AE BE
B believes A believes  N_b; C <« AE B C A AE #C.Hence
by (2) andby Assumption — conjecture.
Henceby (3) conjecture. Thuswe have
completedhe proofof (1). g.e.d.

Figurel Exampleinputandoutputof PIL/SETHEO

the library, and control the searchprocesswhich is structuredas a pipeline of fil-
ters of increasingdeductve power. The filters are capableof efficiently discarding
non-matchingomponentsStartingwith signaturematcherandsimplificationfilters,
mostof theinterestingcomponentsanbe preselectedA subsequennodelchecking
filter triesto identify non-matchinggomponentsFinally, afirst-ordertheorenprover
processethematchingrelation. If aproofcanbefound,thelibrary componentanbe
safelyreused Hence only atiny fractionof prooftasksis processedy theautomated
prover. This ensureshortanswertimes oneof the mostimportantrequirementsor
thiskind of applications.

Thefilter pipelinecanbe configuredby the user but the control of the proversis
keptinvisible from the user Therefore the tool only requiresknowledgeaboutthe
(problem-orientedspecificationlanguageVDM/SL. NORA/HAMMR (seeFigure 2
for a screen-shothas beenevaluatedextensvely on a large library on functions
aboutlists (Fischeret al., 1998). The automatedroversProtein(Baumgartneand
Furbach,1994), SETHEO andSrass (Weidenbactet al., 1996) have beenusedfor
theexperiments With arun-timelimit of 60 secondsarecall(percentagef retrieved
matchingcomponentsdf morethan71%(SFASS)couldbeobtained.If all proversare
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Highly - Adaptive- Multi- Method - Retrieval

File Pipeline Options

FPWE] o

Checking:

State: stop)
Ve SF T0Chan:ReadResu
— — — StdStrings:Appe
5td5trings:Inses
5tdStringsiCapi

" STextI0:SkipLin
Search Key Category STextI0:Hriteln

STextI0:HriteSt

forall i:ltem & Sllho].eIl]:IlleadIn
fexists 1, x2:H & x = x1"[11*x2) <=> |[LongI0:HriteRea
{exists xl. x21H & x7 = x1"[i1"x2) SysClock:IsYali

Hore | Close

Figure2 GraphicalUserInterfaceof NORA/HAMMR

runningin a parallelcompetitve mode(seeSection5.2),therecallcouldbeincreased
to 80%whichis acceptabldor practicalpurposes.

3.3. Amphion

Themainapplicationareaof AMPHION (Lowry etal., 1994)is theautomaticsynthesis
of astrodynamidFORTRAN-) programsout of a given subroutinelibrary (NAIF).
Specificationgreenteredn agraphicaway asshavnin Figure3 (takenfrom (Lowry
etal., 1998)). All bodies(hereJupiter Sun,space-craftandtheirrelationshipaswell
asthedesiredfunction (hereto calculatethe boresightanglebetweerthe Space-craft
Galileo andthe Sun) are enteredusing graphicalelements. From this, an internal
formal specificationof the problemis automaticallygeneratecnd processedby the
automategbrover SNARK (Stickel etal., 1994). Its resultcorrespondgo thesequence
of library calls necessaryo calculatethe desiredfunction. Finally, a post-processor
corvertsthis datastructureinto the desiredFORTRAN program(Figure3).
Thistooliswidely usedwithin NASA andhasbeenextendedo handlesereralother
domains.Hereagainhiding the proverandits logic is important.Only then,thistool
canbeusedby non-specialisti theareaof theoremproving. Furtherfeaturesof this
kind of applicationcomeimmediatelyinto mind: proofsasaresultareimportant,the
domainis ratherrestrictedonly alinearsequencef subroutinecalls) but nevertheless
important. However, more complex applicationdomainsprobablywould requireat
leastsomekind of userinteractionsand/orspecificadaptationandextensiondo bare-



JOHANN SCHUMANN

c SUBROUTINESOLARO (TGAL,INSTID,SIANG)

C Input  variables
CHARACTER _I( ?3 TGAL
INTEGER INSTID

Output _ variable:
DOUBLEPRECISION SIANG

CALL SCS2E ( GALILE, TGAL, ETGALI )

CALL BODVAR( JUPITE, 'RADII', DMY1, RADJUP)
CALL SPKSSB( GALILE, ETGALI, J2000 PVGALI )
CALL SCE2T ( INSTID, ETGALI, TKINS

TJUPIT = SENT ( JUPITE, GALILE, ETGALI )

CALL BODMAT JUPITE, TJUPIT, MJUPIT )

CALL ST2POS( PVGALI, PPVGAL

CALL SPKSSB( JUPITE, TJUPIT, 'J2000', PVJUPI )

CALL SURFNM( RADJUP(l) RADJUP(Z) RADJUP(3), P, PP|
CALL MTXV( MJUPIT, P, XP )

CALL MTXV( MJUPIT, PP, XPP)

CALL VADD( PPVJUP, XP, VO )

CALL VSUB ( PPVSUN, VO, DVOPPV)

SIANG =~ VSEP ( XPP, DVOPPV)

Y

Figure3 Exampleinputandoutputof AMPHION

boneautomatedheoremprovers(e.g.,inclusionof decisionproceduregLowry and
vanBaalen,1995)). Both directionswill bediscussedh thefollowing.

4. INTEGRATION INTO INTERACTIVE PROVERS

Thegoalof integratingautomatedheorenproversinto interactve proversistorelieve
the userfrom tedious,errorproneandlow-level work. Only major decisions— the
“central proofideas”— will have to be provided by the humanuser whereadrivial
tasksareperformedautomatically Sucha systemarchitecturecanprofit muchfrom
the reasoningoower of automatedheoremprovers. For typical applicationsg.g.,in
verification, more than about90% of the HigherOrderlogic constructs caneasily
be transformednto one or morefirst orderproof tasks. Accordingto (Reif, 1998),
ideally about25-30%o0f thesetaskscanbe handledautomatically The othersmust
be further broken down by the user We will have a look at two prominentsystems
whichcombineinteractivetheorenproverswith high-performancautomatedheorem
proving: ILF andKIV.

4.1.ILF

ILF (Dahnet al., 1994) is an interactve proof ervironment (“Proof-Pad”) which
allowstheinteractie constructiorof complex proofsby usingtactics. Thesystemhas
beensuccessfullyappliedto problemsrom mathematic¢Mizar (DahnandWernhard,
1997)), hardware verification (verification of a microprocessofWolf and Kmoch,
1997))andtheverificationof communicatiorprotocols(DahnandSchumann1998).
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This work shaved its usability in the areaof High-Quality software and hardware
design.

Fortheverificationof softwareprotocols aninterfaceto thespecificatiodanguage
Z hasbeendefinedandimplementedDahnand Schumann1998). Z specifications
aredirectly translatednto ILF’s sortedfirst orderpredicatdogic. With the helpof a
graphicaluserinterfaceanda tactics-basethnguagethe proof taskscanbe broken
down into individual subgoals. Eachsubgoalis first tried by one of the connected
automatedprovers( TTE (McCune,1994a),SETHEO (Letz et al., 1992; Goller
etal., 1994),andDiscount(Denzingey 1995;DenzingerandPitz,1992) ). Thetime-
limit for the automatictries — which are performedin parallel(seeSection5.2) —
is setto severalsecondsIf duringthistime no proof couldbefound,the userhasto
furtherbreakdown the proof obligation.

A uniquefeatureof ILF is its capabilityto presentthe usera problem-oriented,
humanreadablgproof. Sucha proof consistf a “patchwork” of smallproofs,found
by the automatedoroversand by the interactive applicationof tactics. By usinga
common(naturaldeduction-stylegalculustheBlock calculugDahnandWolf, 1994),
all proofscanberepresenteth auniformstyle. This proofis thenautomaticallypost-
processe@ndtypeseto obtaina IATEX-document(seealsoFigure 1, right-handside
for anexample).

4.2. KIV and AutomatedrheoemProvers

KIV (Reifetal.,1997)is aninteractie verifier, specificallysuitedfor the verification
of High-Qualitysoftware. Many industrialapplication®f KIV, e.g. theverificationof
anAirbag controller(Reif, 1998)demonstratethe practicalusability of this system.
Basedon dynamiclogic, reasoningcan be performedmanuallyand by tactics. As
with ary interactve systemthetimeto find aproofcanbeconsiderablyFor example,
for the verification of certainrefinementstepsfor a PROLOG Abstract Machine
implementation(Borger and Rosenzweig,1995), proof times of up to two months
have beenreportedn (SchellhorrandAhrendt,1998) .

Hence,oneaim of KIV' s developersis to useautomatedheoremproversto pro-
cesssimpleprooftaskswithoutuserinteraction.To thisend,theprover s (Hahnle
etal., 1992;Hahnle,1993; Beckert andHahnle,1992)wasintegratedinto KIV, and
experimentson the expectedperformanceof SETHEO, SFASS, Otter, and Protein
(BaumgartneandFurbach1994)have beenperformedor selectedlomaingSchell-
horn and Reif, 1998). One key-problemwhich wasidentifiedis the preprocessing
of axioms: whenworking with theinteractive system,oneusuallyloadsall theories
(e.g.,theoryof naturalnumbersand arithmetic,lists, trees)which might be needed
for the ongoingverification. Wheninteractve stepsare performed the humanuser
usuallyknowswhich of theaxiomsis to beapplied.Mostautomatedheorenprovers,
however, are overwhelmedby the sheemumberof axioms(often several hundreds)
whichareincludedin theformula. Thereforeapowerful mechanisnior the preselec-
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tion of axiomsis vital. A straight-forvard methodhasbeenintegratedinto KIV (see
Section5.1.1)which performsvery well.

5. ADAPTATION OF AUTOMATED PROVERS

Althoughautomatedheorenproversfor first orderlogic have becomevery powerful,
they needto be adaptedn orderto be usefulfor theintendedapplication. Thisis due
to the factthat most ATPs have beendesignedand evaluatedwith the aim to solve
small,but hardproblemsasthey typically occurin mathematicsThelarge collection
of problemsin the TPTPbenchmarHlibrary (Sutcliffe et al., 1994)reflectsthis fact:
most problemsare specifically formalized and preparedfor automateddeduction.
Proof tasksfrom applicationsin the areaof high quality software designusually
posegyuite differentrequirementgor the automatedheoremprover (cf. (Schumann,
1999a)).Extensionsieededo meettheserequirementsncludehandlingof non-first
orderlogics (e.g., inductive problems,modal logics), efficient equality and theory
treatment,handling of non-theoremgi.e., giving useful feed-backif a conjecture
cannotbe proven), post-processingf proofs,etc. Dueto spacerestrictionswe will
focus on only two topics: preprocessingf the formulasand parallel executionin
orderto reducethe prover’s answertime. Althoughall extensionsmentionedabove
areimportant,experiencewith mary casestudies(cf. (Schumann]1999a))revealed
thattheseissuesarecentralfor a successfuapplication.

5.1. Prepmocessing

In mostapplicationsproof obligationsaregenerate@utomaticallyby the application
system. Becausehis usuallyinvolvesa transformatiorbetweendifferentlogics, the
generatedormulascancontainmary redundancieandlots of axiomswhichwill not
be neededor finding a proof. Automatedtheoremprovers,however, are extremely
sensitve with respectto the numberof (unnecessarywlausesaddedto the formula.
Thereforejt is importantto performa powerful preprocessingf theformulawith the
goalof optimizingit without affectingits provability.

5.1.1.Preselectiorof Axioms

In generalthetaskof selectingthe appropriateaxiomswhich contribute to the proof
is as hard and undecidableas the proof taskitself. Therefore,approximationsare
necessary For domainswith arich signatureanda hierarchicalstructurectheory a
straight-forvard and powerful methodhasbeendevelopedin (Schellhornand Reif,
1998): givena formula,oneselectonly such(sub-)theoriesvhich areon the branch
from the theory requiredby the theoremto the root of the hierarchy For example,
to prove a theoremaboutthe length of a list using the appendoperator only the
axiomsbelongingto the sub-theorie®f lists andnaturalnumberswith additionhave
to be added. So, axioms,defining multiplication (which usually also belongto the
theoryof naturalnumbersanbeomitted. Thismechanisnis apartof theinteractve



AUTOMATED TP IN HIGH-QUALITY SOFTWARE DESIGN

systenKIV (Sectiornd.2) andhasbeenevaluatedn (SchellhornandReif, 1998)with

theorems,coming from the domainof graphs. With the full setof axioms(more
than500axioms),SETHEO couldshov 18 exampletheoremg(SchellhornandReif,

1998),pg. 238). The axiom reductionyields lessthan 100 axiomswhich enabled
SETHEO to solve 29 problems. Similar methodshave beenintegratedinto ILF and
NORA/HAMMR.

5.1.2.Simplification

Prooftaskswhicharebeinggenerate@utomaticallytypically containpartswhichare
not usefulfor the currentproof obligation. Examplesare partswhich are obviously
not usable(“pure” partsor tautologiese.g., E). Suchsub-formulasanbe
removed without affecting the logical propertiesof the formula, thus reducingthe
theorenprover's searchspaceconsiderably
Very old versionsof SETHEO (Letz et al., 1988) containedsuchpreprocessing

modules.However, dueto thegenerafocuson problemswvhich arealreadysimplified
andminimized,this aspecthadbeentotally neglectedby mostATP designers.Sim-
plification shouldbe performedas soonas possible(i.e., alreadyon the level of the
application)andon all subsequenievels (applicationlogic, first orderlogic, clausal
normalform). Typical waysof simplifying aformulawhich directly comeinto mind
are:

= removal of obviously tautologicalparts(e.g., E A SE, ).

m optimizationof the quantifieswith the aim of producingSkolem functionswith
minimallengthandsmallsetsof clauseqcf. e.g.(Eder 1985;Nonnengaretal.,
1998)).

= simplificationof theformulawith respecto underlyingtheories.Thismeanghat

e.g.,cons canbesimplifiedto A SE.
m formulasof the form and somearbitrary canbe
replacedby: . This meanghatall unconditionalequationsare applied

to thewholeformulaandthenremoved. Thiskind of simplificationis particular
helpfulwhenprocessingnductioncasedike

However, much more sophisticatedvays of simplification are possibleand de-
sirable. Somemethods,using semanticinformation have beenimplementedn the
systemNORA/HAMMR (Fischeretal., 1998). Here,simplificationis alsousedto de-
cide (wherepossible)f thetheoremcanbevalid or not. In particularin applications,
wheremostof the proof obligationsare non-theoremshis turnsout to be extremely
helpful. But this is by far not the end. Experiencewith interactve theoremprovers
andsymbolicalgebrasystemqe.g.,MathematicgWolfram, 1991))revealsthat sim-
plifiers arethe centralandmostintricatepartsof sucha system.Therefore glaborate
simplificationof a prooftaskshouldnot only be performedduringthe preprocessing
phasehut alsoduringthe searchor the proof.
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5.2. Parallel Execution

Most applicationsof automatedheoremproverssharea commonandimportantre-
guirement: shortanswertime. In particularfor systemdike NORA/HAMMR, KIV,
or AMPHION wherethe useris waiting for the answer(“resultswhile-u-wait”), short
responséimesarevital for theacceptancef suchatool. Furthermoretheautomated
proverhookedto the systemshouldbe ableto handlereasonablyomples proof obli-
gations,andthe behaior of the prover shouldbe “smooth”. This meansthat proof
taskswhich aresomavhatsimilar to eachothershouldalsoexhibit a similar behaior
W.I.t. responséimes.

A paradigmwhich is ableto supportthe above requirementss the exploitation
of parallelism As hasbeendemonstratedn (Kurfel3, 1990), automatedheorem
proving exhibitsanenormougpatentialof parallelism.With thewidespreadwvailability
of modernarchitecturedike coupledmulti-processosystemsand large (oftenidle)
networks of powerful workstations,parallel processingof proof taskshas gained
practicalimportance.

Of the mary approachesf paralleltheoremproving which have beenexplored
(seee.g. (SuttnerandSchumann1993;Schumanretal., 1998)for anoverview), the
modelsof competitionand(static)partitioning seemto be the mostappropriateones
for applications.In a competitive model,all processesnustsolve the same(entire)
proof task,but canusedifferentparametergp-SETHEO(Wolf, 1998))or parameter
rangeqSiCoTHEO(Schumannl995)). Thefirst processvhichfindsasolution,wins
and abortsthe otherprocesses.If the searchparametergor eachprocessexhibit a
behaior which is sufiiciently differentfrom the others,goodspeedup valuescanbe
obtainedwhile reducingthe answertimes. As an additionaladvantage the model
doesnotrely onhighcommunicatiorbandwidthandlow lateng, becausénterprocess
communications limited to start-upandshut-devn of thesystem.

On the contrary a static partitioning approach(e.g., SPTHEO(Suttner 1995))
splitsup theformulainto mary independenpartswhich aresearchedhdividually and
in parallel. Thismodelalsoproducegoodscalabilityandefficiengy. In contrasto dy-
namicpartitioning(like PARTHEO (SchumanrandLetz, 1990)),staticpartitioningis
easietoimplemenbnarbitraryarchitectureandhassubstantialljowerrequirements
onthecommunicationmeans.

6. CONCLUSIONS

In this paper we have investigatedhow first-orderautomatedheoremproverscanbe
appliedto thedevelopmenbf High Quality Software. Formalmethodsvhichfacilitate
the design,developmentandverificationneedsupportby powerful, yet userfriendly
tools. Here,automatedheoremproverscanbe usedto relieve the userfrom tedious,
errorpronework on detailsof the proof obligations. We have identifiedtwo waysof
applyingATP, namelydirectapplicationsandtheirintegrationinto interactve provers
andverifiers. However, automategroverswithout modificationscanbe appliedonly
in very few casesbecausehey lack several importantfeatures. In this paper we
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presentedvork onthefollowing centralissues:preprocessingf proofobligationsand
efficientcontrolby exploitationof parallelism.

Theenormougpotentialof automategbroverscanbeusedin practicalapplications
only if importantcorerequirementsidentifiedin successfutasestudiesaremet:

= evidenceof theautomategrover mustbehidden.

= automatedoroversmustsupporthandlingof finite domainsin an efficient way
(e.g.,by exploiting modelgeneratiortechniquesr by integratingdecisionpro-
cedures).

m  ATPsmustbeableto handleobviousnon-theoremappropriatelyandmustgive
feed-backin suchcasege.g.,a counterexample).

m pragmaticissuesmustbe obeyed more carefully, e.g., preciselydefinedinput
languagejmplementatiorrestrictions(lik e resened identifiers,length of sym-
bols). In research-orientednvironments theseissuesare often overlooked and
neglected.However, they areimportantprerequisitegor realsuccessfuapplica-
tionsof automatedheorenprovers.

With carefully chosenapplicationdomainsandtheoremproverswhich meetthe
aborerequirementandareadaptedccordinglyautomatedheorenproversarepow-
erfulenoughto helpto really bring forwardindustrial-applicabléormal methodgools
for thedevelopmenbf High-Quality Software.

ACKNOWLEDGMENTS

Thisworkis supportedy theDeutschd-orschungsgemeinschfdFG)within theHabilitation-
grantSchu908/5-1,Schu908/5-2,a8&B 342/A5. Partial funding for this paperwasprovided
by NASA RTOP519-50-22.

JohanrSchumann
NASAAmes CaelumReseath Corp.
Moffett Field, Ca.,USA

NOTES

1. Thiswasalsoapointof critiquewhenModelgeneratorg¢Finder(Slang, 1994)andMace(McCune,
1994b))wereusedin the areaof finite quasi-groups.

2. See(Sutcliffe andSuttner(editors),1997)for a broaderoverview.
3. Note,thatsomelTP’s (e.g.,PVS(Rajanetal., 1995))alreadycombineinteractve theorenproving
with decisionprocedurege.g.,modelcheckingwith -calculusandlineararithmeticsolver).

4. Otherwisespeciapurposenductive provers(e.g.,Oyster/Clam(Bundyetal., 1990))or interactve
proversmustbe usedto handlethe prooftaskitself, or to generatdirst ordersubproblemg‘basecase step
case”)outof thegivenprooftask.



JOHANN SCHUMANN

5. Thisfigureresultsfrom estimatesgivenby severalresearcherto theauthor

6. Whereagthe first two provers can handlearbitrary formulasin first order logic with equality
Discountis restrictedto problemswhich consistof equationsonly. In this domain,howvever, Discountis
extremelypowerful.

7. Althoughthetopicof thiscasestudymightseemalittle academicits compleity andsizeresembles
atypicaldemandingndustrialapplication.

8. exhibits a similar behaior: it couldsolve 24 with all axiomsand31 with thereducedset
of axioms((SchellhornandReif, 1998),pg. 238).
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