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Abstract. We describehow the PVS verificationsystemhasbeenusedto ver
ify a safetypropertyof a garbagecollectionalgorithm,originally suggestedby
Ben-Ari. Thesafetypropertybasicallysaysthat“nothing but garbages ever col-
lected”. Althoughthealgorithmis relatively simple,its parallelcompositiorwith
a “user” programthat (nearly) arbitrarily modifiesthe memorymalesthe veri-
ficationquite challenging The garbagecollectionalgorithmandits composition
with the userprogramis regardedas a concurrentsystemwith two processes
working on a sharedmemory Suchconcurrentsystemsanbe encodedn PVS
asstatetransitionsystemsyery similar to the modelsof, for example,UNITY
and TLA. The algorithmis an excellenttest-casdor formal methods be they
basedntheorenproving or modelchecking.Varioushand-writterproofsof the
algorithmhave beendeveloped,someof which arewrong. David Russindf has
verified the algorithmin the Boyer-Moore prover, and our proof is anadaption
of this proofto PVS.We alsomodelchecka finite stateversionof the algorithm
in the Stanfordmodelchecler Murphi, andwe comparethe resultwith the PVS
verification.

1 Intr oduction

In [18], Russinof usesthe Boyer-Mooretheoremprover to verify a safetypropertyof
a garbagecollectionalgorithm,originally suggestedy Ben-Ari [1]. We will describe
how the samealgorithm can be formulatedin the PVS verification system[16], and
we demonstrat&iow the safetypropertycanbe verified. An earlierrelatedexperiment
wherewe verifieda communicatiorprotocolin PVSis reportedn [11].

The garbagecollection algorithm, the collector, andits compositionwith a user
program,the mutator, is regardedas a concurrentsystemwith (these)two processes
working onasharednemory Thememoryis basicallya structureof nodesgachpoint-
ing to othernodes Someof the nodesaredefinedasroots which arealwaysaccessible
to the mutator Any nodethat canbe reachedrom aroot, chasingpointers,is defined
asaccessibleo the mutator The mutatorchangegointersnearlyarbitrarily, while the
collectorcontinuouslycollectsgarbagdnotaccessiblehodesandputstheminto afree
list. The collectorusesa colouringtechniquefor bookkeepingpurposeseachnodehas
a colour field associatedvith it, which is eithercolouredblackif the nodeis accessi-
ble or white if not. In orderto copewith interferencebetweenthe two processeghe
mutatorcoloursthetargetnodeof theredirectionblackaftertheredirection. Thesafety



propertybasicallysaysthatnothingbut garbage is ever collected Althoughthecollec-
tor algorithmis relatively simple,its parallelcompositionwith the mutatormakesthe
verificationquite challenging.

An initial versionof the algorithmwasfirst proposedoy Dijkstra, Lamport,et al.
[7] asanexercisein organizingandverifying the cooperatiorof concurrenprocesses.
They describedheir experienceasfollows, citing [18]:

Our exercisehasnot only beenvery instructive, but at timesevenhumiliating,
aswe have fallen into nearly every logical trap possible... It was only too
easyto designwhatlooked — sometimeseven for weeksandto mary people
— like a perfectlyvalid solution,until the effort to prove it correctrevealeda
(sometimesleep)bug.

Their solution involves three colours. Ben-Ari’s later solutionis basedon the same
algorithm,but it only usestwo colours,andthe proof is thereforesimpler Alternative

proofsof Ben-Ari's algorithmwerethenlater publishedby Van de Snepschey6] and

Pixley [17]. All of theseproofswereinformalpencilandpaperproofs.Ben-Aridefends
this asfollows:

So asnot to obscurethe main ideas,the expositionis limited to the critical
facetsof the proof. A mechanicallyverifiable proof would needall sorts of
trivial invariants. .. andelementartransformation®f our invariants(. . . with
appropriateadjustmentsf theindices).

Thesefour piecesof work, however, indeedshawv the problemwith handwritten
proofs,aspointedout by Russinof [18]; the story goesasfollows. Dijkstra, Lamport
etal. [7] explainedhow they (asanexampleof a “logical trap”) originally proposeda
modificationto the algorithmwherethe mutatorinstructionswereexecutedin reverse
order(colouringbeforepointerredirection).This claim was,however, wrong, but was
discoreredby theauthorsbeforetheproofreachegublication Ben-Arithenlateragain
proposedhis modificationandarguedfor its correctnessvithout discoveringits flaw.
Counterexampleswerelatergivenin [17] and[6].

FurthermorealthoughBen-Ari’'s algorithm(which is the onewe verify in PVS)is
correct,his proof of the safetypropertywasflawed. This flaw wasessentiallyepeated
in [17] whereit yetagainsurvivedthereview processandwasonly discorered10years
afterwhenRussinof detectedheflaw duringhis mechanicaproof[18]. As if thestory
was not illustrative enough,Ben-Ari also gave a proof of a livenessproperty (every
garbage nodewill eventuallybecollected, andagain:thiswasflawedaslaterobsened
in [6]. To putthis storyof flawed proofsinto a contet, we shallcite [18]:

Our summaryof the story of this problemis not intendedasa negative com-
mentaryon the capability of thosewho have contrikutedto its solution,all of
whomaredistinguishedcientistsRather we presenthis exampleasanillus-
trationof theinevitability of humanerrorin theanalysisof detailedarguments
andasanopportunityto demonstrat¢he viability of mechanicaprogramver-
ification asanalternatve to informal proof.



We first informally describethe algorithm. Then we formalizeit in PVS as a state
transitionsystemsimilar to the modelsof, for example,UNITY [5] and TLA [14].
We thenoutlinethe PVS proof of the safetyproperty;the papercontainsthe complete
setof invariantsandlemmasneededsomeof which appeaiin appendixA. The proof
resembleloselythe proofin [18] andhasthe sameinvariants.We have alsoverified
a finite stateversionof the garbagecollectorin the StanfordMurphi model checler
[15], andwe commenton this extra experiment.The full Murphi codeis containedn
appendixB.

A mainobsenationis thatthe PVS proofis surprisinglycomplex comparedo the
sizeof thealgorithmproved.lt is thereforeanexcellentcasestudyfor thedevelopment
of techniqueghat are supposedo automatetheoremproving, for exampleinvariant
strengthenindgechnique$4, 3], andabstractiortechnique$2, 8]. In [12] we have doc-
umenteda refinemenproofin PVS of the samealgorithm.Anotherobsenationis that
Murphi’'s executionmodelforcedusto take someconcretedesigndecisionsthatcould
beleft undecidedandabstracin the PVS specificatiorandproof. Also, we couldonly
verify thealgorithmfor a particularvery smallmemorywith fixedboundsThefactthat
theverificationof sucha smallmemorycausestateexplosionalsoseemsa challenge.
Theadwantageof Murphi is of coursethatit is automatic.

2 Informal Specification

In this sectionwe informally describethe garbagecollectionalgorithm. As illustrated
in figure1, thesystenconsistof two processeshe mutatorandthe collector, working
onasharednemory
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Fig. 1. The Mutator, CollectorandSharedviemory

The Memory

The memoryis afixedsizearrayof nodes In thefigurethereare5 nodes(rows) num-
bered0 — 4. Associatedwith eachnodeis an array of uniform lengthof cells In the



figure thereare4 cells per node,numbered — 3. A cell is henceidentifiedby a pair
of integers(n,i) wheren is a nodenumberandwheres is calledtheindex. Eachcell
containsa pointerto a node,calledthe son In the caseof a LISP systemtherearefor
exampletwo cells per node.In the figure we assumehat all empty cells containthe
NIL valueO, hencepointsto nodeO. In addition,node0 pointsto node3 (becauseell
(0,0)doesso),whichin turn pointsto nodesl and4. Hencethe memorycanbethought
of asatwo-dimensionahrray the sizeof which is determinecby the positive integer
constant®NODES andSONS. To eachnodeis associated colour, blackor white, which
is usedby the collectorin identifying garbagenodes.

A pre-determinedumberof nodesdefinedby thepositive integerconstanROOT S,
is definedasthe roots andthesearekeptin theinitial partof the array (they may be
thoughtof asstaticprogramvariables)In thefiguretherearetwo suchroots,separated
from therestwith adottedline. A nodeis accessibléf it canbereachedrom arootby
following pointers,anda nodeis garbage if it is notaccessibleln the figure nodes0,
1, 3and4 arethereforeaccessibleand2 is garbage.

Thereareonly threeoperationdy which thememorystructurecanbe modified:

— Redirecta pointertowardsanaccessibl@ode.
— Changehecolourof anode.
— Appendagarbageodeto thefreelist.

In theinitial state,all pointersareassumedo be 0, andnothingis assumedboutthe
colours.

The Mutator

Themutatorcorrespondto theusemrogramandperformsthe maincomputationFrom

anabstracpoint of view, it continuouslychangegointersin the memory;the changes
being arbitrary exceptfor the fact that a cell canonly be setto point to an already
accessiblenode.In changinga pointerthe “previously pointed-to”nodemay become
garbagejf it is not accessibldrom the rootsin somealternatve way. In the figure,

ary cell canhencebe modified by the mutatorto point to anything elsethan2. One

shouldthink thatonly accessibleells could be modified,but the algorithmcanin fact

be proved safewithout that restriction.Hencethe lessrestrictedcontext aspossibleis

chosenThealgorithmis asfollows:

1. Selectanodem, anindex ¢, andanaccessibl@oden, andassigm to cell (m,z).
2. Colournoden black.Returnto stepl.

Eachof thetwo stepsareregardedasatomicinstructions.

The Collector

Thecollectors purposés purelyto collectgarbagenodes andput theminto afreelist,
from whichthemutatormaythenremove themasthey areneededluringdynamicstor
ageallocation.Associatedvith eachnodeis a colour field, thatis usedby the collector



duringit’s identificationof garbagenodesBasicallyit coloursaccessibleodesbladk,
andatacertainpointit collectsall white nodeswhich arethengarbageandputsthem
into the free list. Figure 1 illustratesa situationat sucha point: only node2 is white
sinceonly thisoneis garbageThe collectoralgorithmis asfollows:

1. Coloureachrootblack.

2. Examineeachpointerin successionlf the sourceis blackandthetargetis white,
colourthetargetblack.

3. Counttheblacknodeslf theresultexceedshe previouscount(or if therewasno
previouscount),returnto step2.

4. Examineeachnodein successionf anodeis white, appendt to thefreelist; if it
is black,colourit white. Thenreturnto stepl.

Stepsl—-3constituteghemarkingphaseandit’ s purposes to blackenall accessible
nodes Eachiterationwithin eachstepis regardedasanatomicinstruction.Hence for
example steptwo consistof severalatomicinstructionseachcounting(or not)asingle
node.

The Corr ectnes<riteria

The safetypropertywe wantto verify is the following: No accessiblenodeis ever ap-

pendedto the freelist. In [18], the following livenesspropertyis alsoverified: Every
garbage nodeis eventuallycollected As in our previouswork with a protocolverifica-

tionin PVSandMurphi[11], we havefocusednly onsafety sincealreadythisrequires
aneffort worth reducing.

3 Formalization in PVS

We have followed the formalizationof the algorithmin [18] asmuchaspossible;we
have for exampleusedthe samenamesfor mostof the conceptsntroduced.This was
donein orderto createa betterbasisfor comparisonandto avoid introducingerrors
ourselfWedidin factconsidereducinghenumberof atomicinstructionsn Rusinof’s
formalization,sincethereseemsto be morethanin the informal algorithm (someof
themare“just” test-and-gotinstructions) However, with no changesve feelbeingon
“safeground”.

3.1 The Memory

BasicMemory Operations Thememorytypeis introducedn atheory parameterized
with thememoryboundariesseethefigure2 belov. Thatis, NODES, SONS, andROOTS
definerespectrely the numberof nodeqrows),thenumberof sons(columns/cellsper
node,andthenumberof nodeghatareroots.They mustall bepositive naturalnumbers
(differentfrom 0). Thereis alsoan obviousassumptiorthat ROOTS is not biggerthan
NODES.

TheMenor y typeis definedasanabstrac{non-empty}ypeuponwhichaconstant
andfour functionsare definedusingthe AXI OM construct(an alternatve would have



Menor y[ NODES: posnat , SONS: posnat , ROOTS: posnat] : THEORY
BEG N
ASSUM NG
roots_within : ASSUMPTI ON ROOTS <= NODES
ENDASSUM NG

Menory : TYPE+
NODE : TYPE

INDEX : TYPE = nat

Node : TYPE = {n : NODE | n < NODES}

Index : TYPE = {i : INDEX | i < SONS}

Root : TYPE = {r : NODE | r < ROOTS}

Col our : TYPE = bool

null _array : Menory

col our : [NODE -> [Menory -> Col our]]
set_col our : [NCODE, Col our -> [Menory -> Menory]]
son : [ NODE, | NDEX -> [ Menory -> NODE] ]
set_son ;[ NODE, | NDEX, NODE -> [ Menory -> Menory]]
m : VAR Menory

n,nl, n2,k : VAR Node

i,ili2 : VAR | ndex

c : VAR Col our

mem axl : AXIOM son(n,i)(null_array) =0

mem ax2 : AXI OM col our (nl) (set _colour(n2,c)(m) =
I F n1=n2 THEN ¢ ELSE col our(nl)(m END F

mem ax3 : AXI OM col our (nl) (set _son(n2,i,k)(m) = colour(nl)(m

mem ax4 : AXIOM son(nl,i 1) (set_son(n2,i2,k)(m) =
IF nl=n2 AND i 1=i 2 THEN k ELSE son(nl,i1)(m ENDIF

mem ax5 : AXIOM son(nl,i)(set_colour(n2,c)(m) = son(nl,i)(m
END Menory

Fig.2. TheMemaory

beento definethe memoryexplicitly asa functionfrom pairsof nodesandindexesto
nodes) First, hawever, sometypesof nodes,ndexesandrootsaredefined.The types
NODE andl NDEX aredefinedustby thenaturalnumbersOurfunctionswill beapplied
to argumentof thesetypes.

ThetypesNode andl ndex arethe constrainedrersionswhereonly naturalnum-
bersbelow respectiely NODES and SONS are considered.Theselatter constrained
typesare usedin axiomswhereuniversallyquantifiedvariablesrangeover them:we
only want our functionsto behae correctlywithin the boundarief the memory In
additionthetypeCol our representblack with TRUE andwhitewith FALSE.

Thereasorfor not usingthe constrainedypesin the signature®f functionsis that
if wedid, thePVStypecheclerwould generatd CC’s thatwe couldnot prove without
consideringhe executiontracesthatleadto the applicationof thesefunctions.In fact,
someof theinvariantsthat we shall later prove statesexactly that thesefunctionsare
indeedonly appliedto valuesthatlie within the constrainedypes.If onereally wants
to catchsuch“errors” usingtype checking thenoneneedgo definea subtypeof well-
formedstateof the statetypethatwe laterwill introduce . This, however, is notsimple,



and may involve strengtheningf this well-formednesgredicateduring the proof of
TCC's. We ratherpreferto have a PVS specificatiortype checled quickly withouttoo
deepproofs.

Thememoryis readandmodifiedvia four functions,anda constannul | _ar r ay
representgheinitial memorycontainingO in all memorycells (axiommemax1). The
functioncol our returnsthe colourof a node.Thefunctionset _col our assignsa
colourto a node.The functionson returnsthe pointercontainedn a particularcell.
Thatis, theexpressiorson( n, i ) (m returnsthe pointercontainedn the cell identi-
fied by noden andindex i . Finally, the functionset _son assignsa pointerto a cell.
Thatis, the expressiorset _son(n, i, k) (M) returnsthe memorymupdatedn cell
(n, i) tocontain(apointerto node)k.

AccessibleNodes In this sectionwe definewhatit meandor a nodeto be accessible.
First, however, we introducesomefunctionson lists (figure 3).

Li st _Functions[ T: TYPE+] : THEORY
BEG N
last(l:1ist[T]|]cons?(l)) : RECURSIVE T =
IF length(l)=1 THEN car(l) ELSE last(cdr(l)) END F
MEASURE | engt h( )

last _index(l:list[T]|cons?(l)) : nat = length(l)-1

suffix(l:list[T],n:nat |n < length(l)) : RECURSIVE list[T] =
IF n=0 THEN | ELSE suffix(cdr(l),n-1) END F
MEASURE | engt h( )

last _occurrence(x: T,1:1ist[T] | menber(x,l)):nat =
epsilon! (idx:nat):
idx <= last_index(l) AND nth(l,idx) = x AND
(idx < last_index(l) I MPLIES NOT nenber (x, suffix(l,idx+1)))
END List_Functions

Fig. 3. List Functions

The function| ast returnsthe last elementof a non-emptylist, while the func-
tionl ast _i ndex returnstheindex of thelastelementn alist. Sofor exampleif | =
cons(5,cons(7,cons(9,null))),thenlast (1) = 9andl ast _i ndex(!)
= 2. Theothertwo functionsareusedonly in the proof: onetakingthe suffix of alist
andthe otherreturningthe index of the last occurrenceof a given elementin a list,
assumingt exists. Thenext theory(figure4) defineghefunctionaccessi bl e.

Thefunctionpoi nt s_t o defineswhatit meansor onenode,n1, to pointto an-
other n2, in thememorym Thefunctionpoi nt ed is apredicateonlists of nodesand
is TRUE for alist if for any two successie nodesin thelist, thefirst pointsto the next
in thememory Thefunctionpat h is alsoa predicateonlists of nodesandis TRUE for
alist if thatlist represents non-emptypointedlist startingwith aroot. Finally, anode
isaccessi bl e if it is thelastelemenin somepath.



Menory_Funct i ons[ NODES: posnat , SONS: posnat , ROOTS: posnat] : THEORY
BEG N
ASSUM NG
roots_within : ASSUMPTI ON ROOTS <= NODES
ENDASSUM NG
| MPORTI NG Li st _Functi ons
I MPORTI NG Menor y[ NODES, SONS, ROOTS]

m: VAR Menory

poi nts_to(nl, n2: NODE) () : bool =
nl < NODES AND n2 < NODES AND EXI STS (i:Index): son(nl,i)(mn)=n2

poi nted(p: |ist[Node])(m:bool =
I ength(p) >= 2 | MPLIES
FORALL (i:nat]|i<last_index(p)): points_to(nth(p,i),nth(p,i+1))(m

path(p:list[Node])(m:bool =
cons?(p) AND car(p) < ROOTS AND poi nted(p)(m

accessi bl e(n: NODE) (m) : bool =
EXI STS (p:list[Node]) : path(p)(nm) AND last(p) = n

END Menory Functions

Fig. 4. ThePredicateaccessi bl e

Appending Garbage Nodes In this sectionwe definethe operationfor appending
a garbagenodeto the list of free nodes,that can be allocatedby the mutator This
operationwill be definedabstractlyassumingaslittle aspossibleaboutit’s behaior.
Note that, sincethe free list is supposedo be part of the memory we could easily
have definedthis operationin termsof thefunctionsson andset _son, but thiswould
have requiredthat we took somedesigndecisionsasto how the list wasrepresented
(for examplewherethe headof thelist shouldbe andwhethemew elementshouldbe
addedfirst or last).

Thedefinitionsin figure 5 belongto the theoryMenor y _Funct i ons thatwe in-
troducedpartof in figure4.

Firstof all, the predicatecl osed holdsfor amemory if no pointerpointsoutside
the memory The functionappend_t o_f r ee is definedby four axioms,having the
following informal explanation:

appendaxl Theappendingperationeavescoloursunchanged.

appendax2 Theappendingperatiorreturnsaclosednemorywhenappliedto asuch.

appendax3 In appendingagarbagenode,only thatnodebecomesccessibleandthe
accessibilityof all othernodesstayunchanged.

appendax4 In appendinga garbagenode,no pointerfrom ary othergarbagenodeis
altered.

3.2 The Mutator and the Collector

The mutatorandthe collectorareintroducedn thetheoryGar bage _Col | ect or in
figure 6. First of all, eachprocesshasa programcounter;the programcounterof the



f : VAR Node

m : VAR Menory
n,
i : VAR | ndex

cl osed(m: bool =
FORALL (n:Node): FORALL (i:Index): son(n,i)(m < NODES

append_to_free : [NODE -> [Menory -> Menory]]
append_ax1 : AXI OM col our (n) (append_to_free(f)(n)) = colour(n)(m
append_ax2 : AXI OM cl osed(n) | MPLIES cl osed(append_to_free(f)(m)
append_ax3 : AXI OM (NOT accessible(f)(m) I MPLIES
(accessi bl e(n)(append_to_free(f)(m) IFF
(n=f OR accessible(n)(m))
append_ax4 : AXI OM (NOT accessi bl e(f)(m AND NOT accessible(n)(m AND n /= f)

| MPLI ES
son(n,i)(append to free(f)(m) = son(n,i)(m

Fig.5. Theappend_t o_f r ee Operation

mutatorrangesover the type MuPC having two values,while the programcounterof
the collectorrangesover the type CoPC having nine values.The statetypeis defined
asarecordtype,which containghe programcountersthe memoryM anda numberof
otherauxiliary variableqthe Qvariableis usedby the mutator while BC, OBC, H, I , J,
KandL areusedby the collectoraswill be explainedbelow). Theinitial valuesof the
statevariablesaredefinedby the predicate ni ti al .

Now, the mutatorandthe collectorareeachdefinedasatransitionrelation,beinga
predicateon pairsof statesHence,for exampleif MUTATOR(s1, s2) holdsfor two
statess1 ands2, it meanghatstartingin states1, the mutatorcanmalke a transition
into states 2. We shallbelow shawv the detailsof thesedefinitions.

Theglobaltransitionrelationfor thewholesystemcallednext , is thendefinedas
the disjunctionbetweerthe mutatorandthe collector:in eachstep,eitherthe mutator
makesa move, or the collectordoes.This correspondso an interleaving semanticof
concurreng.

It is finally possibleto definewhatis at r ace of the systemit is a sequenckof
statesvherethefirst statesatisfieghei ni t i al predicateandwhereary two consec-
utive statesarerelatedby thenext relation.

The Mutator Themutatorhastwo possibleransitionsgachdefinedasa functionthat
whenappliedto an old stateyields a new state(figure 7). MUTATOR( s1, s2) then
holdsfor two statess 1 ands 2, if s2 canbe obtainedrom s1, by applyingoneof the
rules.

Eachtransitionfunction is definedin termsof an | F- THEN- ELSE expression,
wherethe conditionrepresentshe guardof thetransition(the situationwherethetran-

L A sequencén PVSis modeledasafunctionfrom naturalnumberso thetype of thesequence
elementsjn this caseSt at e. Hencea sequencéererepresentsn infinite enumeratiorof
statesSequencearedefinedaspartof the PVSprelude.



Gar bage_Col | ect or [ NODES: posnat , SONS: posnat , ROOTS: posnat] : THEORY
BEG N

ASSUM NG

roots_within : ASSUMPTI ON ROOTS <= NODES
ENDASSUM NG
| MPORTI NG Menory_Funct i ons[ NODES, SONS, ROOTS]

MIPC : TYPE = {MJO, MJ1}
CoPC : TYPE = {CHI0, CHI 1, CHI 2, CHI 3, CHI 4, CHI 5, CHI 6, CHI 7, CHI 8}

State : TYPE =
[# MJ: MIPC, CH : CoPC, Q: NODE, BC: nat, OBC: nat,
H : nat, | : nat, J: nat, K: nat, L : nat, M : Menory #]

s,s1,s2 : VAR State
initial(s):bool =

MJ(s) = MJIO & CHI(s) = CHO & s) =0 &BC(s) =0 & OBC(s) =0 &
Hs) =0 &I(s) =0 &J(s) =0 &K(s) =0 &L(s) =0&Ms) =null_array

MJUTATOR(s1, s2): bool = ...

COLLECTOR(s1, s2):bool = ...

next (s1, s2): bool = MJTATOR(s1, s2) OR COLLECTOR(s1, s2)
trace(seq: sequence[ State]): bool =

initial (seq(0)) AND FORALL (n:nat):next(seq(n), seq(n+1))
END Garbage Col | ector

Fig. 6. The GarbageCollectorComponents

sition may meaningfullybe applied),andwherethe EL SE partreturnsthe unchanged
state,in casetheguardis falsé.

TheRul e_nut at e rulerepresentthemodificationof apointer It is parameterized
with thecell (m i ) to modify, andthe nodethatthis cell shouldhereaftepointto, n.
Theseparametergrethenexistentially quantifiedover in the definition of MUTATOR,
correspondingo a non-deterministichoic€ of mi andn. Therule readsasfollows:
Thevaluesm i andn arearbitrarily selectedlf the programcounteris MJO, andif
thetamgetnoden is accessiblethenthe memoryMin the stateis updatedQ is setto
point to the new targetnode,andfinally the programcounteris changedo MJ1. The
rule Rul e_col our _t ar get simply coloursthe target (now pointedto by Q) of the
mutation,andreturnscontrolto MJO, enablinganothemutation.

2 This allows for stutteringwhererulesareappliedwithout changinghe state If doneinfinitely
often our systemwould never progressOne way to avoid suchbehaior is to imposecer
tain fairnessconstrainton executiontraces We shall, however, not do this sincewe areonly
interestedn verifying safetypropertieswheresuchproblemsplay norole.

3 Theway we modelthis non-deterministichoiceis quite differentfrom theway it is modeled
in [18], wherethestateis extendedwith anextracomponentvhich representall theunknown
factors thatinfluencethe choice Therearethenspecialtransitionso updatethis component.



% MJ0 : Redirect arbitrary pointer.

Rul e_mut at e(m Node, i : I ndex, n: Node) (s): State =
I'F MJs) = MJO AND accessi bl e(n) (Ms)) THEN
s WTH [M:= set_son(mi,n)(Ms)), Q:=n, MJ:= MI]
ELSE s ENDI F

% MJL : Col our target of redirection.

Rul e_col our _target(s): State =
IF MJs) = MJ1 THEN
s WTH [M: = set_col our(Q(s), TRUE) (Ms)), MJ:= MN]
ELSE s ENDIF

% Conbi ni ng MUTATOR Rul es
Of-c-ccmcccmccceccccanaanan

MJUTATOR(s1, s2): bool =
(EXI STS (m Node, i : I ndex, n: Node): s2 = Rule_nmutate(mi,n)(sl))
OR s2 = Rule colour target(sl)

Fig. 7. The Mutator Transitions

The Collector Thecollector(figures8, 9, and10) usesthe auxiliary variablesBC and
OBC for countingblacknodesandH, | , J, KandL for controllingloops.The program
counterrangesoverthevaluesCHI 0 to CHI 8.

The Marking Phase(CHI O ...CHI 6)

Root Blackening (CHI 0) At CHI 0 all the rootsfrom 0 to ROOTS- 1 areblackened.
ThevariableK, having theinitial value0, is usedto loopthroughtheroots.As soon
astherootshave beenblackened(K = ROOTS), the propagatiorphases started
by settingthe programcounterto CHI 1.

Propagation(CHI 1, CHI 2, CHI 3) Hereall nodesrom 0 to NODES- 1 reachabldérom
arootvia apointerareblackened.Thevariablel , having theinitial value0, is used
to loop throughthe nodes.At CHI 2 it is examinedwhetherthe currentnodeis
black.If not,it is just skipped,and! is increasedlf it is black,thenat CHI 3, all
thesonsof | areblackened usingthevariableJ to rangeoverindexes.Whenl =
NCDES, all nodeshave beenprocessedandthecountingphasas startedoy setting
theprogramcounterto CHI 4.

Counting (CHI 4, CHI 5, CHI 6) At CHI 4 andCHI 5, the black nodesarecountedin
thevariableBC. ThevariableH, having theinitial valueO, is usedto loop through
the nodes Whenthe black nodeshave beencounted,n CHI 6, the nenv countBC
is comparedo the previouscountwhich s storedin OBC (old blackcount).If they
differ, thenthe propagationphaseis restartedby settingthe programcounterto
CHI 1. If they areequal theappendingphases startedat CHI 7.

The Appending Phase(CHI 7, CHI 8) Hereall white nodesareappendedo the free
list, while all black nodesare just colouredwhite. The variableL, having the initial
valueO, is usedto loop throughthenodes.




% CHI 0 : Bl acken.

Rul e_st op_bl acken(s): State =
IF CH (s) = CHIO AND K(s) = ROOTS THEN
s WTH[I :=0, CH := CH1]
ELSE s ENDIF

Rul e_bl acken(s): State =
IF CH (s) = CHIO AND K(s) /= ROOTS THEN
s WTH [M : = set_col our (K(s), TRUE)(Ms)), K:= K(s) + 1, CH
ELSE s ENDI F

% CHI 1 : Decide whether to continue propagating.

Rul e_stop_propagate(s): State =
IF CH(s) = CH'1 AND I(s) = NODES THEN
s WTH[BC := 0, H:= 0, CH := CH 4]
ELSE s ENDI F

Rul e_conti nue_propagate(s): State =
IF CH(s) = CH'1 AND I (s) /= NODES THEN
s WTH [CH := CHI 2]
ELSE s ENDI F

% CH 2 : (Continue) Check whether node is black.

Rul e_whi te_node(s): State =
IF CHI(s) = CHI 2 AND NOT col our(1(s))(Ms)) THEN
s WTH[I :=1(s) +1, CH := CH 1]
ELSE s ENDIF

Rul e_bl ack_node(s): State =
IF CHI(s) = CHI2 AND colour(I(s))(Ms)) THEN
s WTH[J :=0, CH := CH 3]
ELSE s ENDIF

% CHI 3 : (Node is black) Col our each son.

Rul e_stop_col ouring_sons(s): State =
IF CH (s) = CHI 3 AND J(s) = SONS THEN
s WTH [l :=1(s) +1, CH := CH1]
ELSE s ENDI F

Rul e_col our_son(s): State =
IF CH (s) = CH'3 AND J(s) /= SONS THEN

s WTH [M: = set_col our(son(l(s),J(s))(Ms)), TRUE)(Ms)),
J:=J(s) +1, CH := CH 3]
ELSE s ENDI F

1= CHIO]

Fig. 8. CollectorTransitionga)




% CHI 4 : Decide whether to continue counting.

Rul e_stop_counting(s): State
IF CH (s) = CH 4 AND H(s)
s WTH [CH := CH 6]
ELSE s ENDI F

NCDES THEN

Rul e_conti nue_counting(s): State =
IF CH (s) = CHI 4 AND H(s) /= NODES THEN
s WTH [CH := CHI 5]
ELSE s ENDI F

% CH 5 : (Continue) Count one up if black.

Rul e_ski p_white(s): State =
IF CHI (s) = CHI5 AND NOT col our(H(s))(Ms)) THEN
s WTH[H := H(s) + 1, CH := CH 4]
ELSE s ENDIF

Rul e_count _bl ack(s): State =
IF CH (s) = CHI5 AND col our(H(s))(Ms)) THEN
s WTH[BC :=BC(s) +1, H :=H(s) + 1, CH := CH 4]
ELSE s ENDI F

% CHI 6 : Conpare BC and OBC.

Rul e_redo_propagation(s): State =
IF CH (s) = CHI6 AND BC(s) /= OBC(s) THEN
s WTH[OBC := BC(s), | := 0, CH := CH 1]
ELSE s ENDI F

Rul e_qui t _propagation(s): State =
IF CH (s) = CHI6 AND BC(s) = OBC(s) THEN
s WTH[L := 0, CH := CH 7]
ELSE s ENDI F

% CHI 7 : Decide whether to continue appending.

Rul e_st op_appendi ng(s): State =
IF CH (s) = CHI'7 AND L(s) = NODES THEN
s WTH[BC:=0, OBC:=0, K:=0, CH := CHOQ]
ELSE s ENDIF

Rul e_conti nue_appendi ng(s): State =
IF CHI (s) = CHI'7 AND L(s) /= NODES THEN
s WTH [CHI := CHI 8]
ELSE s ENDIF

% CHI 8 : (Continue) Append if white.

Rul e_bl ack_to_white(s): State =
IF CHI(s) = CHI8 AND col our(L(s))(Ms)) THEN
s WTH [M: = set_col our(L(s), FALSE)(Ms)), L :=L(s) + 1,CH := CH 7]
ELSE s ENDI F

Rul e_append_white(s): State =
IF CHI(s) = CHI 8 AND NOT col our (L(s))(Ms)) THEN
s WTH [M: = append_to_free(L(s))(Ms)), L:=1L(s) +1, CH := CH7]
ELSE s ENDI F

Fig. 9. CollectorTransitiongb)




L
% Conbi ni ng COLLECTOR Rul es
L
COLLECTOR(s1, s2): bool =
s2 = Rul e_stop_bl acken(s1)
OR s2 = Rul e_bl acken(s1)
OR s2 = Rul e_stop_propagate(s1l)
OR s2 = Rul e_continue_propagat e(sl)
OR s2 = Rul e_white_node(sl)
OR s2 = Rul e_bl ack_node(s1)
OR s2 = Rul e_stop_col ouring_sons(sl)
OR s2 = Rul e_col our_son(s1)
OR s2 = Rul e_stop_counting(sl)
OR s2 = Rul e_continue_counting(sl)
OR s2 = Rul e_ski p_white(sl)
OR s2 = Rul e_count_bl ack(sl)
OR s2 = Rul e_redo_propagation(sl)
OR s2 = Rul e_quit_propagation(sl)
OR s2 = Rul e_stop_appendi ng(s1l)
OR s2 = Rul e_continue_appendi ng(s1l)
OR s2 = Rul e_black_to_white(s1)
OR s2 = Rul e append white(sl)

Fig. 10. CollectorTransitiong(c)

4 TheoremProving in PVS

In this sectionwe outline the proof of correctness$or the garbagecollectoralgorithm.
First,weformulatein PVSwhatit meangor thecollectorto besafe We thenoutlinethe
techniquewne have appliedto mastettherelatively big sizeof the proof. Thistechnique
seemgeneralandusefulfor verifying safetypropertiessinceit dividesthe proofinto
manageabléemmas.Thenwe introducesomeauxiliary functions(conceptsyhat are
neededluring the proof; andfinally, we outline the proof itself by listing the needed
invariants.

4.1 Formulating the SafetyProperty

Letusrecallthesafetyproperty:noaccessibleodeis everappendedo thefreelist. As
canbe seenfrom the collectoralgorithmin figure9, theappend_t o_f r ee operation
is only appliedatlocationCHI 8 (in therule Rul e_append_whi t e). It is appliedto
thenodeL (' s) , butonly if thisnodeis white:NOT col our (L(s)) (M s)) .Hence,
the correctnessriteria canbe statedas: Wheneer the program counteris CHI 8, and
L is accessiblgthenL is black (andwill hencenot be appended)This is statedin the
theoryin figure 11.

Thetheorydefinesgwo predicatesindatheoremthecorrectnessriteria. The pred-
icatei nvar i ant takesasargumenta predicatep on stategpr ed[ St at e] is short
for the function space[ St at e - > bool ]). It returnsTRUE if for any execution
tracet r of theprogramthepredicatep holdsin everypositionof thattrace.Thesafety
propertywe wantto verify is definedby the predicatesaf e. Thecorrectnessriteriais
thendefinedby thetheoremnamedsaf e. Thedots. . . in thetheoryrefersto extra



Gar bage_Col | ect or _Pr oof [ NODES: posnat , SONS: posnat , ROOTS: posnat] : THEORY
BEG N
ASSUM NG
roots_within : ASSUMPTI ON ROOTS <= NODES
ENDASSUM NG
| MPORTI NG Gar bage_Col | ect or [ NODES, SONS, ROOTS]

invariant (p: pred[State]):bool =
FORALL (tr:(trace)): FORALL (n:nat):p(tr(n))

ééfe(s:State):bool =
CHI (s) = CHI 8 AND accessible(L(s))(Ms)) I MPLIES col our(L(s))(Ms))

safe : THEOREM i nvari ant (saf e)
END Gar bage Col | ect or Proof

Fig. 11. The SafetyProperty

invariantsthatwe neededo add(andprove),in orderto prove saf e (via whatwe call
invariant strengthening

4.2 The Proof Technique

We now sketchthe principle behindthe proof techniquewe applied.All definitions
thatfollow aredefinedin thetheoryGar bage_Col | ect or _Pr oof , whichwe shav
partof in figure 11. The predicatewe wantto prove truein all accessiblestateds the
predicatesaf e of figure 11. However, this invariantneedsto be greatly strengthened
(extended)in orderto be provable. This extensionwill be discoveredin a stepwise
mannerduringthe proof,andnotatonce.

In principle we could thenjust go aheadwith the proof and extendthe invariant
wheneerwefind it necessaryl hisdoeshowever, in generalfor non-trivial examples)
leadto abig andunhandyinvariant.Also, if we keepextendingtheinvariantaswe need,
we haveto stoptheproverfor eachextension(sincewe now modify oneof theformulae)
andthenredowhatwe alreadyhad succeededvith. This turnsout to be painful and
unnecessarynsteadwe split theinvariantinto lemmasasshallbeillustratedbelow.

Thetechniqueallows in additionthe (proofsof) sub-invariantsto mutually depend
oneachotherin acircularway. For example supposehatwe wantto provetheinvariant
I, andthatwe discover thatwe needto prove I, first, andthatfurtherthe proof of I,
dependon the truthnessof I;. Of coursethis is not a problemif we simply proved
that the conjunctionl; A I, is aninvariant. However, asjust stated,we don't want
to work with this (potentially big) conjunct,andthe proofsof I; and I, have to be
split into lemmasin sucha way that this recursionis allowed (note that PVS does
not directly allow two lemmasto referto eachother— in their proofsthatis). Figure
12 outlines(an illustrative subsetof) the definitionsand lemmasthat we add to the
Gar bage_Col | ect or _Pr oof theoryin figurel1l.

Thefunctionsl MPLI ES and& arejust the correspondindpooleanoperatordifted
to work on statepredicatesNext, we definethe predicatepr eser ved, with whichwe
canstatethata propertyp is inductive wrt. our program— relative to someinvariant
| . Thatis, theexpressiompr eser ved( 1) ( p) istrueif thepredicatep is truein the



Gar bage_Col | ect or _Pr oof [ NODES: posnat , SONS: posnat , ROOTS: posnat] : THEORY
BEG N

i i\/i:’LI ES(p1, p2: pred[ State]): bool = FORALL (s:State): pl(s) |MPLIES p2(s);
&(pl,p2:pred[State]): pred[ State] = LAVMBDA (s:State): pl(s) AND p2(s)
preserved(!l:pred[State])(p:pred[State]):bool =

(initial I MPLIES p) AND

FORALL (s1,s2:State): I(sl1l) AND p(sl) AND next(sl,s2) |MLIES p(s2)
s : VAR State
invl(s): bool
inv2(s):bool =

| :pred[Statej”
pi : [pred[State] -> bool] = preserved(l)

i_invl : LEMMA | I MPLIES invl

i_inv2 : LEMMA | I MPLIES inv2

i_safe : LEMMA | | MPLIES safe

p_invl : LEMVA pi(invl)

p_inv2 : LEMVA pi(inv2)

p_safe : LEMVA pi(safe)

p | © LEMVA pi (1)

correct : LEMVA invariant(l)
END Gar bage Col | ector Proof

Fig.12.TheProof

initial state,andif p is preseredby the next-steprelation,underthe assumptiorthat
thepropertyl holdsin the pre-state.

Now weletthis| bedefinedasunknownandletpi beaninstantiatiorof pr eser ved
with thisl . This| is now supposedo representheunknawn final invariantthatwe are
lookingfor. For eachnew invariantwe add(likei nv1 andi nv2 —therearel19in total),
we addthreedeclarationsthedefinitionof theinvariantpredicatgfx. i nv1); alemma
statingthatthis invariantis impliedby | (fx. i _i nv1), andfinally thatthe predicatds
inductive (fx. p_i nv1)%. Thenduringtheproofof any pi (. ..) lemma,we canrefer
to all the (upto thatpointintroducedjnvariantsviathel | MPLI ES ... lemmas.

Finally, whenall invariantshave beerdiscovered(nonew areneeded)we candefine
| astheconjunctionof all theintroducednvariants-thereare19in our case however
i nv13,i nv16 andsaf e arelogically implied by therest:

: pred[State] = invl &inv2 &inv3d &invd &invs &inve & inv7 & inv8

With this definitionall thel | MPLIES ... lemmascannow be proved. Fur-
thermore,we canprove the pi (1) lemma,which directly leadsto the proof of the
i nvari ant (1) lemmawhichagainleadsothecorrectnesefthei nvari ant ( saf e)
lemma,andwe aredone.

The verificationof the protocolhasbeenautomatedasfar aspossibleby defining
a setof tactics.Onecansaythatthe proof of the 20 invariantsis (almost)automated

4 1t turnsout that someinvariantsarelogical consequencesf others,andthatfor thesewe can
avoid reasoningaboutthetransitionrelationandjust prove theimplication.



“up to” lemmas.Thatis: if someinvariantis provablegivenexplicitly asassumptions
the otherinvariantsand lemmasit dependson, thenit is proved automaticallyusing
a singletactic. The obtainedlevel of automatizatiorcould be achieved only because
of the flexibility providedby the PVSdecisionprocedureswhenwe sayalmostauto-
matedjt meanghatin somefew casesye neededo assistheprover—alwaysbecause
thePVS(i nst ?) commandlid notgetinstantiationgight. The programcontains20
transitions andwith 20 invariantsthis gives400 (20*20) proofs,andof theset needed
manualassistancétwo transitionsin the proof of i nv15 andfourini nv17), corre-
spondingto 98.5% automatizationlt shouldthoughbe saidthatthe proofsof lemmas
aboutauxiliary functionswerein generahot automatic.

Menory_Cbser ver s[ NODES: posnat , SONS: posnat , ROOTS: posnat] : THEORY
BEG N
ASSUM NG
roots_within : ASSUWPTI ON ROOTS <= NODES
ENDASSUM NG
| MPORTI NG Menory_Funct i ons[ NODES, SONS, ROOTS]

m: VAR Menory

<(pl, p2: [ NCDE, | NDEX] ) : bool =
LET n1 = PROJ_1(pl), il = PROI_2(pl), n2 = PRAJI_1(p2), i2 = PRAI_2(p2) IN
nl <n2 OR(nl =n2 ANDil <i2);

<=(pl, p2: [ NODE, | NDEX] ) : bool = pl1 < p2 OR pl = p2

bl acks(l, u: NODE) (n) : RECURSI VE nat =
IF 1 < u AND | < NCDES THEN
IF colour(l)(m THEN 1 ELSE 0 ENDI F + bl acks(I +1, u) (m)
ELSE 0 ENDI F
MEASURE abs(u-1)

bl ack_r oot s(u: NODE) () : bool = FORALL (r:Root| r < u): colour(r)(m

bw( n: NODE, i : | NDEX) (m) : bool =
n < NODES AND i < SONS AND col our(n)(nm AND NOT col our(son(n,i)(m)(m

exi sts_bw(nl: NODE, i 1: | NDEX, n2: NCDE, i 2: | NDEX) (m) : bool =
EXI STS (n: Node, i : | ndex) :
bw(n,i)(m AND NOT (n,i) < (nl,il) AND (n,i) < (n2,i2)

propagat ed( ) : bool = NOT exists_bw(0, 0, NODES, 0) (m
bl ackened(| : NODE) () : bool =

FORALL (n: Node|l <= n): accessible(n)(nm |MLIES colour(n)(m
END Menory Qbservers

Fig. 13. Auxiliary Functions

Duringtheproof, a collectionof auxiliary functions areneededgmostlyin orderto
formulatethe new invariants thatareintroducedto prove the originalinvariant. These
functionsareintroducedn figure 13.

5 Thesefunctionswerenot spelledoutin [18], althoughtheir informal descriptionsveregiven.
Furthermoreno propertiesaboutthesefunctionswerepresented.



invi(s)

: bool

I(s) <= NCDES AND ((CHI(s)=CHI 2 OR CHI (s)=CHI 3)
I MPLIES | (s) < NODES)

inv2(s) :bool J(s) <= SONS
inv3(s) :bool K(s) <= ROOTS
inv4(s) :bool H(s) <= NODES AND (CHI (s)=CHI 5 | MPLI ES H(s) < NODES) AND
(CHI (s)=CHI 6 | MPLI ES H(s) = NODES)
inv5(s) :bool L(s) <= NODES AND (CHI (s)=CHI 8 | MPLIES L(s) < NODES)
invé(s) :bool Q(s) < NCDES
inv7(s) :bool cl osed(Ms))
inv8(s) :bool (CHI (s)=CHI 4 OR CHI (s)=CHI5)
I MPLI ES BC(s) <= bl acks(0, H(s))(Ms))
inv9(s) :bool CHI (s)=CHI 6 | MPLI ES BC(s) <= bl acks(0, NODES) (M s))
inv10(s): bool (CHI(s)=CHI0O OR CHI(s)=CHI1 OR CHI(s)=CHI 2 OR CHI (s)=CH 3)
I MPLI ES OBC(s) <= bl acks(0, NODES) (M s))
invi1(s):bool = (CH (s)=CH 4 OR CHI(s)=CHI 5 OR CHI (s)=CHI 6)
I MPLI ES OBC(s) <= BC(s) + blacks(H(s), NCDES)(Ms))
inv12(s): bool BC(s) <= NODES
inv13(s): bool CHI (s)=CHI 6 | MPLI ES OBC(s) <= BC(s)
inv14(s): bool (CH (s)=CHIO OR CHI(s)=CHI'1 OR CHI(s)=CH 2 OR CHI(s)=CHI 3 OR
CHI (s)=CHI 4 OR CHI (s)=CHI 5 OR CHI (s)=CHI 6) | MPLIES
bl ack_roots(IF CH (s)=CH 0 THEN K(s) ELSE ROOTS ENDI F) (Ms))
inv1l5(s): bool FORALL (n: Node, i: | ndex)
(((CHI (s)=CHI 1 OR CHI(s)=CHI 2 OR CHI (s)=CHI 3) AND
bl acks(0, NODES) (M's)) = OBC(s) AND
(n,i) < (I(s),|F CH (s)=CH 3 THEN J(s) ELSE 0 ENDIF) AND
bw(n, i) (Ms))) )
I MPLI ES (MJ(s) =MJL AND son(n,i)(Ms))=Qs)))
inv16(s):bool = ((CH (s)=CHI 1 OR CHI(s)=CHI 2 OR CHI (s)=CHI 3) AND
bl acks( 0, NODES) (M's)) = OBC(s) AND
exists_bw(0,0,1(s),IF CH (s)=CH 3 THEN J(s) ELSE 0 ENDIF)(Ms)))
I MPLI ES MJs) =MJ1
inv17(s):bool = ((CH (s)=CHI 1 OR CHI(s)=CHI 2 OR CHI (s)=CHI 3) AND
bl acks( 0, NODES) (M's)) = OBC(s) AND
exists_bw(0,0,1(s),IF CH (s)=CH 3 THEN J(s) ELSE 0 ENDIF)(Ms)))
| MPLI ES
exists_bw(l(s),IF CH (s)=CH 3 THEN J(s)
ELSE O ENDI F, NODES, 0) (Ms))
inv18(s): bool ((CHI (s)=CHI 4 OR CHI(s)=CHI 5 OR CHI (s)=CHI 6) AND
OBC(s) = BC(s) + blacks(H(s), NCDES)(Ms)))
I MPLI ES bl ackened(0) (Ms))
inv19(s): bool (CHI (s)=CHI 7 OR CHI (s)=CHI 8) I MLIES bl ackened(L(s))(Ms))

Fig. 14.Invariants




Thepredicatesc and<= definelexicographicorderingon node-inde& pairs,where
eachsuchpairidentifiesacell in ourmemory TheprojectionfunctionPRQJ_i (fori €
{1, 2}) selectghei 'th componenof atuple.Hence for example(2, 3) < (3,0).

Therestof thefunctionsareexplainedasfollows. Theexpressiorbl acks( 1, u) (m)
returnsthe numberof blacknodesbetween (included)andu (excluded).In particu-
lar, bl acks( 0, NCDES) ( n) representshetotal numberof blacknodesn themem-
ory m The expressionbl ack_r oot s(u) () returnstrueif all the nodesbelow u
are black. In particular bl ack _r oot s( ROOTS) ( n) if all rootsareblack. The ex-
pressionbw( n, i ) (M) returnstrueif noden is black andthe sonof cell (n, i) is
white. The expressiorexi st s_bw( nl,i 1, n2,i 2) (m returnstrueif thereexists
apointerbetween(nl,i 1) and(n2,i 2) from ablacknodeto a white node.The
expressiomr opagat ed(m returnstrueif noblacknodepointsto a white node.Fi-
nally, bl ackened(|) ( n) returnstrueif all nodesabove (andincluding)! areblack
if they areaccessible.

55 lemmasareneededandproved)aboutthesefunctionsin orderto carry outthe
proofof thesafetyproperty In addition,15lemmasaboutvariousgeneralist processing
functionsareneededThesdemmasaregivenin appendixA. Thisshouldbe compared
to Russinof’s "over onehundredemmascharacterizinghe behaior of relevantfunc-
tions” in [18]. Theinvariantsdefinedandprovedaregivenin figure 14. Thesearethe
sameasin [18]. Theprooftook 1.5 monthsof effort.

5 Model Checkingin Mur phi

In this section,we shortly outline our experiencewith encodingthe garbagecollector
in the Murphi model checler [15]. The full formal Murphi programis containedin
appendixB.

Murphi usesa programmodelthatis similarto thoseof UNITY [5] andTLA [14],
hencethe one we have usedin our PVS specification A Murphi programhasthree
componentsa declaratiorof the globalvariables a descriptionof theinitial state,and
a collectionof transitionrules.Eachtransitionrule is aguardeccommandhatconsists
of abooleanguardexpressiorover the global variables anda deterministicstatement
thatchangeghe global variables.In addition,one canstateinvariantconditionsto be
verified.

An executionof a Murphi programis obtainedby repeatedly(1) arbitrarily select-
ing one of the transition rules wheee the booleanguard is true in the current state;
(2) executingthe statemenbf the chosentransition rule. The statemenis executed
atomically:no othertransitionrulesareexecutedn parallel. Thusstatetransitionsare
interlearing andprocessesommunicatevia sharedvariables.The notion of processs
not formally supportedbut may be thoughtof asa subsebf the transitionrules.The
Murphi verifier triesto exploreall reachablestatesn orderto ensurehatall invariants
hold. If aviolationis detectedMurphi generatea violating trace.

The readeris referredto the appendixfor the detailsof the model.Herewe shall
focuson thedifferencedetweerthe PYS modelandthe Murphi model. Thetwo prin-
cipal advantage®f PVSarethat (1): in PVSwe canverify a parameterizegrogram,
whereadsn Murphi we arelimited to a finite stateprogram;and:(2) in PVS we can



be abstracttthe algorithmiclevel, whereasn Murphi we have to make certaindesign
choices.Theadwantageof Murphiis thatverificationis automaticwhereasn PVSwe
have to manuallyassisthe proof.

Infinite VersusFinite State

Thefirst obvious differenceconcernghe size of the memory In PVS, the boundaries
(NCODES, SONS andROOTS) are unspecifiecharametergfigure 2), hencethe correct-
nessdoesnotdependntheir specificvalues Thegarbagesollectoris thereforeverified
for ary sizeof memory In the Murphi program,on the otherhand,we have to fix the
boundarieso particulamaturalnumbersin our casewe verifiedthealgorithmwith the
following values:NODES = 3, SONS = 2 andROOTS = 1 (figure15). In this contet,
Murphi used803 seconddgo verify theinvariant,exploring 415633stateslt turnedout
that Murphi was unableto verify biggermemorieswithin reasonabléime (24 hours).
An experimentwith 4 nodestwo sonsandtwo rootshadnot terminatedafter25 hours
andover5 million statesvisited.

Const

NODES : 3; SONS : 2; ROOTS : 1;
Type

Node : 0..NODES-1; Index : 0..SONS-1; Colour : bool ean;

NodeStruct : Record colour : Colour; cells : Array[lndex] O Node; End;
Var

M: Array[Node] OF NodeStruct;

Function col our (n: Node) : Col our;
Begin Return M n].col our; End;

Procedure set_col our (n: Node; c: Col our);
Begin Mn].colour :=c; End;

Function son(n: Node;i: | ndex): Node;

Begin Return Mn].cells[i]; End;
Procedure set_son(n: Node;i: | ndex; k: Node) ;
Begin Mn].cells[i] :=k; End;

Fig.15.TheMemory

Abstractnessof Memory

ThePVSmemoryis abstractlyspecifiedn termsof a setof axioms(figure2). Although

we think of the memoryasan arrayof two dimensionsthis is in factnot requiredby

animplementationin the Murphi program,on the otherhand,we needto choosean

implementatiorof the memory andwe have choserto modelit asa two dimensional
arrayasillustratedin figure 15.



Abstractnessof the Append Operation

The PVS appendoperationis abstractlyspecifiedin termsof a setof axioms(figure
5). Hencewe have madeno decisiondor exampleasto whereis the headof the free
list, or whetherto appendelementdirst or last. In Murphi we areobligedto take such
decisions Figure 16 shavs how we have chosencell (0,0) to be the headof the list,

suchthatnew elementsaareaddecdo thefront.

Procedure append_to_free(new free: Node) ;
Var old _first_free : Node;

Begi n

old_first_free := son(0,0); set_son(0,0, new free);

For i:1ndex Do set_son(new free,i,old_first_free) EndFor;
End;

Fig.16.Theappend_t o_f r ee Operation

Function accessi bl e(n: Node) : bool ean;
Type Status : Enum{TRY, UNTRI ED, TRl ED};
Var status : Array[Node] O Status; s : Node; try_again : bool ean;
Begi n
For k: Node Do status[k] := (is_root(k) ? TRY : UNTRI ED) EndFor;
try_again := true;
Wi le try_again Do
try_again := fal se;
For k: Node Do
I f status[k]=TRY Then
For j:lndex Do
s :=son(k,j);

EndFor;
status[k] := TRIED;
End;
EndFor ;
End;
Return status[n] =TRI ED
End;

I f status[s]=UNTRI ED Then status[s] := TRY; try_again := true;

End;

Fig.17.Theaccessi bl e Predicate

Abstractnessof the Accessibility Predicate

ThePVSaccessi bl e predicateis specifiedin anabstractmannerusingexistential
quantificatiorover paths(figure4). Suchaformulationis not possiblean Murphi, where
we have to codeanalgorithmthatmarksnodesalreadyvisited during the examination
of accessibl@modesThisis to avoid aloopingbehaior in caseof cyclic accessibilityin

thememory Figurel7illustratesthealgorithm.



6 Obsewations

The propertieghatwe formulatedandprovedin PVS canbedividedinto two classes:
invariantsandpropertiesaboutauxiliary functions;we call thelatterjustlemmasThere
were 20 invariants,the sameasin [18], andtherewere 70 lemmaswhereaqd18] has
over 100. It's however not clearwhat the reasorfor this reductionis, since[18] does
notcontainthelemmas98.5%of ourinvariantproofswereautomaticpncethelemmas
andotherinvariantsneededasassumptionsvereidentified. Thatis, observingthatthe
programhas20 possibletransitionsandthattherewere20 invariants therewerehence
20*20 = 400transitionproofs,whereof6 needednanualassistancelhe assistancal-
waysconsistedf guidingtheinstantiationof universallyquantifiedassumptionsvhen
thePVS(i nst ?) commandlid notsucceedn finding theright instantiationsMany
of thelemmasneedednanualassistance.

Thegeneralpproactto the proof of aninvariantwasasfollows. The proof would
typically fail, theresultbeinga setof unprovedsequentsBasically a generalizatiorof
theconjunctiorof thesesequentsvouldform thenew invariantto prove,andtheprocess
continuedThis styleof proofwasalsoappliedin [11] to acommunicationprotocol.A
particularhardproblemseemdo be the occurrencef loopsin this strengtheningpro-
cess,implying possiblyinfinite strengtheningHereis wheregeneralizations needed
in termsof introducingquantifieranto theinvariant. The PVSprooftook 1.5 monthsof
effort.

Murphi performedheproofautomaticallyin lessthan14 minutes put we hadto fix
theboundarie®f thememory andwe hadto make concretémplementatiorchoicesat
thealgorithmiclevel aswell asatthedatatypelevel. Thesizeof thememoryfor which
the garbagecollector could be model checled was so small that it could representl
boardercasgthreenodesiwo sonspernode,andoneroot), which hencemaygive less
confidencen whatto concludefrom theverificationresult.

We believe that this example provides a good casestudy for efforts to improve
theoremproving techniquesswell asmodelcheckingtechniquesThis is mainly due
to its smallsize (lines of code)combinedwith the difficulty to prove it. The example
is in particulara challengeto invariant strengtheningechniquessuchas[4, 3], and
abstractiortechniquesuchas|2, 8].
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A PVS Lemmasabout
Auxiliary Functions

List_Properties[T: TYPE+] : THEORY
BEG N
| MPORTI NG Li st _Functions[T]

e : VAR T
1,11,12 : VAR list[T]
p : VAR pred[T]
n, k : VAR nat

lengthl : LEMVA
cons?(l) IMPLIES length(cdr(l)) = length(l)-1

I ength2 : LEMVA
I engt h(append(11,12)) = length(l1) + length(l2)

menber1 : LEMVA
nmenber (e, ) =
EXISTS n : (n < length(l) AND nth(l,n)=e)

menber2 : LEMVA
nenber (e, ) | MPLIES
EXI STS (x: nat):
x <= last_index(l) AND nth(l,x) = e AND
(x < last_index(l) I MPLIES
NOT nenber (e, suf fix(l,x+1)))

carl : LEMVA
cons?(11) | MPLIES car(append(l1,12)) = car(l1)

lastl : LEMA
length(l)>=2 | MPLIES last(l)=last(cdr(l))

last2 : LEMA
last(cons(e,null)) = e

last3 : LEMA
(length(l) >=2 AND p(car(l)) AND NOT p(last(l)))
| MPLI ES
EXI STS (i:nat|i<last_index(l)):
p(nth(l,i)) AND NOT p(nth(l,i+1))

last4 : LEMA
cons?(12) | MPLIES
| ast (append(11,12)) = last(l2)

last5 : LEMVA
cons?(l) IMPLIES nth(l,last_index(l)) = last(l)

suffixl : LEMVA
(length(l) > 0 AND n <= last_index(l))
I MPLI ES cons?(suffix(l, n))

suffix2 : LEMVA
(length(l) > 0 AND n <= last_index(l))
| MPLI ES car (suffix(l,n)) = nth(l,n)

suffix3 : LEMVA
(length(l) > 0 AND n <= last_index(l))
| MPLI ES
last(suffix(l,n)) = last(l)

suffix4 : LEMVA
n < length(l) I MPLIES
length(suffix(l,n)) =1length(l) - n

suffix5 : LEMVA
n+k < length(l) | MPLIES
nth(suffix(l,n),k) = nth(l, n+k)
END Li st_Properties

Menory_Properties[ NODES : posnat,
SONS : posnat,
ROOTS : posnat] : THEORY

roots_within : ASSUWPTI ON ROOTS <= NODES
ENDASSUM NG
| MPORTI NG Li st _Properties
| MPORTI NG Menory_Funct i ons[ NODES, SONS, ROOTS]
| MPORTI NG Menory_Cbser ver s[ NODES, SONS, ROOTS]

abs(i:int):nat = IFi <0 THEN -i ELSE i ENDIF

m : VAR Menory
n ,n2,k : VAR Node

i i2,j ¢ VAR Index
c : VAR Col our
X : VAR nat

N, N1, N2 : VAR NODE

VAR | NDEX
VAR 1i st [ Node]

smal lerl : LEMA
NOT (n,i) < (0,0)

smaller2 : LEMVA
(NOT (n,i) < (k,0) AND (n,i) < (k+1,0))
IMPLIES n = k

smal ler3 : LEMA
(n,i) < (k,SONS) IFF (n,i) < (k+1,0)

smaller4 : LEMVA
(NOT (n,i) < (k,j) AND (n,i) < (k,j+1)) I MPLIES
(ni)=(k,j)

closedl : LEMVA
closed(null _array)

closed2 : LEMA
cl osed(set_colour(n,c)(m) = closed(m

closed3 : LEMVA
closed(n) | MPLIES cl osed(set_son(n,i,k)(m)

closed4 : LEMA
closed(m) | MPLIES son(n,i)(nm < NODES

bl acksl : LEMVA
bl acks(N1, N2) (set _son(n,i,k)(m) =
bl acks(NL, N2) (m)

bl acks2 : LEMVA
bl acks(N1, N2) (m) <=
bl acks( N1, N2) (set _col our (n, TRUE) (n))

bl acks3 : LEMVA
NOT col our (n2) (m | MPLIES
bl acks(n1, n2+1) (m = bl acks(n1, n2)(m

bl acks4 : LEMVA
nl<=n2 AND col our (n2)(m | MPLIES
bl acks(n1, n2+1) (m = blacks(nl,n2)(m + 1

bl acks5 : LEMVA
NOT col our (n1) (n) | MPLIES
bl acks(n1, N2) (m) = bl acks(nl+1, N2) (m

bl acks6 : LEMVA
(n1<N2 AND col our(nl)(m) | MLIES
bl acks(n1, N2) (m) = blacks(nl+l, N2)(m) + 1

bl acks7 : LEMVA
NL <= N2 | MPLI ES bl acks(NL, N2) (m) <= N2-NL

bl acks8 : LEMVA
(n < NLORn >= N2) |MPLIES
bl acks( N1, N2) (set _colour(n,c)(m) =
bl acks( N1, N2) (m)

bl acks9 : LEMVA
(n >= N1 AND n < N2 AND NOT col our(n)(m)
| MPLI ES
bl acks(N1, N2) (set _col our (n, TRUE) (M) =
bl acks(NL, N2) () + 1

bl acks10 : LEMVA
(bl acks(0, NODES) (set _col our(n, TRUE) (m)) =
bl acks(0, NODES) (m))
| MPLI ES col our (n)(m

bl acks1l : LEMVA
blacks(N,N)(m) = 0

bl ack_rootsl : LEMVA
bl ack_r oot s(0) (m

bl ack_roots2 : LEMVA
bl ack_roots(N) (set_son(n,i,k)(m) =
bl ack_roots(N) (m)

bl ack_roots3 : LEMVA
bl ack_roots(N)(nm) | MLIES
bl ack_r oot s(N) (set_col our (n, TRUE) (n))

bl ack_roots4 : LEMVA
bl ack_r oot s(n+1) (set _col our (n, TRUE) (M) =
bl ack_roots(n)(m

bwl : LEMVA
cl osed(n) | MPLI ES
(NOT bw(ni,i1)(m AND
bw(nl,i 1) (set_son(n2,i2,k)(m))
I MPLI ES
(n1,i1)=(n2,i2)



bw2 : LEMVA poi nted(suffix(l,x))(m
closed(m | MPLIES

(NOT bw(n,i)(m AND poi nted3 : LEMVA
bw(n, i) (set_col our(k, TRUE)(m)) poi nted(cons(n, 1)) (m | MPLIES pointed(l)(m
| MPLI ES
(n=k AND NOT col our(n)(n)) poi nted4 : LEMVA
(cons?(1) AND points_to(n,car(l))(m AND
bw3 : LEMVA pointed(l)(m)
bw(n,i)(m |NPLIES I MPLI ES

colour(n)(m AND NOT col our(son(n,i)(nm)(m poi nted(cons(n,1))(m

exists_bwl : LEMVA poi nted5 : LEMVA

exists_bw(NL, 11, N2,12)(m | MLIES
EXI STS (n: Node, i : | ndex) :

(cons?(11) AND cons?(12) AND
points_to(last(l11),car(l2))(m AND

bw(n,i)(m AND pointed(l1)(n AND pointed(l2)(m)
NOT (n,i) < (NL,11) AND | MPLI ES
(ni) < (N2,12) poi nt ed(append(l1,12))(m
exists_bw2 : LEMVA pathl : LEMVA
closed(m | MPLIES (path(11)(m AND
(NOT exists_bw(0,0,N2,12)(m AND cons?(12) AND

exists_bw(0,0,N2,12)(set_son(n,i,k)(m)) points_to(last(l11),car(l2))(m AND
pointed(l2)(m)
| MPLI ES
pat h(append(l1,12))(m
exists_bwd : LEMVA

(accessi bl e(n)(m) AND accessiblel : LEMVA
NOT col our (n) (m AND (accessi bl e(k) (m) AND
bl ack_r oot s( ROOTS) () ) accessi bl e(nl) (set_son(n,i,k)(m))

| MPLI ES
(NOT colour(k)(m AND (n,i) < (N2,12))

I MPLI ES I MPLI ES
exi sts_bw(0, 0, NODES, 0) (m) accessi bl e(nl)(m
exists_bw4 : LEMVA propagat edl : LEMVA
exi sts_bw(0, 0, NODES, 0) (m) | MPLIES (cons?(1) AND pointed(l)(m AND
exists_bw(0,0,N, 1)(m OR colour(car(l))(m AND propagated(m)
exi sts_bw(N, |, NODES, 0) (m) | MPLI ES
colour(last(l))(m
exists_bws : LEMVA
closed(m | MPLIES propagat ed2 : LEMVA
(exists_bw(N, I, NODES, 0)(m) AND (n,i) < (N1)) propagat ed(nm) = NOT exists_bw(0, 0, NODES, 0) (m)
I MPLI ES
exi sts_bw(N, |, NODES, 0) (set _son(n, i, k)(n)) bl ackenedl : LEMVA
(accessi bl e(k) (nm) AND bl ackened(N) (n))
exists_bwe : LEMVA | MPLI ES

closed(m) AND col our(n)(m |MLIES
exists_bw(N1,11,N2,12)(set_col our(n, TRUE)(m))

bl ackened(N) (set _son(n,i,k)(m)

= exists_bw(NL, 11, N2, 12)(m bl ackened2 : LEMVA
bl ackened(N) (m) | MPLI ES
exists_bw7 : LEMVA bl ackened(N) (set _col our (n, TRUE) (M)
exi sts_bw(0, 0, N+1, 0) (m) | MPLIES
exi sts_bw(0, 0, N, SONS) (m) bl ackened3 : LEMVA
(bl ack_r oot s(ROOTS) (nm) AND propagat ed(m))
exists_bws : LEMVA | MPLI ES
exi sts_bw( N, SONS, NODES, 0) (m) | MPLI ES bl ackened(0) (m)

exi sts_bw( N+1, 0, NODES, 0) (m)
bl ackened4 : LEMVA

exists_bwd : LEMVA bl ackened(n) (m | MPLI ES
(NOT col our(n)(m AND exists_bw(0,0,n+1,0)(m) bl ackened(n+1) (set _col our (n, FALSE) (m))
| MPLI ES
exi sts_bw(0,0,n,0)(m bl ackened5 : LEMVA
(NOT accessi bl e(n)(m AND bl ackened(n) (m))
exists_bwlO : LEMVA | MPLI ES
(NOT col our(n)(m AND exists_bw(n, 0, NODES, 0) (m)) bl ackened(n+1) (append_to_free(n)(m)
| MPLI ES
exi sts_bw(n+1, 0, NODES, 0) (m) bl ackened6 : LEMVA
(bl ackened(n) (n) AND accessible(n)(n)) | MLIES
exists_bwll : LEMVA colour(n)(m

(colour(son(n,i)(m)(m AND
exists_bw(0,0,n,i+1)(m)

| MPLI ES
exists_bw(0,0,n,i)(m

exists bul2 : LEMA B Mur phi Formalization

(colour(son(n,i)(m)(m AND
exi sts_bw(n,i, NODES, 0)(m))
| MPLI ES

exi sts_bw(n, | +1, NODES, 0) () CRODES : 3 M NCDE : NODES 1;

SONS @ 2; MAX_SON : SONS-1 ;
1

END Menory_Properties

exists_bwl3 : LEMVA

NOT exi sts_bw(N, I, N, 1)(m ROOTS : 1; MAX_ROOT : ROOTS-1;
: . Type
ts_tol : LEMVA
pOI(E /SE 22 AND Nunber Of Nodes : 0. . NODES;
i i Col our : bool ean;
pleg'tLlsEtso(nl. n2) (set_son(n,i,k)(m)) Node 0 MAX. :
: Index : 0..MAX_SON;
poi nts_to(nl, n2) (m Root Ry ;
poi ntedl : LEMVA NodeStruct :
(N member (k1) AND Regglrgur : Col our;
pflwglLFdE(sl )(set_son(n.i.k)(m)) cells : Array[lindex] O Node;
poi nted(l)(m End;
Var

pointed2 : LEMVA
i MJ : Enum{MJO, MJ1};
ted(| AND ?(1) AND
(2022 lea;t)i('l%ex(l))cons M CH : Enum{CHI 0, CHI 1, CH 2, CHI 3, CHl 4,
I MPLIES ~ CHI 5, CHI 6, CHI 7, CHI 8};
Q : Node;



BC : Number Of Nodes; OBC : Nunber Of Nodes;
NODES;

,L,H: 0.
J:OSO\B,K 0. . ROOTS;

Var M: Array[Node] Of NodeStruct;

Function col our (n: Node) : Col our ;
Begin Return Mn].colour; End;

Procedure set_col our (n: Node; c: Col our);
Begin Mn].colour := c; End;

Function son(n: Node;i: | ndex): Node;
Begin Return Mn].cells[i]; End;

Procedure set_son(n: Node;i: I ndex; k: Node) ;
Begin Mn].cells[i] := k; End;

Function is_root(n: Node): bool ean;
Begin Return n < ROOTS; End;

Function accessi bl e(n: Node) : bool ean;
Type
Status : Enum{TRY, UNTRI ED, TRI ED};
Var
status : Array[ Node] Of Status;
s : Node; try_again : bool ean;
Begin
For k: Node Do
status[k] :=
(is_root(k) ? TRY : UNTRI ED)
EndFor ;
try_again := true;
Wile try_again Do
try_again := false;
For k: Node Do
I f status[k] =TRY Then
For j:Index Do

s :=son(k,j);

I f status[s]=UNTRI ED Then
status[s] TRY;
try_again := true;

End;

EndFor ;
status[k] := TRIED;
End;
EndFor ;

d;
Return status[n] =TRI ED
End;

Procedure append_to_free(new free: Node);
Var
old_first_free : Node;
Begi n
old_first_free := son(0,0);
set_son(0, 0, new free);
For i:lndex Do
set_son(new free,i,old_first_free)
EndFor ;
End;

Procedure initialise_menmory();
Begin
For n: Node Do
set _col our(n, fal se);

For i:lndex Do set_son(n,i,0); EndFor;

EndFor ;
End;

Startstate

Begi n

MJ = MJO; CH := CHO;

clear Q clear BC, OBC
clear |; clear J; K:=
clear L; clear H
initialise_menmory();

End;

-- The Mitator Process --

Rul eset m Node; i:Index; n: Node Do
Rule “nutate"
MJ = MO & acceSS| bl e(n)
set_son(mi,n); n; MJ
End;
End;

Rul e “col our_target"
MJ = MJL ==>
set_colour(Qtrue); MJ:= MDO;

-- The Collector Process --

Rul e "stop_bl acken"
CH = CH 0 & K = ROOTS ==>

I :=0; CH :=CH1;
End;

Rule "bl acken"
CH = CHO & K != ROOTS ==>
set _col our (K, true);
K := K+1; CH := CHO;

End;

Rul e "stop_propagat e”
CH

CHI 1 &1 = NODES ==>
BC : =0; CH :=CH4
End;
Rul e "conti nue_propagat e"
CH =CH1 &1 != NODES ==>
CH := CH 2;
End;

Rul e "whi t e_node"
CH =CH 2 & !colour(l) ==>
I :=1+1; CH := CH1;

End;

Rul e "bl ack_node"
CHI CHI 2 & colour(l) ==>
CH : H

= CH3
End
Rul e stop col ouri ng sons"
CH = CH3 &J = SONS ==>
I :=1+1; CH := CH1;
End;

Rul e ”col our _son"
CH =CH3 &J != SONS ==>
set col our (son(l,J),true);
J :=J+1; CH := CH3;
End;

Rul e "stop_counting"
CH = CH4 & H = NODES ==>
CH :=CH®6

End;

Rul e "conti nue_counting"
CH = CH 4 & H!= NODES ==>
CH := CHI5;

Rul e "ski p_white"
CHI CH 5 & !col our (H)
H:= H1l; CH := CH 4
End;

Rul e "count _bl ack"
CHI CH 5 & colour(H ==
BC := BC+1l; H:= H+1l; CH := CH 4;
End;

Rul e "redo_propagation"
CH = CH®6 & BC!= OBC
OBC:=BC | :=0; CH

End;

Rul e "quit_propagation”
CHI CH 6 & BC = OBC ==>

; CH 1= CHT7;

L
End;

Rule "st opiappendi ng"
CHI = NODES
BC : i= 0: K:=
CHI

End;

Rul e "conti nue_appendi ng"
CH = CH7 &L != NODES ==>
CH :=CH S8

End;

Rul e "black_to_white"
CH = CH 8 & colour(L) ==>
set _col our (L, fal se);
L:= L1+l CH :=CHT7;
End;

Rul e "append_whi te"
CH = CHI8 & !colour(L) ==>
append_to_free(L);
L:= 1L+l CH :=CH7
End;
-- Specification --
Invariant "safe"
CH = CHI 8 & accessible(L) -> colour(L);



