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Abstract. We describehow the PVS verificationsystemhasbeenusedto ver-
ify a safetypropertyof a garbagecollectionalgorithm,originally suggestedby
Ben-Ari.Thesafetypropertybasicallysaysthat“nothingbut garbageis evercol-
lected”.Althoughthealgorithmis relatively simple,its parallelcompositionwith
a “user” programthat (nearly)arbitrarily modifiesthe memorymakesthe veri-
ficationquitechallenging.Thegarbagecollectionalgorithmandits composition
with the userprogramis regardedas a concurrentsystemwith two processes
working on a sharedmemory. Suchconcurrentsystemscanbeencodedin PVS
asstatetransitionsystems,very similar to the modelsof, for example,UNITY
and TLA. The algorithmis an excellent test-casefor formal methods,be they
basedon theoremproving or modelchecking.Varioushand-writtenproofsof the
algorithmhave beendeveloped,someof which arewrong.David Russinoff has
verified the algorithmin the Boyer-Moore prover, andour proof is an adaption
of this proof to PVS.We alsomodelchecka finite stateversionof thealgorithm
in theStanfordmodelchecker Murphi, andwe comparetheresultwith thePVS
verification.

1 Intr oduction

In [18], Russinoff usestheBoyer-Mooretheoremprover to verify a safetypropertyof
a garbagecollectionalgorithm,originally suggestedby Ben-Ari [1]. We will describe
how the samealgorithmcanbe formulatedin the PVS verificationsystem[16], and
we demonstratehow thesafetypropertycanbeverified.An earlierrelatedexperiment
whereweverifieda communicationprotocolin PVSis reportedin [11].

The garbagecollection algorithm,the collector, and its compositionwith a user
program,the mutator, is regardedasa concurrentsystemwith (these)two processes
workingonasharedmemory. Thememoryis basicallyastructureof nodes,eachpoint-
ing to othernodes.Someof thenodesaredefinedasroots, whicharealwaysaccessible
to themutator. Any nodethatcanbereachedfrom a root, chasingpointers,is defined
asaccessibleto themutator. Themutatorchangespointersnearlyarbitrarily, while the
collectorcontinuouslycollectsgarbage(notaccessible)nodes,andputstheminto a free
list. Thecollectorusesa colouringtechniquefor bookkeepingpurposes:eachnodehas
a colour field associatedwith it, which is eithercolouredblack if thenodeis accessi-
ble or white if not. In orderto copewith interferencebetweenthe two processes,the
mutatorcoloursthetargetnodeof theredirectionblackaftertheredirection.Thesafety



propertybasicallysaysthatnothingbut garbage is evercollected. Althoughthecollec-
tor algorithmis relatively simple,its parallelcompositionwith themutatormakesthe
verificationquitechallenging.

An initial versionof the algorithmwasfirst proposedby Dijkstra, Lamport,et al.
[7] asanexercisein organizingandverifying thecooperationof concurrentprocesses.
They describedtheirexperienceasfollows,citing [18]:

Our exercisehasnot only beenvery instructive,but at timesevenhumiliating,
as we have fallen into nearly every logical trap possible. . . It was only too
easyto designwhat looked– sometimesevenfor weeksandto many people
– like a perfectlyvalid solution,until the effort to prove it correctrevealeda
(sometimesdeep)bug.

Their solution involves threecolours.Ben-Ari’s later solution is basedon the same
algorithm,but it only usestwo colours,andtheproof is thereforesimpler. Alternative
proofsof Ben-Ari’s algorithmwerethenlaterpublishedby VandeSnepscheut[6] and
Pixley [17]. All of theseproofswereinformalpencilandpaperproofs.Ben-Ari defends
thisasfollows:

So asnot to obscurethe main ideas,the exposition is limited to the critical
facetsof the proof. A mechanicallyverifiableproof would needall sortsof
trivial invariants. . .andelementarytransformationsof our invariants(. . .with
appropriateadjustmentsof theindices).

Thesefour piecesof work, however, indeedshow the problemwith handwritten
proofs,aspointedout by Russinoff [18]; thestorygoesasfollows. Dijkstra, Lamport
et al. [7] explainedhow they (asanexampleof a “logical trap”) originally proposeda
modificationto thealgorithmwherethemutatorinstructionswereexecutedin reverse
order(colouringbeforepointerredirection).This claim was,however, wrong,but was
discoveredby theauthorsbeforetheproofreachedpublication.Ben-Ari thenlateragain
proposedthis modificationandarguedfor its correctnesswithout discoveringits flaw.
Counterexampleswerelatergivenin [17] and[6].

Furthermore,althoughBen-Ari’s algorithm(which is theonewe verify in PVS) is
correct,his proof of thesafetypropertywasflawed.Thisflaw wasessentiallyrepeated
in [17] whereit yetagainsurvivedthereview process,andwasonly discovered10years
afterwhenRussinoff detectedtheflaw duringhismechanicalproof [18]. As if thestory
was not illustrative enough,Ben-Ari alsogave a proof of a livenessproperty(every
garbagenodewill eventuallybecollected), andagain:thiswasflawedaslaterobserved
in [6]. To put thisstoryof flawedproofsinto a context, weshallcite [18]:

Our summaryof thestoryof this problemis not intendedasa negative com-
mentaryon thecapabilityof thosewho have contributedto its solution,all of
whomaredistinguishedscientists.Rather, wepresentthisexampleasanillus-
trationof theinevitability of humanerrorin theanalysisof detailedarguments
andasanopportunityto demonstratetheviability of mechanicalprogramver-
ificationasanalternative to informalproof.



We first informally describethe algorithm.Then we formalize it in PVS as a state
transitionsystemsimilar to the modelsof, for example,UNITY [5] and TLA [14].
We thenoutlinethePVSproof of thesafetyproperty;thepapercontainsthecomplete
setof invariantsandlemmasneeded,someof which appearin appendixA. Theproof
resemblescloselytheproof in [18] andhasthesameinvariants.We have alsoverified
a finite stateversionof the garbagecollector in the StanfordMurphi modelchecker
[15], andwe commenton this extra experiment.Thefull Murphi codeis containedin
appendixB.

A mainobservationis that thePVSproof is surprisinglycomplex comparedto the
sizeof thealgorithmproved.It is thereforeanexcellentcasestudyfor thedevelopment
of techniquesthat aresupposedto automatetheoremproving, for exampleinvariant
strengtheningtechniques[4, 3], andabstractiontechniques[2, 8]. In [12] wehavedoc-
umenteda refinementproof in PVSof thesamealgorithm.Anotherobservationis that
Murphi’sexecutionmodelforcedusto takesomeconcretedesigndecisions,thatcould
beleft undecidedandabstractin thePVSspecificationandproof.Also, we couldonly
verify thealgorithmfor aparticularverysmallmemorywith fixedbounds.Thefactthat
theverificationof sucha smallmemorycausesstateexplosionalsoseemsa challenge.
Theadvantageof Murphi is of coursethatit is automatic.

2 Informal Specification

In this sectionwe informally describethegarbagecollectionalgorithm.As illustrated
in figure1, thesystemconsistsof two processes,themutatorandthecollector, working
onasharedmemory.
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Fig.1. TheMutator, CollectorandSharedMemory

The Memory

Thememoryis a fixedsizearrayof nodes. In thefigurethereare5 nodes(rows)num-
bered0 – 4. Associatedwith eachnodeis an arrayof uniform lengthof cells. In the



figure thereare4 cellsper node,numbered0 – 3. A cell is henceidentifiedby a pair
of integers( � ,� ) where � is a nodenumberandwhere � is calledthe index. Eachcell
containsa pointerto a node,calledtheson. In thecaseof a LISP system,therearefor
exampletwo cells per node.In the figure we assumethat all emptycells containthe
NIL value0, hencepointsto node0. In addition,node0 pointsto node3 (becausecell
(0,0)doesso),whichin turnpointsto nodes1 and4.Hencethememorycanbethought
of asa two-dimensionalarray, the sizeof which is determinedby thepositive integer
constantsNODES andSONS. To eachnodeis associatedacolour, blackor white,which
is usedby thecollectorin identifyinggarbagenodes.

A pre-determinednumberof nodes,definedby thepositiveintegerconstantROOTS,
is definedasthe roots, andthesearekept in the initial part of the array(they maybe
thoughtof asstaticprogramvariables).In thefiguretherearetwo suchroots,separated
from therestwith adottedline. A nodeis accessibleif it canbereachedfrom arootby
following pointers,anda nodeis garbage if it is not accessible.In thefigurenodes0,
1, 3 and4 arethereforeaccessible,and2 is garbage.
Thereareonly threeoperationsby which thememorystructurecanbemodified:

– Redirecta pointertowardsanaccessiblenode.
– Changethecolourof anode.
– Appendagarbagenodeto thefreelist.

In the initial state,all pointersareassumedto be0, andnothingis assumedaboutthe
colours.

The Mutator

Themutatorcorrespondsto theuserprogramandperformsthemaincomputation.From
anabstractpointof view, it continuouslychangespointersin thememory;thechanges
being arbitrary except for the fact that a cell can only be set to point to an already
accessiblenode.In changinga pointerthe “previously pointed-to”nodemay become
garbage,if it is not accessiblefrom the roots in somealternative way. In the figure,
any cell canhencebe modifiedby the mutatorto point to anything elsethan2. One
shouldthink thatonly accessiblecellscouldbemodified,but thealgorithmcanin fact
beprovedsafewithout that restriction.Hencethe lessrestrictedcontext aspossibleis
chosen.Thealgorithmis asfollows:

1. Selectanode� , anindex � , andanaccessiblenode� , andassign� to cell ( � ,� ).
2. Colournode� black.Returnto step1.

Eachof thetwo stepsareregardedasatomicinstructions.

The Collector

Thecollector’spurposeis purelyto collectgarbagenodes,andput theminto a freelist,
from whichthemutatormaythenremovethemasthey areneededduringdynamicstor-
ageallocation.Associatedwith eachnodeis a colourfield, thatis usedby thecollector



duringit’s identificationof garbagenodes.Basicallyit coloursaccessiblenodesblack,
andata certainpoint it collectsall whitenodes,whicharethengarbage,andputsthem
into the free list. Figure1 illustratesa situationat sucha point: only node2 is white
sinceonly thisoneis garbage.Thecollectoralgorithmis asfollows:

1. Coloureachrootblack.
2. Examineeachpointerin succession.If thesourceis blackandthetarget is white,

colourthetargetblack.
3. Counttheblacknodes.If theresultexceedsthepreviouscount(or if therewasno

previouscount),returnto step2.
4. Examineeachnodein succession.If a nodeis white,appendit to thefreelist; if it

is black,colourit white.Thenreturnto step1.

Steps1–3constitutesthemarkingphaseandit’spurposeis to blackenall accessible
nodes.Eachiterationwithin eachstepis regardedasanatomicinstruction.Hence,for
example,steptwo consistsof severalatomicinstructions,eachcounting(or not)asingle
node.

The Corr ectnessCriteria

Thesafetypropertywe wantto verify is thefollowing: No accessiblenodeis ever ap-
pendedto the freelist. In [18], the following livenesspropertyis alsoverified:Every
garbagenodeis eventuallycollected. As in ourpreviouswork with a protocolverifica-
tion in PVSandMurphi [11], wehavefocusedonly onsafety, sincealreadythisrequires
aneffort worth reducing.

3 Formalization in PVS

We have followedthe formalizationof thealgorithmin [18] asmuchaspossible;we
have for exampleusedthesamenamesfor mostof theconceptsintroduced.This was
donein orderto createa betterbasisfor comparison,andto avoid introducingerrors
ourself.Wedid in factconsiderreducingthenumberof atomicinstructionsin Rusinoff ’s
formalization,sincethereseemsto be morethanin the informal algorithm(someof
themare“just” test-and-gotoinstructions).However, with nochangeswefeelbeingon
“safeground”.

3.1 The Memory

BasicMemory Operations Thememorytypeis introducedin atheory, parameterized
with thememoryboundaries,seethefigure2below. Thatis,NODES,SONS, andROOTS
definerespectively thenumberof nodes(rows),thenumberof sons(columns/cells)per
node,andthenumberof nodesthatareroots.They mustall bepositivenaturalnumbers
(differentfrom � ). Thereis alsoanobviousassumptionthatROOTS is not biggerthan
NODES.

TheMemory typeis definedasanabstract(non-empty)typeuponwhichaconstant
andfour functionsaredefinedusingtheAXIOM construct(an alternative would have



Memory[NODES:posnat,SONS:posnat,ROOTS:posnat] : THEORY
BEGIN
ASSUMING
roots_within : ASSUMPTION ROOTS <= NODES

ENDASSUMING

Memory : TYPE+
NODE : TYPE = nat
INDEX : TYPE = nat
Node : TYPE = � n : NODE | n < NODES �
Index : TYPE = � i : INDEX | i < SONS �
Root : TYPE = � r : NODE | r < ROOTS �
Colour : TYPE = bool

null_array : Memory
colour : [NODE -> [Memory -> Colour]]
set_colour : [NODE,Colour -> [Memory -> Memory]]
son : [NODE,INDEX -> [Memory -> NODE]]
set_son : [NODE,INDEX,NODE -> [Memory -> Memory]]

m : VAR Memory
n,n1,n2,k : VAR Node
i,i1,i2 : VAR Index
c : VAR Colour

mem_ax1 : AXIOM son(n,i)(null_array) = 0

mem_ax2 : AXIOM colour(n1)(set_colour(n2,c)(m)) =
IF n1=n2 THEN c ELSE colour(n1)(m) ENDIF

mem_ax3 : AXIOM colour(n1)(set_son(n2,i,k)(m)) = colour(n1)(m)

mem_ax4 : AXIOM son(n1,i1)(set_son(n2,i2,k)(m)) =
IF n1=n2 AND i1=i2 THEN k ELSE son(n1,i1)(m) ENDIF

mem_ax5 : AXIOM son(n1,i)(set_colour(n2,c)(m)) = son(n1,i)(m)
END Memory

Fig.2. TheMemory

beento definethememoryexplicitly asa functionfrom pairsof nodesandindexesto
nodes).First, however, sometypesof nodes,indexesandrootsaredefined.The types
NODE andINDEX aredefinedjustby thenaturalnumbers.Ourfunctionswill beapplied
to argumentsof thesetypes.

ThetypesNode andIndex aretheconstrainedversionswhereonly naturalnum-
bersbelow respectively NODES and SONS are considered.Theselatter constrained
typesareusedin axiomswhereuniversallyquantifiedvariablesrangeover them:we
only want our functionsto behave correctlywithin the boundariesof the memory. In
additionthetypeColour representsblack with TRUE andwhitewith FALSE.

Thereasonfor not usingtheconstrainedtypesin thesignaturesof functionsis that
if wedid, thePVStypecheckerwouldgenerateTCC’s thatwecouldnotprovewithout
consideringtheexecutiontracesthat leadto theapplicationof thesefunctions.In fact,
someof the invariantsthat we shall later prove statesexactly that thesefunctionsare
indeedonly appliedto valuesthat lie within theconstrainedtypes.If onereally wants
to catchsuch“errors” usingtypechecking,thenoneneedsto definea subtypeof well-
formedstatesof thestatetypethatwelaterwill introduce.This,however, is notsimple,



andmay involve strengtheningof this well-formednesspredicateduring the proof of
TCC’s.We ratherpreferto have a PVSspecificationtypecheckedquickly without too
deepproofs.

Thememoryis readandmodifiedvia four functions,anda constantnull array
representstheinitial memorycontaining0 in all memorycells(axiommem ax1). The
functioncolour returnsthe colourof a node.The functionset colour assignsa
colour to a node.The functionson returnsthe pointercontainedin a particularcell.
Thatis, theexpressionson(n,i)(m) returnsthepointercontainedin thecell identi-
fied by noden andindex i. Finally, thefunctionset son assignsa pointerto a cell.
That is, theexpressionset son(n,i,k)(m) returnsthememorym updatedin cell
(n,i) to contain(a pointerto node)k.

AccessibleNodes In this sectionwe definewhatit meansfor a nodeto beaccessible.
First,however, we introducesomefunctionson lists (figure3).

List_Functions[T:TYPE+] : THEORY
BEGIN
last(l:list[T]|cons?(l)) : RECURSIVE T =
IF length(l)=1 THEN car(l) ELSE last(cdr(l)) ENDIF
MEASURE length(l)

last_index(l:list[T]|cons?(l)) : nat = length(l)-1

suffix(l:list[T],n:nat |n < length(l)) : RECURSIVE list[T] =
IF n=0 THEN l ELSE suffix(cdr(l),n-1) ENDIF
MEASURE length(l)

last_occurrence(x:T,l:list[T] | member(x,l)):nat =
epsilon! (idx:nat):
idx <= last_index(l) AND nth(l,idx) = x AND
(idx < last_index(l) IMPLIES NOT member(x,suffix(l,idx+1)))

END List_Functions

Fig.3. List Functions

The function last returnsthe last elementof a non-emptylist, while the func-
tionlast index returnstheindex of thelastelementin a list. Sofor exampleif l =
cons(5,cons(7,cons(9,null))), thenlast(l) = 9 andlast index(l)
= 2. Theothertwo functionsareusedonly in theproof: onetakingthesuffix of a list
and the other returningthe index of the last occurrenceof a given elementin a list,
assumingit exists.Thenext theory(figure4) definesthefunctionaccessible.

Thefunctionpoints to defineswhat it meansfor onenode,n1, to point to an-
other,n2, in thememorym. Thefunctionpointed is apredicateonlistsof nodes,and
is TRUE for a list if for any two successive nodesin thelist, thefirst pointsto thenext
in thememory. Thefunctionpath is alsoapredicateonlistsof nodes,andisTRUE for
a list if thatlist representsa non-emptypointedlist startingwith a root.Finally, a node
is accessible if it is thelastelementin somepath.



Memory_Functions[NODES:posnat,SONS:posnat,ROOTS:posnat] : THEORY
BEGIN
ASSUMING
roots_within : ASSUMPTION ROOTS <= NODES

ENDASSUMING
IMPORTING List_Functions
IMPORTING Memory[NODES,SONS,ROOTS]

m : VAR Memory

points_to(n1,n2:NODE)(m):bool =
n1 < NODES AND n2 < NODES AND EXISTS (i:Index): son(n1,i)(m)=n2

pointed(p:list[Node])(m):bool =
length(p) >= 2 IMPLIES

FORALL (i:nat|i<last_index(p)): points_to(nth(p,i),nth(p,i+1))(m)

path(p:list[Node])(m):bool =
cons?(p) AND car(p) < ROOTS AND pointed(p)(m)

accessible(n:NODE)(m):bool =
EXISTS (p:list[Node]) : path(p)(m) AND last(p) = n

...
END Memory_Functions

Fig.4. ThePredicateaccessible

Appending Garbage Nodes In this sectionwe definethe operationfor appending
a garbagenodeto the list of free nodes,that can be allocatedby the mutator. This
operationwill bedefinedabstractly, assumingaslittle aspossibleaboutit’s behavior.
Note that, sincethe free list is supposedto be part of the memory, we could easily
havedefinedthisoperationin termsof thefunctionsson andset son, but thiswould
have requiredthat we took somedesigndecisionsasto how the list wasrepresented
(for examplewheretheheadof thelist shouldbeandwhethernew elementsshouldbe
addedfirst or last).

Thedefinitionsin figure5 belongto thetheoryMemory Functions thatwe in-
troducedpartof in figure4.

First of all, thepredicateclosed holdsfor a memory, if no pointerpointsoutside
the memory. The functionappend to free is definedby four axioms,having the
following informalexplanation:

append ax1 Theappendingoperationleavescoloursunchanged.
append ax2 Theappendingoperationreturnsaclosedmemorywhenappliedtoasuch.
append ax3 In appendingagarbagenode,only thatnodebecomesaccessible,andthe

accessibilityof all othernodesstayunchanged.
append ax4 In appendinga garbagenode,no pointerfrom any othergarbagenodeis

altered.

3.2 The Mutator and the Collector

Themutatorandthecollectorareintroducedin thetheoryGarbage Collector in
figure6. First of all, eachprocesshasa programcounter;the programcounterof the



m : VAR Memory
n,f : VAR Node
i : VAR Index

closed(m):bool =
FORALL (n:Node): FORALL (i:Index): son(n,i)(m) < NODES

append_to_free : [NODE -> [Memory -> Memory]]

append_ax1 : AXIOM colour(n)(append_to_free(f)(m)) = colour(n)(m)

append_ax2 : AXIOM closed(m) IMPLIES closed(append_to_free(f)(m))

append_ax3 : AXIOM (NOT accessible(f)(m)) IMPLIES
(accessible(n)(append_to_free(f)(m)) IFF
(n=f OR accessible(n)(m)))

append_ax4 : AXIOM (NOT accessible(f)(m) AND NOT accessible(n)(m) AND n /= f)
IMPLIES

son(n,i)(append_to_free(f)(m)) = son(n,i)(m)

Fig.5. Theappend to free Operation

mutatorrangesover the typeMuPC having two values,while the programcounterof
thecollectorrangesover the typeCoPC having ninevalues.Thestatetype is defined
asarecordtype,whichcontainstheprogramcounters,thememoryM, anda numberof
otherauxiliaryvariables(theQ variableis usedby themutator, while BC, OBC, H, I, J,
K andL areusedby thecollectoraswill beexplainedbelow). Theinitial valuesof the
statevariablesaredefinedby thepredicateinitial.

Now, themutatorandthecollectorareeachdefinedasa transitionrelation,beinga
predicateon pairsof states.Hence,for exampleif MUTATOR(s1,s2) holdsfor two
statess1 ands2, it meansthatstartingin states1, themutatorcanmake a transition
into states2. We shallbelow show thedetailsof thesedefinitions.

Theglobaltransitionrelationfor thewholesystem,callednext, is thendefinedas
thedisjunctionbetweenthemutatorandthecollector:in eachstep,eitherthemutator
makesa move,or thecollectordoes.This correspondsto aninterleaving semanticsof
concurrency.

It is finally possibleto definewhat is a trace of thesystem:it is a sequence� of
stateswherethefirst statesatisfiestheinitial predicate,andwhereany two consec-
utivestatesarerelatedby thenext relation.

The Mutator Themutatorhastwo possibletransitions,eachdefinedasa functionthat
whenappliedto an old stateyields a new state(figure 7). MUTATOR(s1,s2) then
holdsfor two statess1 ands2, if s2 canbeobtainedfrom s1, by applyingoneof the
rules.

Eachtransitionfunction is definedin termsof an IF-THEN-ELSE expression,
wheretheconditionrepresentstheguardof thetransition(thesituationwherethetran-
�

A sequencein PVSis modeledasa functionfrom naturalnumbersto thetypeof thesequence
elements,in this caseState. Hencea sequencehererepresentsan infinite enumerationof
states.Sequencesaredefinedaspartof thePVSprelude.



Garbage_Collector[NODES:posnat,SONS:posnat,ROOTS:posnat] : THEORY
BEGIN
ASSUMING
roots_within : ASSUMPTION ROOTS <= NODES

ENDASSUMING
IMPORTING Memory_Functions[NODES,SONS,ROOTS]

MuPC : TYPE = � MU0,MU1 �
CoPC : TYPE = � CHI0,CHI1,CHI2,CHI3,CHI4,CHI5,CHI6,CHI7,CHI8 �
State : TYPE =

[# MU : MuPC, CHI : CoPC, Q : NODE, BC : nat, OBC : nat,
H : nat, I : nat, J : nat, K : nat, L : nat, M : Memory #]

s,s1,s2 : VAR State

initial(s):bool =
MU(s) = MU0 & CHI(s) = CHI0 & Q(s) = 0 & BC(s) = 0 & OBC(s) = 0 &
H(s) = 0 & I(s) = 0 & J(s) = 0 & K(s) = 0 & L(s) = 0 & M(s) = null_array

...

MUTATOR(s1,s2):bool = ...

COLLECTOR(s1,s2):bool = ...

next(s1,s2):bool = MUTATOR(s1,s2) OR COLLECTOR(s1,s2)

trace(seq:sequence[State]):bool =
initial(seq(0)) AND FORALL (n:nat):next(seq(n),seq(n+1))

END Garbage_Collector

Fig.6. TheGarbageCollectorComponents

sition maymeaningfullybeapplied),andwheretheELSE part returnstheunchanged
state,in casetheguardis false	 .

TheRule mutate rulerepresentsthemodificationof apointer. It is parameterized
with thecell (m,i) to modify, andthenodethatthis cell shouldhereafterpoint to,n.
Theseparametersarethenexistentiallyquantifiedover in thedefinitionof MUTATOR,
correspondingto a non-deterministicchoice
 of m, i andn. Therule readsasfollows:
The valuesm, i andn arearbitrarily selected.If the programcounteris MU0, andif
the targetnoden is accessible,thenthe memoryM in the stateis updated;Q is setto
point to thenew targetnode,andfinally theprogramcounteris changedto MU1. The
rule Rule colour target simply coloursthe target (now pointedto by Q) of the
mutation,andreturnscontrolto MU0, enablinganothermutation.

�
Thisallows for stutteringwhererulesareappliedwithoutchangingthestate.If doneinfinitely
often our systemwould never progress.Oneway to avoid suchbehavior is to imposecer-
tain fairnessconstraintson executiontraces.We shall,however, not do this sincewe areonly
interestedin verifying safetyproperties,wheresuchproblemsplayno role.�
Theway we modelthis non-deterministicchoiceis quitedifferentfrom theway it is modeled
in [18], wherethestateis extendedwith anextracomponentwhichrepresentsall theunknown
factors that influencethechoice. Therearethenspecialtransitionsto updatethiscomponent.



% MU0 : Redirect arbitrary pointer.

Rule_mutate(m:Node,i:Index,n:Node)(s):State =
IF MU(s) = MU0 AND accessible(n)(M(s)) THEN
s WITH [M := set_son(m,i,n)(M(s)), Q := n, MU := MU1]

ELSE s ENDIF

% MU1 : Colour target of redirection.

Rule_colour_target(s):State =
IF MU(s) = MU1 THEN

s WITH [M := set_colour(Q(s),TRUE)(M(s)), MU := MU0]
ELSE s ENDIF

% -----------------------
% Combining MUTATOR Rules
% -----------------------

MUTATOR(s1,s2):bool =
(EXISTS (m:Node,i:Index,n:Node): s2 = Rule_mutate(m,i,n)(s1))
OR s2 = Rule_colour_target(s1)

Fig.7. TheMutatorTransitions

The Collector Thecollector(figures8, 9, and10) usestheauxiliary variablesBC and
OBC for countingblacknodes,andH, I, J, K andL for controllingloops.Theprogram
counterrangesover thevaluesCHI0 to CHI8.

The Marking Phase(CHI0 . . .CHI6)

Root Blackening (CHI0) At CHI0 all the rootsfrom 0 to ROOTS-1 areblackened.
ThevariableK, having theinitial value0, is usedto loopthroughtheroots.As soon
astherootshave beenblackened(K = ROOTS), thepropagationphaseis started
by settingtheprogramcounterto CHI1.

Propagation(CHI1, CHI2, CHI3) Hereall nodesfrom0 toNODES-1 reachablefrom
arootvia apointerareblackened.ThevariableI, having theinitial value0, is used
to loop throughthe nodes.At CHI2 it is examinedwhetherthe currentnodeis
black.If not, it is just skipped,andI is increased.If it is black,thenatCHI3, all
thesonsof I areblackened,usingthevariableJ to rangeover indexes.WhenI =
NODES, all nodeshavebeenprocessed,andthecountingphaseis startedby setting
theprogramcounterto CHI4.

Counting (CHI4, CHI5, CHI6) At CHI4 andCHI5, theblacknodesarecountedin
thevariableBC. ThevariableH, having theinitial value0, is usedto loop through
thenodes.Whentheblacknodeshave beencounted,in CHI6, thenew countBC
is comparedto thepreviouscountwhich is storedin OBC (old blackcount).If they
differ, then the propagationphaseis restartedby settingthe programcounterto
CHI1. If they areequal,theappendingphaseis startedatCHI7.

The AppendingPhase(CHI7, CHI8) Hereall white nodesareappendedto the free
list, while all black nodesare just colouredwhite. The variableL, having the initial
value0, is usedto loop throughthenodes.



% -------------
% Blacken Roots
% -------------

% CHI0 : Blacken.

Rule_stop_blacken(s):State =
IF CHI(s) = CHI0 AND K(s) = ROOTS THEN
s WITH [I := 0, CHI := CHI1]

ELSE s ENDIF

Rule_blacken(s):State =
IF CHI(s) = CHI0 AND K(s) /= ROOTS THEN
s WITH [M := set_colour(K(s),TRUE)(M(s)), K := K(s) + 1, CHI := CHI0]

ELSE s ENDIF

% -------------------
% Propagate Colouring
% -------------------

% CHI1 : Decide whether to continue propagating.

Rule_stop_propagate(s):State =
IF CHI(s) = CHI1 AND I(s) = NODES THEN
s WITH [BC := 0, H := 0, CHI := CHI4]

ELSE s ENDIF

Rule_continue_propagate(s):State =
IF CHI(s) = CHI1 AND I(s) /= NODES THEN
s WITH [CHI := CHI2]

ELSE s ENDIF

% CHI2 : (Continue) Check whether node is black.

Rule_white_node(s):State =
IF CHI(s) = CHI2 AND NOT colour(I(s))(M(s)) THEN
s WITH [I := I(s) + 1, CHI := CHI1]

ELSE s ENDIF

Rule_black_node(s):State =
IF CHI(s) = CHI2 AND colour(I(s))(M(s)) THEN
s WITH [J := 0, CHI := CHI3]

ELSE s ENDIF

% CHI3 : (Node is black) Colour each son.

Rule_stop_colouring_sons(s):State =
IF CHI(s) = CHI3 AND J(s) = SONS THEN
s WITH [I := I(s) + 1, CHI := CHI1]

ELSE s ENDIF

Rule_colour_son(s):State =
IF CHI(s) = CHI3 AND J(s) /= SONS THEN
s WITH [M := set_colour(son(I(s),J(s))(M(s)),TRUE)(M(s)),

J := J(s) + 1, CHI := CHI3]
ELSE s ENDIF

% -----------------
% Count Black Nodes
% -----------------

Fig.8. CollectorTransitions(a)



% CHI4 : Decide whether to continue counting.

Rule_stop_counting(s):State =
IF CHI(s) = CHI4 AND H(s) = NODES THEN
s WITH [CHI := CHI6]

ELSE s ENDIF

Rule_continue_counting(s):State =
IF CHI(s) = CHI4 AND H(s) /= NODES THEN
s WITH [CHI := CHI5]

ELSE s ENDIF

% CHI5 : (Continue) Count one up if black.

Rule_skip_white(s):State =
IF CHI(s) = CHI5 AND NOT colour(H(s))(M(s)) THEN
s WITH [H := H(s) + 1, CHI := CHI4]

ELSE s ENDIF

Rule_count_black(s):State =
IF CHI(s) = CHI5 AND colour(H(s))(M(s)) THEN
s WITH [BC := BC(s) + 1, H := H(s) + 1, CHI := CHI4]

ELSE s ENDIF

% CHI6 : Compare BC and OBC.

Rule_redo_propagation(s):State =
IF CHI(s) = CHI6 AND BC(s) /= OBC(s) THEN
s WITH [OBC := BC(s), I := 0, CHI := CHI1]

ELSE s ENDIF

Rule_quit_propagation(s):State =
IF CHI(s) = CHI6 AND BC(s) = OBC(s) THEN
s WITH [L := 0, CHI := CHI7]

ELSE s ENDIF

% -------------------
% Append to Free List
% -------------------

% CHI7 : Decide whether to continue appending.

Rule_stop_appending(s):State =
IF CHI(s) = CHI7 AND L(s) = NODES THEN
s WITH [BC := 0, OBC := 0, K := 0, CHI := CHI0]

ELSE s ENDIF

Rule_continue_appending(s):State =
IF CHI(s) = CHI7 AND L(s) /= NODES THEN
s WITH [CHI := CHI8]

ELSE s ENDIF

% CHI8 : (Continue) Append if white.

Rule_black_to_white(s):State =
IF CHI(s) = CHI8 AND colour(L(s))(M(s)) THEN
s WITH [M := set_colour(L(s),FALSE)(M(s)), L := L(s) + 1,CHI := CHI7]

ELSE s ENDIF

Rule_append_white(s):State =
IF CHI(s) = CHI8 AND NOT colour(L(s))(M(s)) THEN
s WITH [M := append_to_free(L(s))(M(s)), L := L(s) + 1, CHI := CHI7]

ELSE s ENDIF

Fig.9. CollectorTransitions(b)



% -------------------------
% Combining COLLECTOR Rules
% -------------------------

COLLECTOR(s1,s2):bool =
s2 = Rule_stop_blacken(s1)

OR s2 = Rule_blacken(s1)
OR s2 = Rule_stop_propagate(s1)
OR s2 = Rule_continue_propagate(s1)
OR s2 = Rule_white_node(s1)
OR s2 = Rule_black_node(s1)
OR s2 = Rule_stop_colouring_sons(s1)
OR s2 = Rule_colour_son(s1)
OR s2 = Rule_stop_counting(s1)
OR s2 = Rule_continue_counting(s1)
OR s2 = Rule_skip_white(s1)
OR s2 = Rule_count_black(s1)
OR s2 = Rule_redo_propagation(s1)
OR s2 = Rule_quit_propagation(s1)
OR s2 = Rule_stop_appending(s1)
OR s2 = Rule_continue_appending(s1)
OR s2 = Rule_black_to_white(s1)
OR s2 = Rule_append_white(s1)

Fig.10.CollectorTransitions(c)

4 Theorem Proving in PVS

In this sectionwe outlinetheproof of correctnessfor thegarbagecollectoralgorithm.
First,weformulatein PVSwhatit meansfor thecollectortobesafe.Wethenoutlinethe
techniquewehaveappliedto mastertherelatively big sizeof theproof.This technique
seemsgeneralandusefulfor verifying safetypropertiessinceit dividestheproof into
manageablelemmas.Thenwe introducesomeauxiliary functions(concepts)that are
neededduring the proof; andfinally, we outline the proof itself by listing the needed
invariants.

4.1 Formulating the SafetyProperty

Let usrecallthesafetyproperty:noaccessiblenodeis everappendedto thefreelist. As
canbeseenfrom thecollectoralgorithmin figure9, theappend to free operation
is only appliedat locationCHI8 (in therule Rule append white). It is appliedto
thenodeL(s), but only if thisnodeis white:NOT colour(L(s))(M(s)). Hence,
thecorrectnesscriteriacanbestatedas:Whenever theprogramcounteris CHI8, and
L is accessible, thenL is black (andwill hencenot beappended).This is statedin the
theoryin figure11.

Thetheorydefinestwo predicatesandatheorem:thecorrectnesscriteria.Thepred-
icateinvariant takesasargumenta predicatep on states(pred[State] is short
for the function space[State -> bool]). It returnsTRUE if for any execution
tracetr of theprogram:thepredicatep holdsin everypositionof thattrace.Thesafety
propertywewantto verify is definedby thepredicatesafe. Thecorrectnesscriteriais
thendefinedby the theoremnamedsafe. Thedots... in the theoryrefersto extra



Garbage_Collector_Proof[NODES:posnat,SONS:posnat,ROOTS:posnat] : THEORY
BEGIN
ASSUMING
roots_within : ASSUMPTION ROOTS <= NODES

ENDASSUMING
IMPORTING Garbage_Collector[NODES,SONS,ROOTS]

invariant(p:pred[State]):bool =
FORALL (tr:(trace)): FORALL (n:nat):p(tr(n))

...
safe(s:State):bool =
CHI(s) = CHI8 AND accessible(L(s))(M(s)) IMPLIES colour(L(s))(M(s))

safe : THEOREM invariant(safe)
END Garbage_Collector_Proof

Fig.11.TheSafetyProperty

invariantsthatweneededto add(andprove),in orderto provesafe (via whatwecall
invariantstrengthening).

4.2 The Proof Technique

We now sketch the principle behindthe proof techniquewe applied.All definitions
thatfollow aredefinedin thetheoryGarbage Collector Proof, which we show
partof in figure11. Thepredicatewe want to prove true in all accessiblestatesis the
predicatesafe of figure11. However, this invariantneedsto begreatlystrengthened
(extended)in order to be provable.This extensionwill be discoveredin a stepwise
mannerduringtheproof,andnotatonce.

In principle we could then just go aheadwith the proof andextendthe invariant
wheneverwefind it necessary. Thisdoes,however, in general(for non-trivial examples)
leadto abig andunhandyinvariant.Also, if wekeepextendingtheinvariantasweneed,
wehavetostoptheproverfor eachextension(sincewenow modifyoneof theformulae)
andthenredowhat we alreadyhadsucceededwith. This turnsout to be painful and
unnecessary. Instead,wesplit theinvariantinto lemmasasshallbeillustratedbelow.

Thetechniqueallows in additionthe(proofsof) sub-invariantsto mutuallydepend
oneachotherin acircularway. For example,supposethatwewanttoprovetheinvariant

� , andthatwe discover thatwe needto prove



	 first, andthat furthertheproof of



	

dependson the truthnessof


� . Of coursethis is not a problemif we simply proved

that the conjunction


�
� 


	 is an invariant.However, as just stated,we don’t want
to work with this (potentiallybig) conjunct,and the proofsof



� and



	 have to be

split into lemmasin sucha way that this recursionis allowed (note that PVS does
not directly allow two lemmasto refer to eachother– in their proofsthat is). Figure
12 outlines(an illustrative subsetof) the definitionsand lemmasthat we add to the
Garbage Collector Proof theoryin figure11.

ThefunctionsIMPLIES and& arejust thecorrespondingbooleanoperatorslifted
to work onstatepredicates.Next, wedefinethepredicatepreserved, with whichwe
canstatethata propertyp is inductive wrt. our program— relative to someinvariant
I. That is, theexpressionpreserved(I)(p) is trueif thepredicatep is truein the



Garbage_Collector_Proof[NODES:posnat,SONS:posnat,ROOTS:posnat] : THEORY
BEGIN
...
IMPLIES(p1,p2:pred[State]):bool = FORALL (s:State): p1(s) IMPLIES p2(s);

&(p1,p2:pred[State]):pred[State] = LAMBDA (s:State): p1(s) AND p2(s)

preserved(I:pred[State])(p:pred[State]):bool =
(initial IMPLIES p) AND
FORALL (s1,s2:State): I(s1) AND p(s1) AND next(s1,s2) IMPLIES p(s2)

s : VAR State

inv1(s):bool = ...
inv2(s):bool = ...
I : pred[State]
pi : [pred[State] -> bool] = preserved(I)

i_inv1 : LEMMA I IMPLIES inv1
i_inv2 : LEMMA I IMPLIES inv2
i_safe : LEMMA I IMPLIES safe
p_inv1 : LEMMA pi(inv1)
p_inv2 : LEMMA pi(inv2)
p_safe : LEMMA pi(safe)
p_I : LEMMA pi(I)
correct : LEMMA invariant(I)

END Garbage_Collector_Proof

Fig.12.TheProof

initial state,andif p is preservedby the next-steprelation,undertheassumptionthat
thepropertyI holdsin thepre-state.

Now welet thisI bedefinedasunknown, andletpi beaninstantiationof preserved
with thisI. ThisI is now supposedto representtheunknownfinal invariantthatweare
lookingfor. For eachnew invariantweadd(likeinv1 andinv2 – thereare19in total),
weaddthreedeclarations:thedefinitionof theinvariantpredicate(fx. inv1); a lemma
statingthatthis invariantis impliedby I (fx. i inv1), andfinally thatthepredicateis
inductive(fx. p inv1) � . Thenduringtheproofof any pi(...) lemma,wecanrefer
to all the(up to thatpoint introduced)invariantsvia theI IMPLIES ... lemmas.

Finally, whenall invariantshavebeendiscovered(nonew areneeded),wecandefine
I astheconjunctionof all theintroducedinvariants– thereare19 in ourcase,however
inv13, inv16 andsafe arelogically impliedby therest:

I : pred[State] = inv1 & inv2 & inv3 & inv4 & inv5 & inv6 & inv7 & inv8
& inv9 & inv10 & inv11 & inv12 & inv14 & inv15 & inv17 & inv18 & inv19

With this definition all the I IMPLIES ... lemmascan now be proved. Fur-
thermore,we canprove the pi(I) lemma,which directly leadsto the proof of the
invariant(I) lemma,whichagainleadsto thecorrectnessof theinvariant(safe)
lemma,andwearedone.

Theverificationof theprotocolhasbeenautomatedasfar aspossibleby defining
a setof tactics.Onecansaythat the proof of the 20 invariantsis (almost)automated
�

It turnsout thatsomeinvariantsarelogical consequencesof others,andthat for thesewe can
avoid reasoningaboutthetransitionrelationandjustprove theimplication.



“up to” lemmas.That is: if someinvariantis provablegivenexplicitly asassumptions
the other invariantsand lemmasit dependson, then it is proved automaticallyusing
a single tactic.The obtainedlevel of automatizationcould be achieved only because
of theflexibility providedby thePVSdecisionprocedures.Whenwe sayalmostauto-
mated,it meansthatin somefew cases,weneededto assisttheprover– alwaysbecause
thePVS(inst?) commanddid notgetinstantiationsright. Theprogramcontains20
transitions,andwith 20 invariantsthisgives400(20*20)proofs,andof these6 needed
manualassistance(two transitionsin theproof of inv15 andfour in inv17), corre-
spondingto ������� % automatization.It shouldthoughbesaidthattheproofsof lemmas
aboutauxiliary functionswerein generalnotautomatic.

Memory_Observers[NODES:posnat,SONS:posnat,ROOTS:posnat] : THEORY
BEGIN
ASSUMING
roots_within : ASSUMPTION ROOTS <= NODES

ENDASSUMING
IMPORTING Memory_Functions[NODES,SONS,ROOTS]

m : VAR Memory

<(p1,p2:[NODE,INDEX]):bool =
LET n1 = PROJ_1(p1), i1 = PROJ_2(p1), n2 = PROJ_1(p2), i2 = PROJ_2(p2) IN

n1 < n2 OR (n1 = n2 AND i1 < i2);

<=(p1,p2:[NODE,INDEX]):bool = p1 < p2 OR p1 = p2

blacks(l,u:NODE)(m) : RECURSIVE nat =
IF l < u AND l < NODES THEN

IF colour(l)(m) THEN 1 ELSE 0 ENDIF + blacks(l+1,u)(m)
ELSE 0 ENDIF
MEASURE abs(u-l)

black_roots(u:NODE)(m):bool = FORALL (r:Root| r < u): colour(r)(m)

bw(n:NODE,i:INDEX)(m):bool =
n < NODES AND i < SONS AND colour(n)(m) AND NOT colour(son(n,i)(m))(m)

exists_bw(n1:NODE,i1:INDEX,n2:NODE,i2:INDEX)(m):bool =
EXISTS (n:Node,i:Index):
bw(n,i)(m) AND NOT (n,i) < (n1,i1) AND (n,i) < (n2,i2)

propagated(m):bool = NOT exists_bw(0,0,NODES,0)(m)

blackened(l:NODE)(m):bool =
FORALL (n:Node|l <= n): accessible(n)(m) IMPLIES colour(n)(m)

END Memory_Observers

Fig.13.Auxiliary Functions

Duringtheproof,acollectionof auxiliary functions� areneeded,mostlyin orderto
formulatethenew invariants,thatareintroducedto prove theoriginal invariant.These
functionsareintroducedin figure13.

�
Thesefunctionswerenot spelledout in [18], althoughtheir informaldescriptionsweregiven.
Furthermore,nopropertiesaboutthesefunctionswerepresented.



inv1(s) :bool = I(s) <= NODES AND ((CHI(s)=CHI2 OR CHI(s)=CHI3)
IMPLIES I(s) < NODES)

inv2(s) :bool = J(s) <= SONS

inv3(s) :bool = K(s) <= ROOTS

inv4(s) :bool = H(s) <= NODES AND (CHI(s)=CHI5 IMPLIES H(s) < NODES) AND
(CHI(s)=CHI6 IMPLIES H(s) = NODES)

inv5(s) :bool = L(s) <= NODES AND (CHI(s)=CHI8 IMPLIES L(s) < NODES)

inv6(s) :bool = Q(s) < NODES

inv7(s) :bool = closed(M(s))

inv8(s) :bool = (CHI(s)=CHI4 OR CHI(s)=CHI5)
IMPLIES BC(s) <= blacks(0,H(s))(M(s))

inv9(s) :bool = CHI(s)=CHI6 IMPLIES BC(s) <= blacks(0,NODES)(M(s))

inv10(s):bool = (CHI(s)=CHI0 OR CHI(s)=CHI1 OR CHI(s)=CHI2 OR CHI(s)=CHI3)
IMPLIES OBC(s) <= blacks(0,NODES)(M(s))

inv11(s):bool = (CHI(s)=CHI4 OR CHI(s)=CHI5 OR CHI(s)=CHI6)
IMPLIES OBC(s) <= BC(s) + blacks(H(s),NODES)(M(s))

inv12(s):bool = BC(s) <= NODES

inv13(s):bool = CHI(s)=CHI6 IMPLIES OBC(s) <= BC(s)

inv14(s):bool = (CHI(s)=CHI0 OR CHI(s)=CHI1 OR CHI(s)=CHI2 OR CHI(s)=CHI3 OR
CHI(s)=CHI4 OR CHI(s)=CHI5 OR CHI(s)=CHI6) IMPLIES
black_roots(IF CHI(s)=CHI0 THEN K(s) ELSE ROOTS ENDIF)(M(s))

inv15(s):bool = FORALL (n:Node,i:Index):
(((CHI(s)=CHI1 OR CHI(s)=CHI2 OR CHI(s)=CHI3) AND
blacks(0,NODES)(M(s)) = OBC(s) AND
(n,i) < (I(s),IF CHI(s)=CHI3 THEN J(s) ELSE 0 ENDIF) AND
bw(n,i)(M(s)))
IMPLIES (MU(s)=MU1 AND son(n,i)(M(s))=Q(s)))

inv16(s):bool = ((CHI(s)=CHI1 OR CHI(s)=CHI2 OR CHI(s)=CHI3) AND
blacks(0,NODES)(M(s)) = OBC(s) AND
exists_bw(0,0,I(s),IF CHI(s)=CHI3 THEN J(s) ELSE 0 ENDIF)(M(s)))
IMPLIES MU(s)=MU1

inv17(s):bool = ((CHI(s)=CHI1 OR CHI(s)=CHI2 OR CHI(s)=CHI3) AND
blacks(0,NODES)(M(s)) = OBC(s) AND
exists_bw(0,0,I(s),IF CHI(s)=CHI3 THEN J(s) ELSE 0 ENDIF)(M(s)))
IMPLIES

exists_bw(I(s),IF CHI(s)=CHI3 THEN J(s)
ELSE 0 ENDIF,NODES,0)(M(s))

inv18(s):bool = ((CHI(s)=CHI4 OR CHI(s)=CHI5 OR CHI(s)=CHI6) AND
OBC(s) = BC(s) + blacks(H(s),NODES)(M(s)))
IMPLIES blackened(0)(M(s))

inv19(s):bool = (CHI(s)=CHI7 OR CHI(s)=CHI8) IMPLIES blackened(L(s))(M(s))

Fig.14. Invariants



Thepredicates< and<= definelexicographicorderingon node-index pairs,where
eachsuchpair identifiesacell in ourmemory. TheprojectionfunctionPROJ i (for i ������ �"!

) selectsthei’ th componentof a tuple.Hence,for example(2,3) < (3,0).
Therestof thefunctionsareexplainedasfollows.Theexpressionblacks(l,u)(m)

returnsthenumberof blacknodesbetweenl (included)andu (excluded).In particu-
lar, blacks(0,NODES)(m) representsthetotal numberof blacknodesin themem-
ory m. The expressionblack roots(u)(m) returnstrue if all the nodesbelow u
areblack. In particular, black roots(ROOTS)(m) if all rootsareblack. The ex-
pressionbw(n,i)(m) returnstrue if noden is black andthe sonof cell (n,i) is
white. Theexpressionexists bw(n1,i1,n2,i2)(m) returnstrue if thereexists
a pointerbetween(n1,i1) and(n2,i2) from a black nodeto a white node.The
expressionpropagated(m) returnstrueif noblacknodepointsto a whitenode.Fi-
nally, blackened(l)(m) returnstrueif all nodesabove(andincluding)l areblack
if they areaccessible.

55 lemmasareneeded(andproved)aboutthesefunctionsin orderto carryout the
proofof thesafetyproperty. In addition,15lemmasaboutvariousgenerallist processing
functionsareneeded.Theselemmasaregivenin appendixA. Thisshouldbecompared
to Russinoff ’s ”overonehundredlemmascharacterizingthebehavior of relevantfunc-
tions” in [18]. The invariantsdefinedandprovedaregivenin figure14. Thesearethe
sameasin [18]. Theproof took1.5monthsof effort.

5 Model Checking in Mur phi

In this section,we shortlyoutlineour experiencewith encodingthegarbagecollector
in the Murphi model checker [15]. The full formal Murphi programis containedin
appendixB.

Murphi usesa programmodelthatis similar to thoseof UNITY [5] andTLA [14],
hencethe one we have usedin our PVS specification.A Murphi programhasthree
components:a declarationof theglobalvariables,a descriptionof theinitial state,and
a collectionof transitionrules.Eachtransitionrule is aguardedcommandthatconsists
of a booleanguardexpressionover theglobalvariables,anda deterministicstatement
thatchangesthe globalvariables.In addition,onecanstateinvariantconditionsto be
verified.

An executionof a Murphi programis obtainedby repeatedly(1) arbitrarily select-
ing oneof the transition rules where the booleanguard is true in the current state;
(2) executingthe statementof the chosentransition rule. The statementis executed
atomically:no othertransitionrulesareexecutedin parallel.Thusstatetransitionsare
interleaving andprocessescommunicatevia sharedvariables.Thenotionof processis
not formally supported,but maybe thoughtof asa subsetof the transitionrules.The
Murphi verifier triesto exploreall reachablestatesin orderto ensurethatall invariants
hold. If a violation is detected,Murphi generatesa violating trace.

The readeris referredto the appendixfor the detailsof the model.Herewe shall
focuson thedifferencesbetweenthePVSmodelandtheMurphi model.Thetwo prin-
cipal advantagesof PVSarethat (1): in PVSwe canverify a parameterizedprogram,
whereasin Murphi we are limited to a finite stateprogram;and: (2) in PVS we can



beabstractat thealgorithmiclevel, whereasin Murphi wehave to make certaindesign
choices.Theadvantageof Murphi is thatverificationis automatic,whereasin PVSwe
have to manuallyassisttheproof.

Infinite VersusFinite State

Thefirst obviousdifferenceconcernsthesizeof thememory. In PVS,theboundaries
(NODES, SONS andROOTS) areunspecifiedparameters(figure2), hencethecorrect-
nessdoesnotdependontheirspecificvalues.Thegarbagecollectoris thereforeverified
for any sizeof memory. In theMurphi program,on theotherhand,we have to fix the
boundariesto particularnaturalnumbers.In ourcase,weverifiedthealgorithmwith the
following values:NODES = 3,SONS = 2 andROOTS = 1 (figure15). In this context,
Murphi used803secondsto verify theinvariant,exploring415633states.It turnedout
thatMurphi wasunableto verify biggermemorieswithin reasonabletime (24 hours).
An experimentwith 4 nodes,two sonsandtwo rootshadnot terminatedafter25hours
andover5 million statesvisited.

Const
NODES : 3; SONS : 2; ROOTS : 1;

Type
Node : 0..NODES-1; Index : 0..SONS-1; Colour : boolean;
NodeStruct : Record colour : Colour; cells : Array[Index] Of Node; End;

Var
M : Array[Node] Of NodeStruct;

Function colour(n:Node):Colour;
Begin Return M[n].colour; End;

Procedure set_colour(n:Node;c:Colour);
Begin M[n].colour := c; End;

Function son(n:Node;i:Index):Node;
Begin Return M[n].cells[i]; End;

Procedure set_son(n:Node;i:Index;k:Node);
Begin M[n].cells[i] := k; End;

Fig.15.TheMemory

Abstractnessof Memory

ThePVSmemoryis abstractlyspecifiedin termsof asetof axioms(figure2).Although
we think of thememoryasanarrayof two dimensions,this is in factnot requiredby
an implementation.In the Murphi program,on the otherhand,we needto choosean
implementationof thememory, andwe have chosento modelit asa two dimensional
arrayasillustratedin figure15.



Abstractnessof the AppendOperation

The PVS appendoperationis abstractlyspecifiedin termsof a setof axioms(figure
5). Hencewe have madeno decisionsfor exampleasto whereis theheadof the free
list, or whetherto appendelementsfirst or last.In Murphi we areobligedto take such
decisions.Figure16 shows how we have chosencell (0,0) to be the headof the list,
suchthatnew elementsareaddedto thefront.

Procedure append_to_free(new_free:Node);
Var old_first_free : Node;
Begin
old_first_free := son(0,0); set_son(0,0,new_free);
For i:Index Do set_son(new_free,i,old_first_free) EndFor;

End;

Fig.16.Theappend to free Operation

Function accessible(n:Node):boolean;
Type Status : Enum � TRY,UNTRIED,TRIED � ;
Var status : Array[Node] Of Status; s : Node; try_again : boolean;
Begin
For k:Node Do status[k] := (is_root(k) ? TRY : UNTRIED) EndFor;
try_again := true;
While try_again Do

try_again := false;
For k:Node Do

If status[k]=TRY Then
For j:Index Do
s := son(k,j);
If status[s]=UNTRIED Then status[s] := TRY; try_again := true; End;

EndFor;
status[k] := TRIED;

End;
EndFor;

End;
Return status[n]=TRIED

End;

Fig.17.Theaccessible Predicate

Abstractnessof the AccessibilityPredicate

ThePVSaccessible predicateis specifiedin anabstractmannerusingexistential
quantificationoverpaths(figure4).Suchaformulationis notpossiblein Murphi,where
we have to codeanalgorithmthatmarksnodesalreadyvisitedduringtheexamination
of accessiblenodes.This is to avoid a loopingbehavior in caseof cyclic accessibilityin
thememory. Figure17 illustratesthealgorithm.



6 Observations

Thepropertiesthatwe formulatedandprovedin PVScanbedividedinto two classes:
invariantsandpropertiesaboutauxiliaryfunctions;wecall thelatterjustlemmas.There
were20 invariants,the sameasin [18], andtherewere70 lemmas,whereas[18] has
over 100. It’s however not clearwhat the reasonfor this reductionis, since[18] does
notcontainthelemmas.98.5%of ourinvariantproofswereautomatic,oncethelemmas
andotherinvariantsneededasassumptionswereidentified.That is, observingthatthe
programhas20possibletransitionsandthattherewere20 invariants,therewerehence
20*20= 400transitionproofs,whereof6 neededmanualassistance.Theassistanceal-
waysconsistedof guidingtheinstantiationof universallyquantifiedassumptionswhen
thePVS(inst?) commanddid not succeedin finding theright instantiations.Many
of thelemmasneededmanualassistance.

Thegeneralapproachto theproof of aninvariantwasasfollows.Theproof would
typically fail, theresultbeinga setof unprovedsequents.Basically, ageneralizationof
theconjunctionof thesesequentswouldform thenew invarianttoprove,andtheprocess
continued.Thisstyleof proofwasalsoappliedin [11] to acommunicationsprotocol.A
particularhardproblemseemsto betheoccurrenceof loopsin this strengtheningpro-
cess,implying possiblyinfinite strengthening.Hereis wheregeneralizationis needed
in termsof introducingquantifiersinto theinvariant.ThePVSproof took1.5monthsof
effort.

Murphi performedtheproofautomaticallyin lessthan14minutes,but wehadto fix
theboundariesof thememory, andwehadto makeconcreteimplementationchoicesat
thealgorithmiclevel aswell asat thedatatypelevel. Thesizeof thememoryfor which
the garbagecollectorcould be modelchecked wasso small that it could representa
boardercase(threenodes,two sonspernode,andoneroot),whichhencemaygiveless
confidencein whatto concludefrom theverificationresult.

We believe that this exampleprovides a good casestudy for efforts to improve
theoremproving techniquesaswell asmodelcheckingtechniques.This is mainly due
to its small size(linesof code)combinedwith thedifficulty to prove it. Theexample
is in particulara challengeto invariantstrengtheningtechniquessuchas [4, 3], and
abstractiontechniquessuchas[2, 8].
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A PVS Lemmasabout
Auxiliary Functions

List_Properties[T:TYPE+] : THEORY
BEGIN
IMPORTING List_Functions[T]

e : VAR T
l,l1,l2 : VAR list[T]
p : VAR pred[T]
n,k : VAR nat

length1 : LEMMA
cons?(l) IMPLIES length(cdr(l)) = length(l)-1

length2 : LEMMA
length(append(l1,l2)) = length(l1) + length(l2)

member1 : LEMMA
member(e,l) =
EXISTS n : (n < length(l) AND nth(l,n)=e)

member2 : LEMMA
member(e,l) IMPLIES
EXISTS (x: nat):

x <= last_index(l) AND nth(l,x) = e AND
(x < last_index(l) IMPLIES

NOT member(e,suffix(l,x+1)))

car1 : LEMMA
cons?(l1) IMPLIES car(append(l1,l2)) = car(l1)

last1 : LEMMA
length(l)>=2 IMPLIES last(l)=last(cdr(l))

last2 : LEMMA
last(cons(e,null)) = e

last3 : LEMMA
(length(l) >=2 AND p(car(l)) AND NOT p(last(l)))
IMPLIES

EXISTS (i:nat|i<last_index(l)):
p(nth(l,i)) AND NOT p(nth(l,i+1))

last4 : LEMMA
cons?(l2) IMPLIES
last(append(l1,l2)) = last(l2)

last5 : LEMMA
cons?(l) IMPLIES nth(l,last_index(l)) = last(l)

suffix1 : LEMMA
(length(l) > 0 AND n <= last_index(l))
IMPLIES cons?(suffix(l, n))

suffix2 : LEMMA
(length(l) > 0 AND n <= last_index(l))
IMPLIES car(suffix(l,n)) = nth(l,n)

suffix3 : LEMMA
(length(l) > 0 AND n <= last_index(l))

IMPLIES
last(suffix(l,n)) = last(l)

suffix4 : LEMMA
n < length(l) IMPLIES
length(suffix(l,n)) = length(l) - n

suffix5 : LEMMA
n+k < length(l) IMPLIES
nth(suffix(l,n),k) = nth(l,n+k)

END List_Properties

Memory_Properties[NODES : posnat,
SONS : posnat,
ROOTS : posnat] : THEORY

BEGIN
ASSUMING
roots_within : ASSUMPTION ROOTS <= NODES

ENDASSUMING
IMPORTING List_Properties
IMPORTING Memory_Functions[NODES,SONS,ROOTS]
IMPORTING Memory_Observers[NODES,SONS,ROOTS]

abs(i:int):nat = IF i < 0 THEN -i ELSE i ENDIF

m : VAR Memory
n,n1,n2,k : VAR Node
i,i1,i2,j : VAR Index
c : VAR Colour
x : VAR nat
N,N1,N2 : VAR NODE

I,I1,I2 : VAR INDEX
l,l1,l2 : VAR list[Node]

smaller1 : LEMMA
NOT (n,i) < (0,0)

smaller2 : LEMMA
(NOT (n,i) < (k,0) AND (n,i) < (k+1,0))

IMPLIES n = k

smaller3 : LEMMA
(n,i) < (k,SONS) IFF (n,i) < (k+1,0)

smaller4 : LEMMA
(NOT (n,i) < (k,j) AND (n,i) < (k,j+1)) IMPLIES

(n,i)=(k,j)

closed1 : LEMMA
closed(null_array)

closed2 : LEMMA
closed(set_colour(n,c)(m)) = closed(m)

closed3 : LEMMA
closed(m) IMPLIES closed(set_son(n,i,k)(m))

closed4 : LEMMA
closed(m) IMPLIES son(n,i)(m) < NODES

blacks1 : LEMMA
blacks(N1,N2)(set_son(n,i,k)(m)) =
blacks(N1,N2)(m)

blacks2 : LEMMA
blacks(N1,N2)(m) <=
blacks(N1,N2)(set_colour(n,TRUE)(m))

blacks3 : LEMMA
NOT colour(n2)(m) IMPLIES

blacks(n1,n2+1)(m) = blacks(n1,n2)(m)

blacks4 : LEMMA
n1<=n2 AND colour(n2)(m) IMPLIES
blacks(n1,n2+1)(m) = blacks(n1,n2)(m) + 1

blacks5 : LEMMA
NOT colour(n1)(m) IMPLIES

blacks(n1,N2)(m) = blacks(n1+1,N2)(m)

blacks6 : LEMMA
(n1<N2 AND colour(n1)(m)) IMPLIES

blacks(n1,N2)(m) = blacks(n1+1,N2)(m) + 1

blacks7 : LEMMA
N1 <= N2 IMPLIES blacks(N1,N2)(m) <= N2-N1

blacks8 : LEMMA
(n < N1 OR n >= N2) IMPLIES

blacks(N1,N2)(set_colour(n,c)(m)) =
blacks(N1,N2)(m)

blacks9 : LEMMA
(n >= N1 AND n < N2 AND NOT colour(n)(m))

IMPLIES
blacks(N1,N2)(set_colour(n,TRUE)(m)) =
blacks(N1,N2)(m) + 1

blacks10 : LEMMA
(blacks(0,NODES)(set_colour(n,TRUE)(m)) =

blacks(0,NODES)(m))
IMPLIES colour(n)(m)

blacks11 : LEMMA
blacks(N,N)(m) = 0

black_roots1 : LEMMA
black_roots(0)(m)

black_roots2 : LEMMA
black_roots(N)(set_son(n,i,k)(m)) =
black_roots(N)(m)

black_roots3 : LEMMA
black_roots(N)(m) IMPLIES
black_roots(N)(set_colour(n,TRUE)(m))

black_roots4 : LEMMA
black_roots(n+1)(set_colour(n,TRUE)(m)) =
black_roots(n)(m)

bw1 : LEMMA
closed(m) IMPLIES
(NOT bw(n1,i1)(m) AND
bw(n1,i1)(set_son(n2,i2,k)(m)))
IMPLIES

(n1,i1)=(n2,i2)



bw2 : LEMMA
closed(m) IMPLIES
(NOT bw(n,i)(m) AND
bw(n,i)(set_colour(k,TRUE)(m)))
IMPLIES

(n=k AND NOT colour(n)(m))

bw3 : LEMMA
bw(n,i)(m) IMPLIES
colour(n)(m) AND NOT colour(son(n,i)(m))(m)

exists_bw1 : LEMMA
exists_bw(N1,I1,N2,I2)(m) IMPLIES
EXISTS (n:Node,i:Index):
bw(n,i)(m) AND
NOT (n,i) < (N1,I1) AND
(n,i) < (N2,I2)

exists_bw2 : LEMMA
closed(m) IMPLIES
(NOT exists_bw(0,0,N2,I2)(m) AND
exists_bw(0,0,N2,I2)(set_son(n,i,k)(m)))
IMPLIES

(NOT colour(k)(m) AND (n,i) < (N2,I2))

exists_bw3 : LEMMA
(accessible(n)(m) AND
NOT colour(n)(m) AND
black_roots(ROOTS)(m))
IMPLIES

exists_bw(0,0,NODES,0)(m)

exists_bw4 : LEMMA
exists_bw(0,0,NODES,0)(m) IMPLIES
exists_bw(0,0,N,I)(m) OR
exists_bw(N,I,NODES,0)(m)

exists_bw5 : LEMMA
closed(m) IMPLIES
(exists_bw(N,I,NODES,0)(m) AND (n,i) < (N,I))

IMPLIES
exists_bw(N,I,NODES,0)(set_son(n,i,k)(m))

exists_bw6 : LEMMA
closed(m) AND colour(n)(m) IMPLIES
exists_bw(N1,I1,N2,I2)(set_colour(n,TRUE)(m))
= exists_bw(N1,I1,N2,I2)(m)

exists_bw7 : LEMMA
exists_bw(0,0,N+1,0)(m) IMPLIES
exists_bw(0,0,N,SONS)(m)

exists_bw8 : LEMMA
exists_bw(N,SONS,NODES,0)(m) IMPLIES
exists_bw(N+1,0,NODES,0)(m)

exists_bw9 : LEMMA
(NOT colour(n)(m) AND exists_bw(0,0,n+1,0)(m))
IMPLIES

exists_bw(0,0,n,0)(m)

exists_bw10 : LEMMA
(NOT colour(n)(m) AND exists_bw(n,0,NODES,0)(m))
IMPLIES

exists_bw(n+1,0,NODES,0)(m)

exists_bw11 : LEMMA
(colour(son(n,i)(m))(m) AND
exists_bw(0,0,n,i+1)(m))
IMPLIES

exists_bw(0,0,n,i)(m)

exists_bw12 : LEMMA
(colour(son(n,i)(m))(m) AND
exists_bw(n,i,NODES,0)(m))
IMPLIES

exists_bw(n,i+1,NODES,0)(m)

exists_bw13 : LEMMA
NOT exists_bw(N,I,N,I)(m)

points_to1 : LEMMA
(k /= n2 AND
points_to(n1,n2)(set_son(n,i,k)(m)))
IMPLIES

points_to(n1,n2)(m)

pointed1 : LEMMA
(NOT member(k,l) AND
pointed(l)(set_son(n,i,k)(m)))
IMPLIES

pointed(l)(m)

pointed2 : LEMMA
(pointed(l)(m) AND cons?(l) AND
x <= last_index(l))
IMPLIES

pointed(suffix(l,x))(m)

pointed3 : LEMMA
pointed(cons(n,l))(m) IMPLIES pointed(l)(m)

pointed4 : LEMMA
(cons?(l) AND points_to(n,car(l))(m) AND
pointed(l)(m))
IMPLIES

pointed(cons(n,l))(m)

pointed5 : LEMMA
(cons?(l1) AND cons?(l2) AND
points_to(last(l1),car(l2))(m) AND
pointed(l1)(m) AND pointed(l2)(m))

IMPLIES
pointed(append(l1,l2))(m)

path1 : LEMMA
(path(l1)(m) AND
cons?(l2) AND
points_to(last(l1),car(l2))(m) AND
pointed(l2)(m))
IMPLIES

path(append(l1,l2))(m)

accessible1 : LEMMA
(accessible(k)(m) AND
accessible(n1)(set_son(n,i,k)(m)))
IMPLIES

accessible(n1)(m)

propagated1 : LEMMA
(cons?(l) AND pointed(l)(m) AND
colour(car(l))(m) AND propagated(m))

IMPLIES
colour(last(l))(m)

propagated2 : LEMMA
propagated(m) = NOT exists_bw(0,0,NODES,0)(m)

blackened1 : LEMMA
(accessible(k)(m) AND blackened(N)(m))

IMPLIES
blackened(N)(set_son(n,i,k)(m))

blackened2 : LEMMA
blackened(N)(m) IMPLIES
blackened(N)(set_colour(n,TRUE)(m))

blackened3 : LEMMA
(black_roots(ROOTS)(m) AND propagated(m))

IMPLIES
blackened(0)(m)

blackened4 : LEMMA
blackened(n)(m) IMPLIES
blackened(n+1)(set_colour(n,FALSE)(m))

blackened5 : LEMMA
(NOT accessible(n)(m) AND blackened(n)(m))

IMPLIES
blackened(n+1)(append_to_free(n)(m))

blackened6 : LEMMA
(blackened(n)(m) AND accessible(n)(m)) IMPLIES

colour(n)(m)
END Memory_Properties

B Mur phi Formalization
Const
NODES : 3; MAX_NODE : NODES-1;
SONS : 2; MAX_SON : SONS-1 ;
ROOTS : 1; MAX_ROOT : ROOTS-1;

Type
NumberOfNodes : 0..NODES;
Colour : boolean;
Node : 0..MAX_NODE;
Index : 0..MAX_SON;
Root : 0..MAX_ROOT;
NodeStruct :
Record
colour : Colour;
cells : Array[Index] Of Node;

End;

Var
MU : Enum # MU0,MU1 $ ;
CHI : Enum # CHI0,CHI1,CHI2,CHI3,CHI4,

CHI5,CHI6,CHI7,CHI8 $ ;
Q : Node;



BC : NumberOfNodes; OBC : NumberOfNodes;
I,L,H : 0..NODES;
J : 0..SONS; K : 0..ROOTS;

Var M : Array[Node] Of NodeStruct;

Function colour(n:Node):Colour;
Begin Return M[n].colour; End;

Procedure set_colour(n:Node;c:Colour);
Begin M[n].colour := c; End;

Function son(n:Node;i:Index):Node;
Begin Return M[n].cells[i]; End;

Procedure set_son(n:Node;i:Index;k:Node);
Begin M[n].cells[i] := k; End;

Function is_root(n:Node):boolean;
Begin Return n < ROOTS; End;

Function accessible(n:Node):boolean;
Type
Status : Enum # TRY,UNTRIED,TRIED $ ;

Var
status : Array[Node] Of Status;
s : Node; try_again : boolean;

Begin
For k:Node Do

status[k] :=
(is_root(k) ? TRY : UNTRIED)

EndFor;
try_again := true;
While try_again Do
try_again := false;
For k:Node Do
If status[k]=TRY Then

For j:Index Do
s := son(k,j);
If status[s]=UNTRIED Then

status[s] := TRY;
try_again := true;

End;
EndFor;
status[k] := TRIED;

End;
EndFor;

End;
Return status[n]=TRIED

End;

Procedure append_to_free(new_free:Node);
Var
old_first_free : Node;

Begin
old_first_free := son(0,0);
set_son(0,0,new_free);
For i:Index Do

set_son(new_free,i,old_first_free)
EndFor;

End;

Procedure initialise_memory();
Begin
For n:Node Do

set_colour(n,false);
For i:Index Do set_son(n,i,0); EndFor;

EndFor;
End;

Startstate
Begin
MU := MU0; CHI := CHI0;
clear Q; clear BC; OBC := 0;
clear I; clear J; K := 0;
clear L; clear H;
initialise_memory();

End;

-- The Mutator Process --

Ruleset m:Node; i:Index; n: Node Do
Rule "mutate"

MU = MU0 & accessible(n) ==>
set_son(m,i,n); Q := n; MU := MU1;

End;
End;

Rule "colour_target"
MU = MU1 ==>
set_colour(Q,true); MU := MU0;

End;

-- The Collector Process --

Rule "stop_blacken"
CHI = CHI0 & K = ROOTS ==>

I := 0; CHI := CHI1;
End;

Rule "blacken"
CHI = CHI0 & K != ROOTS ==>
set_colour(K,true);
K := K+1; CHI := CHI0;

End;

Rule "stop_propagate"
CHI = CHI1 & I = NODES ==>
BC := 0; H := 0; CHI := CHI4;

End;

Rule "continue_propagate"
CHI = CHI1 & I != NODES ==>
CHI := CHI2;

End;

Rule "white_node"
CHI = CHI2 & !colour(I) ==>
I := I+1; CHI := CHI1;

End;

Rule "black_node"
CHI = CHI2 & colour(I) ==>
J := 0; CHI := CHI3;

End;

Rule "stop_colouring_sons"
CHI = CHI3 & J = SONS ==>
I := I+1; CHI := CHI1;

End;

Rule "colour_son"
CHI = CHI3 & J != SONS ==>
set_colour(son(I,J),true);
J := J+1; CHI := CHI3;

End;

Rule "stop_counting"
CHI = CHI4 & H = NODES ==>
CHI := CHI6

End;

Rule "continue_counting"
CHI = CHI4 & H != NODES ==>
CHI := CHI5;

End;

Rule "skip_white"
CHI = CHI5 & !colour(H) ==>
H := H+1; CHI := CHI4;

End;

Rule "count_black"
CHI = CHI5 & colour(H) ==>
BC := BC+1; H := H+1; CHI := CHI4;

End;

Rule "redo_propagation"
CHI = CHI6 & BC != OBC ==>
OBC := BC; I := 0; CHI := CHI1;

End;

Rule "quit_propagation"
CHI = CHI6 & BC = OBC ==>
L := 0; CHI := CHI7;

End;

Rule "stop_appending"
CHI = CHI7 & L = NODES ==>
BC := 0; OBC := 0; K := 0;
CHI := CHI0;

End;

Rule "continue_appending"
CHI = CHI7 & L != NODES ==>
CHI := CHI8

End;

Rule "black_to_white"
CHI = CHI8 & colour(L) ==>
set_colour(L,false);
L := L+1; CHI := CHI7;

End;

Rule "append_white"
CHI = CHI8 & !colour(L) ==>
append_to_free(L);
L := L+1; CHI := CHI7

End;

-- Specification --

Invariant "safe"
CHI = CHI8 & accessible(L) -> colour(L);


