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Abstract.

This pap er describ es an exp erimen t to use the Spin mo del c hec king system to

supp ort automated v eri�cation of time partitioning in the Honeyw ell DEOS real-

time sc heduling k ernel. The goal of the exp erimen t w as to in v estigate whether mo del

c hec king with minimal abstraction could b e used to �nd a subtle implemen tation

error that w as originally disco v ered and �xed during the standard formal review

pro cess. The exp erimen t in v olv ed translating a core slice of the DEOS sc heduling

k ernel from C++ in to Promela, constructing an abstract \test-driv er" en vironmen t

and carefully in tro ducing sev eral abstractions in to the system to supp ort v eri�cation.

A ttempted v eri�cation of sev eral prop erties related to time-partitioning led to the

redisco v ery of the kno wn error in the implemen tation.

The case study indicated sev eral limitations in existing to ols to supp ort mo del

c hec king of soft w are. The most di�cult task in the original DEOS exp erimen t

w as constructing an adequate en vironmen t to close the system for v eri�cation.

The �delit y of the en vironmen t w as of crucial imp ortance for ac hieving meaningful

results during mo del c hec king. In this pap er, w e describ e the initial en vironmen t

mo deling e�ort and a follo w-on exp erimen t with using semi-automated en vironmen t

generation metho ds. Program abstraction tec hniques w ere also critical for enabling

v eri�cation of DEOS. W e describ e an implemen tation sc heme for predicate abstrac-

tion, an approac h based on abstract in terpretation, whic h w as dev elop ed to supp ort

DEOS v eri�cation.

1. In tro duction

The cost of soft w are asp ects of 
igh t certi�cation for a vionics systems

has gro wn signi�can tly in recen t y ears due to the increased use and

complexit y of soft w are. This soft w are pro vides adv anced con trol, com-

m unication and safet y features at a reduced cost and w eigh t. Ho w ev er,

v eri�cation and certi�cation of soft w are for high lev els of assurance

is extremely exp ensiv e due to the man ual e�ort needed to supp ort

the extensiv e testing required b y the F ederal Aviation Administration

c
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(F AA) [37 ]. F urthermore, the di�cult y of v eri�cation and certi�cation

will con tin ue to increase due to an industry trend to w ard In tegrate

Mo dular Avionics (IMA) to further reduce costs. IMA allo ws m ulti-

ple applications of v arying criticalit y lev els to execute on a shared

computing resource [59 ]. P art of the cost sa vings strategy of IMA is

that soft w are applications will b e individually certi�ed allo wing them

to b e mix-and-matc hed with a vionics platforms. This is curren tly not

supp orted b y the F AA certi�cation pro cess whic h tak es the more con-

serv ativ e approac h of certifying eac h platform con�guration. Ho w ev er,

this approac h is w ell advised b ecause it is w ell kno wn that testing is

inadequate to assure that arbitrary com binations of applications will

op erate together safely [12 ].

Reducing the man ual e�ort required to supp ort certi�cation while

increasing the lev els of assurance will require signi�can t adv ances in

soft w are v eri�cation and certi�cation tec hnology . W e ha v e b een in v es-

tigating the use of mo del c hec king to supp ort the analysis of critical

a vionics soft w are systems. Mo del c hec king is an algorithmic formal

v eri�cation tec hnique for �nite-state concurren t systems [18 , 56 ]. Orig-

inally applied to hardw are v eri�cation, mo del c hec king has b ecome

a promising tec hnique for analyzing soft w are requiremen ts sp eci�ca-

tions [2, 14, 15, 38 ] and soft w are design mo dels [1 , 24 , 40 ]. One reason

for this trend is that, at high lev els of abstraction, the scalabilit y

limitations of mo del c hec king can b e a v oided while pro viding useful

information ab out a system. This is con v enien t b ecause early life-cycle

errors are exp ensiv e to correct later [7] and can often lead to safet y

critical failures [47 ]. Ho w ev er, some soft w are errors cannot b e disco v-

ered in the requiremen ts and design stages. This ma y b e b ecause the

details of the system are not su�cien tly elab orated to rev eal prob-

lems un til implemen tation, or simply b ecause errors are made during

implemen tation. NASA has recen tly su�ered from a n um b er of soft-

w are implemen tation problems, including a missing critical section that

caused a deadlo c k in the Deep Space 1 Remote Agen t con trol sys-

tem [35 ] and a v ariable that w as not re-initialized after a spurious

sensor signal that led to the loss of the Mars P olar Lander [45 ]. These

errors are symptoms of the fact that soft w are has b ecome a p erv asiv e

comp onen t of aerospace systems and is therefore more complex and

di�cult to design and v alidate.

The state of the art for �nding errors at the implemen tation lev el

are static analysis [53 , 64 , 31 , 28 ] and testing [6 , 13 ]. Ho w ev er, testing

only pro vides a small degree of b eha vioral co v erage of a system, es-

p ecially for concurren t systems, where testing has limited con trol o v er

thread sc heduling [70 , 43 ]. Static analysis has b etter success dealing

with concurrency , but it can b e c hallenging to obtain accurate re-
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sults [49 ]. Mo del c hec king, ho w ev er, has the p oten tial to pro vide more

extensiv e b eha vioral co v erage in t w o w a ys. First, the mo del c hec k er can

ev aluate ev ery p ossible in terlea ving of threads in the system. Second,

mo del c hec king can use nondeterministic en vironmen t mo dels to close

a system for v eri�cation. This enables the mo del c hec k er to generate

all com binations of en vironmen tal b eha viors as the closed system is

c hec k ed. While in practice it is not p ossible to exhaustiv ely searc h

this space of b eha viors, it pro vides a comprehensiv e starting p oin t for

systematic reduction and abstraction of the state space.

This pap er describ es the analysis of a time partitioning prop ert y of

Honeyw ell's Dynamic Enforcemen t Op erating System (DEOS) sc hedul-

ing k ernel, using the SPIN mo del c hec k er. The goal of this exp erimen t

w as to in v estigate whether mo del c hec king, supp orted b y minimal, w ell-

de�ned abstractions, could b e used to �nd a subtle implemen tation

error that w as originally disco v ered and �xed during the standard for-

mal review pro cess. The analysis w as done on a mo del of the system

v ery similar to the original co de: there is essen tially a 1-to-1 map-

ping from statemen ts in the original co de to statemen ts in the mo del.

Therefore, this w ork can b e classi�ed as one of the �rst attempts atprogram model 
he
king (or software model 
he
king) [3 , 22 , 39 , 42 , 68 ].

The philosoph y of program mo del c hec king is that programs written in

p opular programming languages should b e mo del c hec k ed directly in a

(semi-)automated fashion. The en tire pro cess used in the in v estigation

is sho wn in Figure 1. T o b est understand the feasibilit y and applicabil-

it y of this approac h, the pro cess of translating the source co de in to a

mo del c hec king language w as separated from the pro cess of abstracting

the co de to p ermit tractable v eri�cation. This allo w ed us to assess the

t yp e and exten t of abstraction that migh t b e required to apply mo del

c hec king directly to source co de.

During this in v estigation, w e addressed sev eral c hallenges of mo del

c hec king complex soft w are systems. First, in order to analyze the k ernel,

it w as completed with an environment that adequately mo dels user

threads running on the k ernel, the hardw are clo c k and the system

timer. Second, the state space of the k ernel is v ery large (exhaust-

ing 4 Gigab ytes of memory during v eri�cation, without completion),

so abstra
tion w as required to mak e v eri�cation tractable. The main

con tribution of this pap er is to demonstrate that mo del c hec king can

b e used to lo cate subtle errors in complex soft w are systems. A second

con tribution is to motiv ate and demonstrate ho w to ol supp ort for en-

vironmen t generation and data abstraction can mak e these tec hniques

more cost-e�ectiv e so that they ma y b e used in practice.

The most di�cult task in the original DEOS exp erimen t (Section 2)

w as constructing an adequate en vironmen t to close the system for v er-
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Figur e 1. Metho dology used to in v estigate source co de mo del c hec king.

i�cation. The �delit y of the en vironmen t turned out to b e of crucial

imp ortance for ac hieving meaningful results during mo del c hec king.

T o reduce the size of the state space, the en vironmen t mo del used for

v eri�cation con tains a signi�can t amoun t of abstraction with resp ect

to the mo deling of time. In this pap er, w e describ e the initial en viron-

men t mo deling e�ort (Section 3) and a follo w-on exp erimen t with using

semi-automated en vironmen t generation metho ds (Section 3.5).

Systematic abstraction also pla y ed a critical role in making the

v eri�cation of DEOS tractable in practice. In this pap er, w e describ e

an extension to predicate abstraction, an abstraction approac h based

on abstract in terpretation, to allo w it to b e used on this case study .

Section 4 pro vides an o v erview of the use of abstraction to supp ort

v eri�cation and in tro duces predicate abstraction. The existing w ork

on predicate abstraction has b een in the con text of simple mo deling

and programming languages. The main con tribution of our w ork is the

extension of existing abstract framew orks to supp ort abstraction of

relationships b et w een classes, or inter
lass abstra
tions. W e sho w ho w

a sp eci�c in�nite state programming pattern that o ccurs frequen tly in

practice can b e transformed to a �nite state program using predicate
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abstraction. W e then demonstrate ho w this approac h w as applied to

DEOS to allo w tractable v eri�cation (Section 4.4).

Since our initial e�ort to analyze DEOS, a n um b er of subsequen t

studies, b y ourselv es and others, ha v e b een p erformed on DEOS with a

v ariet y of di�eren t approac hes. In Section 5 w e highligh t these activities

and also lo ok at related w ork in the area of program analysis via mo del

c hec king. Because the problem of extracting mo dels from programs has

receiv ed m uc h atten tion [21 , 36 , 22 , 3, 41 , 68 , 65 ], w e do not presen t

the details of our translation [50 ] from C++ to Promela, the input

language of SPIN. Finally , Section 6 con tains conclusions and future

researc h directions.

2. Ov erview of Original DEOS Exp erimen t

F or certi�cation of critical 
igh t soft w are, the F AA requires that func-

tional soft w are testing ac hiev e 100% co v erage with a structural co v erage

measure called Mo di�ed Condition/Decision Co v erage (MC/DC) [58 ,

16]. Although MC/DC co v erage is quite extensiv e and exp ensiv e to

ac hiev e, Honeyw ell w as still concerned that it w ould not b e su�cien t to

assure complex prop erties in in tegrated mo dular a vionics arc hitectures.

This concern w as based on their exp erience dev eloping and testing the

DEOS op erating system. During DEOS dev elopmen t, a subtle error in

the time partitioning implemen tation w as not disco v ered b y extensiv e

testing.

T o address this concern, w e p erformed an exp erimen t to determine

whether mo del c hec king, with only minimal abstraction, could pro vide

a systematic metho d for disco v ering this error. Honeyw ell pro vided an

o v erview of the basic functionalit y of DEOS and a slice of the op erating

system con taining the budgeting and sc heduling algorithms. The NASA

team then applied mo del c hec king without kno wing an y details of the

DEOS implemen tation or the error. The source co de that w as analyzed

w as 1500 of the appro ximately 10,000 lines of C++ co de whic h com-

promise the DEOS k ernel. This section in tro duces DEOS and describ es

the v eri�cation exp erimen t.

2.1. DEOS
DEOS is a p ortable micro-k ernel-based real-time op erating system used

in Honeyw ell's Prim us Epic a vionics pro duct line. DEOS supp orts 
ex-

ible, in tegrated mo dular a vionics applications b y pro viding b oth space

partitioning at the pro cess lev el, and time partitioning at the thread

lev el. Space partitioning ensures that no pro cess can mo dify the mem-

ory of another pro cess without authorization, while time partitioning
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Figur e 2. Thread Sc heduling in DEOS

ensures that a thread's access to its CPU time budget cannot b e im-

paired b y the actions of an y other thread. The com bination of space

and time partitioning mak es it p ossible for applications of di�eren t

criticalities to run on the same platform at the same time, while ensur-

ing that lo w-criticalit y applications do not in terfere with the op eration

of high-criticalit y applications [59 ]. This nonin terference guaran tee re-

duces system v eri�cation and main tenance costs b y enabling a single

application to b e c hanged and re-v eri�ed without re-v erifying all of the

other applications in the system. DEOS itself is certi�ed to DO-178B

Lev el A, the highest p ossible lev el of safet y-critical certi�cation.

The DEOS sc heduler enforces time partitioning using a Rate Mono-

tonic Analysis (RMA) sc heduling p olicy [62 ]. RMA is a general ap-

proac h for assuring that v arious system latency requiremen ts can b e

met during real-time thread sc heduling. The basic mec hanism in RMA

is the assignmen t of high-priorities to threads with the most stringen t

real-time requiremen ts. Figure 2 sho ws an example DEOS sc heduling

time line. In the example, the system con tains a main thread, t w o userthreads (c hildren of the main thread) and the sp ecial idle thread whic h

runs when no other threads are sc hedulable. The main thread runs in

the fastest p erio d, and therefore also at the highest priorit y , with a bud-

get of 5 out of 20 time units. The user threads run in a p erio d 3 times as

long as the main thread, eac h with a budget of 20/60 time units. In the

example, all of the threads are sc heduled and appropriately allo cated

their requested budget within their resp ectiv e p erio ds. Threads are

in terrupted when they use all of their budget (timer in terrupt) or when

a thread of higher priorit y b ecomes sc hedulable (preemption). The idle

thread runs at the end of the sequence to tak e up the slac k time in the

system that is not requested b y an y thread.

Man y real-time op erating systems are at least partially statically

sc heduled, whic h mak es it relativ ely easy to analyze the p ossible ex-

ecution sequences in the system. DEOS, ho w ev er, supp orts fully dy-

namic creation and deletion of threads and pro cesses at run time. When

threads are created within a pro cess, they receiv e some budget from
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the main thread for that pro cess. When they are deleted, the bud-

get is returned to the main thread. DEOS also pro vides a ric h set

of thread sync hronization and in ter-pro cess comm unication primitiv es.

As a result of this complexit y , the n um b er of p ossible in terlea vings

of program execution in DEOS is enormous, and calculations suc h as

sc hedulabilit y analyses m ust often b e made at run time. This mak es

systematic v eri�cation of time partitioning a di�cult task.

2.2. Model Che
king DEOS
Because there are no mo del c hec k ers that tak e C++ as input, the

DEOS co de had to b e translated in to the input notation for a mo del

c hec k er. A metho dical, 1-to-1 mapping b et w een the co de and the mo del

c hec k er input w as used to separate abstraction from translation to more

clearly understand what abstractions w ere necessary . W e c hose the

Spin mo del c hec k er [40 ] since Promela, the input language for Spin,

is the closest mo del c hec king language to C++. Promela is a pro cess

based imp erativ e language supp orting complex data-structures (e.g.

records and arra ys) and allo ws comm unication with shared memory

and message passing. An o v erview of the Promela language, as used

in this pap er, is pro vided in Section 3.1. The translation w as based on

mo deling classes as records and using arra ys of these records to store

ob ject data, similar to the tec hnique used b y Ha v elund and Pressburger

for Ja v a [36 ]. W e will not discuss the details of the translation b ecause

this has b een subsumed b y recen t w ork in mo del extraction [22 ] and

direct mo del c hec king [68 ]. T o mo del c hec k DEOS, an en vironmen t w as

constructed to mo del the p ossible b eha viors of user threads, the system

clo c k and the system timer. Section 3 describ es the en vironmen t that

w as constructed for v eri�cation of the k ernel.

V eri�cation in Spin in v olv es systematic execution of all p ossible

pro cess in terlea vings in a program. It detects assertion violations, dead-

lo c ks and supp orts mo del c hec king of linear temp oral logic (L TL) [51 ,

67] form ulae. In L TL, a pattern of states is de�ned that c haracterizes

all p ossible in tended b eha viors of a system. W e describ e L TL op erators

using Spin's ASCI I notation. L TL is a prop ositional logic with the stan-

dard connectiv es && , || , -> and ! . It includes three temp oral op erators:

<> p sa ys p holds at some p oin t in the future, [] p sa ys p holds at all

p oin ts in the future, and the binary pU q op erator sa ys that p holds at

all p oin ts up to the p oin t where q holds ( p un til q ).

The main asp ect of DEOS that w e w ere in terested in v erifying w as

the time partitioning prop ert y: that eac h thread in the k ernel is guaran-

teed to ha v e access to its complete CPU budget during eac h sc heduling

p erio d. Tw o approac hes to sp ecifying time partitioning prop erties in
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terms of ev en ts in the DEOS k ernel w ere in v estigated. The �rst, using

assertions o v er program v ariables, w as not e�ectiv e but led to some

insigh t in the design [50 ]. The second approac h used a liv eness prop ert y

stated in terms of lab eled program ev en ts referred to from within an

L TL prop ert y sp eci�cation. This approac h led to the redisco v ery of the

kno wn error.

T o sp ecify time partitioning using liv eness, w e had to iden tify a

condition that w ould alw a ys o ccur if time partitioning w as main tained.

W e h yp othesized that, in the case where there is slac k in the system

(i.e. the main and user threads do not request 100% CPU utilization),

the idle thread should run during ev ery longest p erio d

1
. T o sp ecify this

prop ert y , lab els w ere placed in the program to iden tify when the idle

thread starts running and where the longest p erio d b egins and ends.

The prop ert y is then sp eci�ed as:

[]( beginperiod -> (!endperiod U idle))

meaning that it is alw a ys ( [] ) the case that, when the longest p erio d

b egins, it will not end un til ( U ) the idle thread runs. That is, idle will

alw a ys run b et w een the b egin and end of the longest p erio d.

Spin automatically generates a �nite state automaton that monitors

the system for violations of the L TL prop ert y . V eri�cation is done o v er

the com bination of the prop ert y automaton and the system mo del. This

causes a p oten tial increase of the state space b y a factor of 4 in this

example, b ecause the prop ert y monitor has 4 states. In practice, the

increase is appro ximately t w o fold, b ecause not all states are reac hable.

The prop ert y w as c hec k ed using sev eral DEOS con�gurations and

en vironmen ts. In a con�guration with 2 user threads and with dynamic

thread creation and deletion enabled, Spin rep orted the error scenario

sho wn in Figure 3. In this con�guration, the main thread runs in the

fastest p erio d (p erio d 0) with an initial budget of 19/20 time-units. Tw o

user threads are created to run in the next fastest p erio d, p erio d 1, with

budgets of 20/60 time-units. T o create the CPU budget for eac h user1
This is a necessary , not su�cien t, condition of time partitioning.
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thread, 7/20 is tak en from the main thread, lea ving it with a budget

of 5/20 time-units. The total budget requested in this con�guration is

55/60 time-units, lea ving 5 units for the idle thread to �ll at the end

of p erio d 1.

Figure 3 sho ws a sc heduling sequence where user thread 1 deletes

itself (b efore b eing in terrupted) at the end of the �rst p erio d 0. A t this

p oin t, its budget (20/60 or 7/20 time-units) is giv en bac k to the main

thread, giving it 12/20 units. The sc heduling then con tin ues normally

to the end of the p erio d 1 b oundary . A t this p oin t, Spin signals an

error b ecause the idle thread did not run b et w een the t w o p erio d one

b oundaries. Notice that user thread 2 only ran for 16 (8+8) time units

and not the 20 it requested, so time partitioning w as violated. The

error stems from the fact that when user thread 1 deleted itself, it

immediately returned its budget to the main thread. This lea v es the

main thread with a remaining budget of 24 (12+12) time-units and

user thread 2 with 20, with only 40 left in p erio d 1. The result is that

user thread 2 do es not get all of the CPU time it requested.

This w as the same bug that w as disco v ered b y Honeyw ell during

co de insp ections. This could indicate that mo del c hec king can pro vide

a systematic and automated metho d for disco v ering errors. Ho w ev er,

there w ere sev eral problems. The state space of the con�guration re-

quired to sho w the bug w as to o large to b e exhaustiv ely v eri�ed. It

w as not apparen t that the mo del could ev en b e searc hed exhaustiv ely

to a depth necessary to guaran tee disco v ery of the error. In addition,

after adding the �x to the co de, w e w ere unable to p erform exhaustiv e

v eri�cation. T o guaran tee the error w ould b e disco v ered and to p ermit

exhaustiv e v eri�cation of the �x, abstraction had to b e applied.

3. En vironmen t Mo deling

In the original exp erimen t the most c hallenging task w as dev eloping an

en vironmen t mo del to allo w e�cien t analysis of time partitioning. The

DEOS k ernel receiv es calls from threads that run on the k ernel and

resp onds to b oth p erio dic system clo c k in terrupts (called system tic ks)

and timer in terrupts from the hardw are via in terrupt handling routines.

The �delit y of the en vironmen t w as of crucial imp ortance for ac hieving

meaningful results during mo del c hec king. Sp eci�cally , mo deling time

in di�eren t w a ys led to trade-o�s b et w een result v alidit y and state

space size. In this section, w e in tro duce the Promela language of Spin

and describ e the initial en vironmen t mo deling e�ort. W e then describ e

ho w semi-automated tec hniques for en vironmen t generation, previously
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only tested on small examples, reduced most of the e�ort in v olv ed in

the construction of the original en vironmen t mo del.

3.1. Brief Overview of Promela
A Promela program consists of a collection of pro cesses that comm u-

nicate via bu�ered c hannels and shared global v ariables. A pro cess b o dy

is a sequence of lo cal v ariable and c hannel declarations, and statemen ts.

Pro cesses can b e parameterized with v ariables, including c hannels. A

pro cess P is started with the statemen t: run P(...) . A c hannel is a

b ounded �rst-in-�rst-out bu�er. Pro cesses can read and write messages

of a declared t yp e to c hannels.

Basic statemen ts include assignmen t statemen ts and c hannel com-

m unication statemen ts. The skip statemen t is a no-op eration state-

men t. Statemen ts can either b e exe
utable or blo
ked in a particular

state. Tw o kinds of statemen ts can blo c k: c hannel comm unications

(describ ed b elo w) and b o olean expressions o ccurring as statemen ts.

A b o olean expression blo c ks if it ev aluates to 0 and is otherwise equiv-

alen t to skip . Statemen ts can b e comp osed sequen tially , as in s1;s2 ,

and can b e group ed together using curly brac k ets: f... g. A comp osed

statemen t is executable if its �rst statemen t is executable.

A Promela if-statemen t has a sequence of options eac h preceded

b y a double-colon. Only one of the statemen ts is executed, and only

one where the �rst sub-statemen t { called the guard { is executable.

When sev eral statemen ts ha v e executable guards, the c hoice of the

statemen t is non-deterministic. When no guard is executable, the if{

statemen t blo c ks. The sp ecial else statemen t can b e used at most once

as the �rst sub-statemen t of an option, and it will b ecome executable

if all other options are non-executable. There is a corresp onding do-

statemen t whic h is executed rep eatedly un til a break statemen t is

encoun tered.

Pro cesses comm unicate o v er c hannels using send and receiv e state-

men ts. F or example, a pro cess sends the v alue 5 to a c hannel c b y

executing the statemen t c!5 , while another pro cess can receiv e this

v alue in the v ariable x b y executing c?x . If a c hannel is full, then a

send-statemen t will blo c k. Similarly , if the c hannel is empt y , a read-

statemen t will blo c k. If the size of the c hannel is de�ned as 0, comm u-

nication is b y rendezvous; the sending pro cess blo c ks un til a receiving

pro cess reads the v alue, and vice v ersa.

3.2. The DEOS Kernel
Figure 4 illustrates the Promela en vironmen t constructed to mo del

c hec k the DEOS k ernel. There is a b o x for eac h concurren tly executing

fmsd.tex; 26/01/2004; 12:21; p.10



11

User Thread 1

Idle Thread

Main Thread

User Thread n

System Tick Generator

Timer

create(budget,period)

finishedForPeriod

resume(id)
stop(id)

resume(1)

finishedForPeriod

stop(0)

stop(1)

delete(id)

resume(0)

start(time)

getTimeRemaining

timerInterrupt

systemTickInterrupt

coldStartKernel();

DEOS Kernel

START_A_THREAD();
START_THE_TIMER();
createMainThread();
do

//idle thread
//for idle

::fromThread?create(budget,period) ->

::fromThread?delete(id) ->
toThread!getId(id);

deleteThread(id);

START_THE_TIMER();
::fromThread?finishedForPeriod ->

START_A_THREAD();

waitUntilNextPeriod();
START_A_THREAD();
START_THE_TIMER();

::fromSystem?systemTickInterrupt ->
old = Scheduler_itsRunningThread;
Scheduler_handleSystemTickInterrupt();
if
::old != Scheduler_itsRunningThread ->

STOP_A_THREAD(old);
START_A_THREAD();
START_THE_TIMER();

::fromTimer?timerInterrupt ->

::else
fi;

// check for preemption

old = Scheduler_itsRunningThread();
Scheduler_handleTimerInterrupt();
if // special case for idle
::old != Scheduler_itsIdleThread ->

STOP_A_THREAD(old);
START_A_THREAD();

::else
fi;
START_THE_TIMER();

od;

createThread(id,period,budget);

Figur e 4. DEOS Kernel and its En vironmen t

pro cess: the k ernel, the idle thread, the main thread, n user threads

to b e sc heduled b y DEOS, the system tic k generator and the timer

pro cess. The dotted b o x around the last t w o is to indicate that the

system tic k generator and the timer w ere ev en tually com bined in to

one pro cess. Rendezv ous comm unication b et w een pro cesses is ac hiev ed

using sync hronous message passing, illustrated b y the lab eled arro ws

in the �gure. Dotted arro ws indicate v alues b eing returned in resp onse

to some messages. In the follo wing sections, w e discuss the di�eren t

comp onen ts of the DEOS k ernel and its en vironmen t in detail.

It is imp ortan t to note that in the real system, there are not sepa-

rate \pro cesses" for the DEOS k ernel and the threads: there is really

one thread of con trol with con text switc hes initiated b y k ernel co de

to switc h threads. Ho w ev er, this st yle of sc heduling did not map w ell

on to the Promela sc heduling seman tics. Therefore, the k ernel (trans-
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lated co de) and the threads (en vironmen t co de) w ere put in to di�eren t

Promela pro cesses and con text sw aps w ere mo deled b y sending start

and stop messages to the thread pro cesses.

The k ernel co de in teracts with its en vironmen t through a wrapp er

that maps messages from the en vironmen t to metho ds in the trans-

lated co de. The wrapp er co de is sho wn inside the DEOS k ernel b o x in

Figure 4. After initializing the k ernel and starting the idle thread and

main thread, the pro cess sits in a lo op and reacts to messages from the

en vironmen t.

The k ernel can receiv e three messages from a thread, directly corre-

sp onding to DEOS API calls: create , delete and finishedForPeriod

(yield). The k ernel can also receiv e in terrupt messages whic h ev ok e the

in terrupt handler metho ds of the k ernel. The systemTickInterrupt

message is generated p erio dically (at the frequency of the sc heduling

p erio d of the highest priorit y threads) and indicates that a thread

of higher priorit y than the curren tly executing thread ma y b ecome

sc hedulable. A timerInterrupt message indicates that a thread has

exhausted its budget and m ust b e stopp ed immediately .

In resp onse to messages, the k ernel can send messages to start and

stop threads and to start the timer for a sp eci�c amoun t of time. F or

example, in DEOS, only the curren tly running thread can delete itself,

so a new thread m ust b e sc heduled in resp onse to the delete call.

If a thread is preempted, it is imp ortan t to �nd out ho w m uc h time

still remains from its budget, since it ma y get another c hance to run

within the curren t p erio d. This is done b y sending a getTimeRemaining

message to the timer, and the v alue returned in the reply is used to

up date the thread's remaining budget data.

3.3. Threads
W e distinguish among three t yp es of threads: the idle thread, the main

thread and user threads. The User threads ha v e most functionalit y:

they can b e stopp ed, can yield the CPU and can decide to terminate.

The Promela co de for the user threads is sho wn in Figure 5. Mes-

sages are sen t as data records o v er c hannels, where the �rst �eld in

the record denotes the message t yp e. Messages ha v e the form 
han-nel! message type, data, data. F or message t yp es where some data is

unnecessary , 0 's are used as place holders. In the �gure, a nondetermin-

istic if statemen t is used to implemen t a concise en vironmen t mo del

where all p ossible thread b eha viors are examined. Sync hronization is

used to ensure that when the k ernel sends a resume(id) message only

the thread with the corresp onding id will receiv e it

2
. The simplicit y2 eval(id) allo ws sync hronization only when the message data matc hes id.
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of this mo del can b e con trasted to the complexit y of the in terrupt

generator presen ted in the next section.pro
type UserThread(
han fromS
heduler, toS
heduler;byte myBudget, periodIndex)f byte id;byte threadState = threadStatusNotCreated;toS
heduler!
reate(myBudget,periodIndex);fromS
heduler?getId(id);threadState = threadStatusDormant;do::fromS
heduler?resume,eval(id) ->threadState = threadStatusA
tive;if::fromS
heduler?stop,eval(id);::toS
heduler!finishedforperiod,0,0;::toS
heduler!delete,id,0 -> goto terminate;fi;threadState = threadStatusDormant;od;terminate: skip;g
Figur e 5. The DEOS User Thread Mo del.

3.4. Interrupts
Mo deling the generation of hardw are clo c k and timer in terrupts w as the

most di�cult part of constructing the en vironmen t for DEOS. Promela

and Spin do not pro vide sp ecial supp ort for real-time clo c ks, so the

timers had to b e mo deled explicitly . The c hallenge w as to determine

the lev el of abstraction at whic h real-time needed to b e mo deled.

T o v erify the time partitioning features of the DEOS k ernel, the

time-related in terrupts had to b e co ordinated to a v oid \imp ossible"

b eha viors. Without co ordination, system tic k in terrupts migh t o ccur

sev eral times, eac h indicating that 20 time units had passed, but the

timer, set for 10 time units, w ould nev er go o�. T o allo w the necessary

lev el of co ordination, the SystemTickGenerator and Timer w ere com-

bined in to one pro cess, sho wn in Figure 6. The com bined timer mo del

k eeps trac k of the time that has b een used in a p erio d and mak es sure

that a system tic k in terrupt o ccurs only when the appropriate amoun t

of time has b een used.

Promela do es not directly supp ort sending and receiving messages

based on ev aluating a condition, but this can b e implemen ted using a

t w o elemen t arra y of c hannels, with the condition used as the index
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14pro
type TIMER() fbyte Remaining time = 0;/* time remaining for thread after timer 
ounteddown from Start time */byte Used time = 0;/* time used in period sin
e last ti
k; must beless than or equal to uSe
sInFastestPeriod */byte Start time = 0;/* time the timer was started with */byte Y=0; /* time used by a thread */bool ti
k sin
e start = FALSE;bool started=FALSE;bool timer went off = FALSE;do/* Start Timer */::S
hed2Timer?start,Start time ->ti
k sin
e start = FALSE;started = TRUE;timer went off = FALSE;/* Get Time Remaining */::S
hed2Timer?getTimeRemaining,0 ->started = FALSE;if::ti
k sin
e start ->Timer2S
hed[1℄!timeRemaining,Remaining time;::timer went off ->assert(Remaining time == 0);Timer2S
hed[1℄!timeRemaining,Remaining time;::else ->/* Y: 0 <= Y <= uSe
sInFastestPeriod - Used time AND *//* 0 <= Y <= Start time */if::(uSe
sInFastestPeriod - Used time) <= Start time ->Y = uSe
sInFastestPeriod - Used time;::((uSe
sInFastestPeriod - Used time)/2) <= Start time ->Y = (uSe
sInFastestPeriod - Used time)/2;::Y = 0;fi;Remaining time = Start time - Y;Timer2S
hed[1℄!timeRemaining,Remaining time;Used time = Used time + Y;fi;/* Timer Interrupt - 
hannel array tri
k for 
onditional send */::Timer2S
hed[started℄!timerintrpt,0 ->Remaining time = 0;Used time = (Used time + Start time)timer went off = TRUE;/* System Ti
k - 
hannel array tri
k for 
onditional send */::Ti
k2S
hed[((Start time+Used time)>= uSe
sInFastestPeriod) && started℄!ti
kintrpt,0 ->Y = uSe
sInFastestPeriod - Used time;Remaining time = Start time - Y;Used time = 0;ti
k sin
e start = TRUE;odg
Figur e 6. Final DEOS timer mo del
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to select whic h c hannel will b e used for comm unication.

3
F or example,

for a condition p and c hannel arra y c , a conditional send is c[p]!x

and the corresp onding receiv e is c[1]?y . These t w o statemen ts will

only sync hronize if p is true (i.e. equal to 1). This tec hnique w as used

to con trol whether a timer in terrupt or a system tic k message w ould

b e sen t to the k ernel on the Timer2Sched c hannel. A timer in terrupt

message can only b e sen t if the timer has b een started . A tic k in terrupt

message can only b e sen t when the timer has b een started and the

amoun t of time since the previous tic k in terrupt is greater or equal to

the amoun t of time b et w een tic ks ( uSecsInFastestPeriod ).

The b eha vior of the timer is guided b y t w o v ariables: the time re-

maining from the thread's budget ( Remaining time ) and the amoun t

of time elapsed since the last tic k ( Used time ). These v ariables are

up dated in resp onse to eac h of the messages the timer pro cess can

receiv e as follo ws:

Start timer - Start time is assigned the v alue receiv ed from the

k ernel (the thread's budget) with whic h the timer is started.

Timer in terrupt - Indicates that the thread exhausted it's budget, so

the Remaining time m ust b e 0. The amoun t of time used within

the p erio d is the previously used time plus the amoun t of time the

timer w as started with ( Start time ).

System tic k - The time remaining in a thread's budget (i.e. the time

left on the timer when the system tic k o ccurs) m ust b e calculated.

First, the amoun t of time the thread used is calculated, whic h is

the total time in the p erio d ( uSecsInFastestPeriod ) min us the

time previously used in the p erio d ( Used time ). The amoun t of

time remaining on the timer, Remaining Time , is then the amoun t

of time the thread w as started with min us the time the thread

used. F urthermore, since a system tic k just o ccurred, Used time is

reset to zero for the next p erio d.

Get time remaining - T o limit the n um b er of p oten tial execution

paths and a v oid state space explosion, w e limited the c hoices as

to the amoun t of time that a thread could execute. In cases where

the in terrupts do not constrain the amoun t of time that has passed

during thread execution, the timer nondeterministi
ally c ho oses

ho w m uc h time a thread uses. It c ho oses from three p ossibilities:3
Standard conditional statemen ts cannot b e used b ecause the condition ev al-

uation and message command m ust b e executed atomically . Spin do es not allo w

messages to b e sen t inside atomic sections b ecause messages indicate global states

where threads m ust b e in terlea v ed.
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either it used no time, or it used all of its time (or all of the time

left in the p erio d, if that is smaller), or it used half of the time

b et w een the curren t time and the end of the p erio d. These cases

w ere selected based on in tuition similar to that used in selecting

b oundary cases during testing, with the middle v alue included for

go o d measure. Exp erimen ts that v aried this abstraction sho w ed

that the middle v alue increased the state space b y appro ximately

t w ofold, but did not impro v e error detection.

3.4.1. Dis
ussion
The decision w as made to use an abstraction of time, rather than one

of the real-time extensions of SPIN (e.g. R T-SPIN [66 ] and DTSPIN

[9]), since w e b eliev ed the inheren t complexit y of these tec hniques

w ould add an unnecessary la y er of ine�ciency during mo del c hec k-

ing. F urthermore, the abstractions used w ere under-appro ximations (a

subset) of timing b eha vior rather than o v er-appro ximations (a sup er-

set)

4
. This decision w as in
uenced b y the fact that the prop ert y b eing

c hec k ed (time-partitioning) w as dep enden t on time, and exp erimen ts

with o v er-appro ximation of timing b eha vior lead to man y spurious

errors. V eri�cation using an under-appro ximation of time do es not

pro vide a full guaran tee that prop erties are true. Ho w ev er, an y errors

detected will b e real errors, as long as an y other data abstractions

that are used do not o v er-appro ximate b eha vior. In Section 4 w e de-

scrib e a precise abstraction that can b e safely com bined with the time

under-appro ximation to preserv e errors.

3.5. Environment Modeling Using LTL Assumptions
The most di�cult part of de�ning the en vironmen t of DEOS w as de-

v eloping the mo del for the in terrupt generation that w ould allo w us to

c hec k time partitioning. Dev eloping and v alidating the in terrupt mo del

in Figure 6 to ok appro ximately 2 man-mon ths. Also, despite our b est

e�orts, this mo del is hard to understand and main tain. Because these

issues are serious barriers to the adoption of mo del c hec king as a to ol to

�nd errors in programs, automated metho ds for generating en vironmen t

mo dels w ere in v estigated.

This section presen ts the application of the �lter-based metho ds

describ ed b y Dwy er et al. [30 , 54 ] to generate the en vironmen t that

mo dels the generation of in terrupts. Starting with the most general

de�nition of the en vironmen t, a set of L TL en vironmen t assumptions is

established and used to re�ne the en vironmen t de�nition. This re�ned4
See Section 4.1 for more precise de�nitions of o v er- and under-appro ximation.
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type skeleton1 TIMER() fbyte Start time;byte Remaining time;do/* SYSTEM TICK GENERATOR *//* send a ti
k interrupt to the s
heduler */:: Ti
k2S
hed[1℄!ti
kintrpt,0;/* TIMER *//* s
heduler starts the timer with value Start time */:: S
hed2Timer?start,Start time;/* s
heduler asks for Remaining time */:: S
hed2Timer?getTimeRemaining,0;/* timer returns value Remaining time */:: Timer2S
hed[1℄!timeRemaining,Remaining time;/* send a timer interrupt to s
heduler */:: Timer2S
hed[1℄!timerintrpt,0;:: skip; /* some internal, non-observable a
tion */odg
Figur e 7. Timer sk eleton

en vironmen t is used to redisco v er the error in DEOS. Moreo v er, the

en vironmen t is precise enough suc h that when used with the corrected

v ersion of the k ernel, no spurious errors are rep orted.

The most general en vironmen t for prop erties stated in L TL is theuniversal en vironmen t that is capable of executing an y sequence of

op erations in the system's in terface. Under the assume-guaran tee rea-

soning paradigm [52 ], assumptions ab out the en vironmen t can b e ex-

pressed in L TL and used to constrain the b eha vior of the univ ersal

en vironmen t [54 ]. In particular, if the en vironmen t assumption � and

the guaran tee  are L TL form ulas, one can simply c hec k the form ula� !  . The L TL assumption can also b e used to syn thesize a re�ned

en vironmen t, in whic h case � is eliminated from the form ula to b e

c hec k ed [54 ].

3.5.1. Universal Environment for the DEOS S
heduler
T o build the DEOS timer mo del systematically , the in terface b et w een

the timer and the sc heduler w as iden ti�ed and used to build the en vi-

ronmen t sk eleton in Figure 7. This en vironmen t is capable of in v oking

an y sequence of in terface op erations. Ho w ev er, to v erify time parti-
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type skeleton2 TIMER() fbyte 
lo
k = 0;byte Start time;byte Remaining time = 0;do/* SYSTEM TICK GENERATOR *//* send a ti
k interrupt to the s
heduler */:: Ti
k2S
hed[1℄!ti
kintrpt,0;/* reset */
lo
k=uSe
sInFastestPeriod;/* TIMER *//* s
heduler starts the timer with value Start time */:: S
hed2Timer?start,Start time;/* estimate Remaining time */if:: Start time > 
lo
k -> Remaining time=Start time-
lo
k;
lo
k=0;:: Start time <= 
lo
k -> Remaining time=0;
lo
k=
lo
k-Start time;:: Remaining time = Start time;/* put half time option here */fi;/* s
heduler asks for Remaining time */:: S
hed2Timer?getTimeRemaining,0;/* timer returns value Remaining time */:: Timer2S
hed[1℄!timeRemaining,Remaining time;/* send a timer interrupt to s
heduler */:: Timer2S
hed[1℄!timerintrpt,0;odg
Figur e 8. Timer sk eleton with Remaining time v ariable

tioning, the mo del m ust b e re�ned to capture the relationship b et w een

Start time and Remaining time . This w as done b y in tro ducing a third

v ariable, clock , to record the time remaining in a p erio d.

The resulting co de for the timer is sho wn in Figure 8. The underlying

principle is variable time advan
e [63 , 10 ]: at eac h ev en t, the time at

whic h the next ev en t will o ccur is calculated. When the timer is started,

dep ending on the amoun t of time the timer is started with and the

amoun t of elapsed time in the p erio d, the next ev en t is predicted (either

timer or system tic k in terrupt) and the remaining time and elapsed time

is calculated accordingly . Sp eci�cally , when the timer is started with

a v alue sp eci�ed in Start time , the remaining time is estimated as

follo ws:� If Start time is greater than the curren t v alue of clock , then a

system tic k in terrupt will o ccur, so Remaining time for the curren t
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type U TIMER() fbyte 
lo
k = 0;byte Start time;byte Remaining time = 0;do/* SYSTEM TICK GENERATOR *//* send a ti
k interrupt to the s
heduler */:: Ti
k2S
hed[
lo
k==0℄!ti
kintrpt,0;/* reset */
lo
k=uSe
sInFastestPeriod;/* TIMER *//* s
heduler starts the timer with value Start time */:: S
hed2Timer?start,Start time -> start:skip;/* estimate Remaining time */if:: Start time > 
lo
k -> Remaining time=Start time-
lo
k;
lo
k=0;:: Start time <= 
lo
k -> Remaining time=0;
lo
k=
lo
k-Start time;:: Remaining time = Start time;/* put half time option here */fi;/* s
heduler asks for Remaining time */:: S
hed2Timer?getTimeRemaining,0;/* timer returns value Remaining time */:: Timer2S
hed[Remaining time>0℄!timeRemaining,Remaining time;timeRemainingGT0:skip;:: Timer2S
hed[Remaining time==0℄!timeRemaining,0;/* send a timer interrupt to s
heduler */:: Timer2S
hed[1℄!timerintrpt,0 -> timerinterrupt:skip;odg
Figur e 9. Timer with restricted rendezv ous on ti
kintrpt

thread will b e greater than zero, and clock is reset to the p erio d

duration, uSecsInFastestPeriod , to indicate that it will b e the

b eginning of the next sc heduling p erio d.� If Start time is less than or equal to the curren t v alue of clock ,

then a timer in terrupt will o ccur, so the Remaining time for the

curren t thread will b e zero and the clock will b e decreased.� Nondeterministically , the en vironmen t can set Remaining time to

b e Start time and lea v e clock unc hanged, whic h corresp onds to

the situation that the thread consumed no time.
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3.5.2. Environment Assumptions
The timer in Figure 8 is still to o appro ximate, leading to spurious

coun terexamples, b ecause p erio d tic ks and resets of the clo c k can o ccur

arbitrarily . The problem is that clock should not b e reset unless its

v alue is zero (as w ould happ en in a real system clo c k). This en vironmen t

assumption ( �1 ) can b e enco ded in L TL as follo ws:[℄(ti
kinterrupt -> !new ti
kinterrupt U (
lo
k==0 || [℄!new ti
kinterrupt))
Assumption �1 sa ys that after a system tic k in terrupt o ccurs, a new

tic k in terrupt can not o ccur unless the v alue of the clock is zero. This

assumption can more e�ectiv ely b e enco ded in the timer mo del, b y

restricting the rendezv ous on tickintrpt to o ccur only when clock is

zero, as sho wn in the co de for U TIMER in Figure 9.

Chec king the timing prop ert y using this restricted en vironmen t giv es

another infeasible coun terexample: after a timer in terrupt o ccurs and

the k ernel asks for the remaining time, the v alue returned is greater

than zero. This w ould not happ en in a \realistic" en vironmen t, since

a timer in terrupt signi�es that there is no remaining time left for the

curren t thread.

This situation can b e captured b y the follo wing en vironmen t as-

sumption ( �2 ):[℄(timerinterrupt -> !timeRemainingGT0 U (start || [℄!timeRemainingGT0))
This assumption states that, after a timer in terrupt o ccurs and the

k ernel asks for the remaining time, the en vironmen t cannot return a

v alue greater than zero, unless the timer is started again. Notice that in

Figure 9, lab els w ere inserted (e.g., start: ) to de�ne the predicates and

w e split the rendezv ous based on the returned v alue of Remaining time ,

e.g. predicate timeRemainingGT0 is true when the timer thread is at

lab el timeRemainingGT0 ).

When using U TIMER and assumption �2 as a �lter, i.e. when c hec k-

ing the com bined form ula:([℄(timerinterrupt -> !timeRemainingGT0 U (start || [℄!timeRemainingGT0))) ->[℄(beginperiod -> !endperiod U idle)
the same error found in the original DEOS exp erimen t is rep orted. The

assumption e�ectiv ely \�ltered out" traces that did not corresp ond to

real executions of the system.
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12timerInterruptstart(time) timerInterrupttimeRemaining=0timeRemaining>0getTimeRemainingstart(time)
systemTi
kInterruptgetTimeRemainingtimeRemaining=0timerInterruptsystemTi
kInterruptstart(time)getTimeRemainingtimeRemaining>0timeRemaining=0 7

0systemTi
kInterrupt

Figur e 10. Syn thesized assumption graph

3.5.3. Results
The time partitioning prop ert y w as c hec k ed using b oth the U TIMER

in Figure 9, with the L TL assumption �2 enco ded in the form ula b e-

ing c hec k ed, and, alternativ ely , with the en vironmen t automatically

syn thesized from �2 .

The syn thesis pro cedure (describ ed in detail in [54 ]) uses a tableau-

lik e metho d similar to the one used in SPIN for generating nev er claims

to c hec k L TL prop erties. The metho d tak es an L TL form ula represen t-

ing the en vironmen t assumption, and constructs an automaton that

can b e represen ted as a graph (and automatically translated to Ada,

Ja v a, or Promela). The graph is a maximal mo del of the en vironmen t

assumption, meaning that for ev ery computation whic h satis�es the

assumption, there is a corresp onding path in the graph, and that ev ery

�nite path in the graph is the pre�x of some computation that satis�es

the assumption.

The state graph for the syn thesized en vironmen t from assumption�2 is sho wn in Figure 10. The lab els on the edges denote the allo w ed

in terface op erations suc h as rendezv ous b et w een en vironmen t and k er-

nel, together with the co de to b e executed for eac h rendezv ous. F or

example, the lab el systemTi
kInterrupt is a place-holder for:Ti
k2S
hed[
lo
k==0℄!ti
kintrpt,0 -> 
lo
k=uSe
sInFastestPeriod;
No de 0 designates the initial state. The corresp onding Promela co de is

a straigh t forw ard implemen tation of this state mac hine with additions

to up date clock and Remaining time as in U TIMER .
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V eri�cation w as done using Spin v ersion 3.2.5a on a SUN UL TRA 60

(360 MHz) with 1G of RAM. follo wing table giv es data for eac h of the

mo del c hec king runs (using U TIMER , S TIMER and the original TIMER ).

The table sho ws the total of user and system time in seconds to con v ert

L TL form ulas to the Spin \nev er claim" format ( tnever ), the time to

execute the mo del c hec k er ( tMC ), the memory used in v eri�cation in

Mb ytes ( mem ) and the n um b er of steps in the shortest error trace.

Envir onment tnever tMC mem err or tr ac e depthU TIMER 1:49.97 1.3 3.633 1988S TIMER 0.1 0.1 2.609 1554TIMER 0.1 0.1 2.609 1619

In conformance with the data from [54 ], syn thesized en vironmen ts

enable faster mo del c hec king and b etter use of memory . The time for

generating the nev er claim with the assumption enco ded in to the for-

m ula to b e c hec k ed is the dominan t time. The time for en vironmen t

syn thesis is negligible, esp ecially considering syn thesized en vironmen ts

can b e reused across v eri�cation runs.

W e rep eated the exp erimen t with a new v ersion of the DEOS k ernel,

with the error corrected b y the dev elop ers (and with the abstraction

describ ed in Section 4). Spin exhaustiv ely searc hed the state space and

rep orted the follo wing data:

Envir onment tMC memU TIMER 1:38.1 102.289S TIMER 8.8 23.172TIMER 2.9 12.996

The en vironmen ts w ere precise enough so that no errors, real or spu-

rious, w ere rep orted. The original, hand-co ded en vironmen t and the

syn thesized en vironmen t exhibit relativ ely similar uses of time and

memory , compare against the �ltered prop ert y .

3.5.4. Con
lusions
This section sho ws that �lter-based en vironmen t generation is viable

in practice. The e�ort in v olv ed w as relativ ely small, taking one p erson-

w eek to accomplish, compared to t w o p erson-mon ths for the original

en vironmen t. The en vironmen t w as built without lo oking at the co de

for the k ernel; only the co de for the original en vironmen t w as insp ected.

This second exp erimen t did ha v e the adv an tage of lo oking at co de that
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w as previously analyzed. The error w as kno wn, and also the con�gura-

tion of the system (i.e. at least t w o user threads are necessary in order

to �nd the error). Ho w ev er, the en vironmen t assumptions w ere not gen-

erated from this previous exp erience; they w ere deriv ed systematically

from the spurious coun terexamples found b y Spin.

The most striking adv an tage of the �lter-based approac h is the

structured w a y in whic h en vironmen t assumptions are enco ded. During

the original en vironmen t dev elopmen t, assumptions w ere disco v ered in

m uc h the same w a y as in the �lter-based approac h, but these assump-

tions w ere just hard-co ded in to the en vironmen t mo del in an ad-ho c

fashion. With the �lter based approac h the assumptions w ere �rst in tro-

duced as L TL (�lter) prop erties, and only if the implemen tation in the

actual co de w as straigh t-forw ard, w ere they added to the co de. An en-

vironmen t w as also syn thesized directly from the L TL �lter prop erties.

The syn thesized en vironmen t p erformed v ery similar to the hand-build

en vironmen t.

In the follo wing section w e address the other ma jor barrier to the

adoption of mo del c hec king in program analysis: the need for auto-

mated, or semi-automated, abstraction tec hniques to reduce the size of

the state space that m ust b e analyzed.

4. Program Abstraction for V eri�cation

In the original exp erimen t, the error w as detected without in tro ducing

abstractions within the DEOS co de itself (the abstraction w as in the

en vironmen t). Ho w ev er, it w as not p ossible to guaran tee of �nding

the error or to v erify the corrected co de. Therefore, abstractions for

some parts of the DEOS co de w ere in v estigated to p ermit more exten-

siv e v eri�cation. This section pro vides an o v erview of abstraction for

program v eri�cation, describ es predicate abstraction and presen ts ex-

tensions to predicate abstraction to supp ort ob ject-orien ted programs.

The application of predicate abstraction to DEOS to enable exhaustiv e

v eri�cation is then describ ed.

4.1. Program Abstra
tion
Abstractions are used to reduce the size of a program's state-space

in an attempt to o v ercome the memory limitations of mo del c hec king

algorithms. Abstractions can b e c haracterized in terms of their e�ect

on a prop ert y (or class of prop erties) b eing v eri�ed, or the w a y that

they appro ximate the b eha vior of the system b eing v eri�ed.

An abstraction is weakly preserving if a set of prop erties that are true

in the abstract system has corresp onding prop erties in the concrete

fmsd.tex; 26/01/2004; 12:21; p.23



24

system that are also true. An abstraction is strongly preserving if a

set of prop erties with truth-v alues either true or false in the abstract

system has corresp onding prop erties in the concrete system with the

same truth-v alues. An abstraction is often designed to preserv e a single

sp eci�c prop ert y , making strong preserv ation useful in practice. Nev-

ertheless, abstractions that are only w eakly preserving can b e m uc h

more aggressiv e in reducing the state-space and therefore are more

p opular for v eri�cation purp oses. In practice, the role of v eri�cation is

often to supp ort rapid and e�ectiv e debugging during dev elopmen t and

ev olution. Therefore, w e de�ne an abstraction as error preserving if a

set of prop erties that are false in the abstract system has corresp onding

prop erties in the concrete system that are also false.

A second w a y to classify abstractions is with resp ect to the relation-

ship b et w een the b eha vior of the abstract system and the concrete sys-

tem. F or a reactiv e soft w are system, program b eha vior can b e de�ned as

the set of p ossible program execution paths

5
, where an execution path

is an in�nite sequence of program states. Over-approximation o ccurs

when more b eha viors are presen t in the abstract system than w ere in

the original \concrete" system. The dra wbac k of o v er-appro ximation is

that it ma y add b eha viors that in v alidate a prop ert y in the abstract

system that is true in the concrete system. Under-approximation o c-

curs when b eha viors are remo v ed when going from the concrete to the

abstract system. Program testing can b e view ed as analysis of an under-

appro ximation: a set of test cases (or a reactiv e test driv er) leads the

system through a subset of the p ossible program executions.

T o com bine abstraction with mo del c hec king, either an abstract

state graph is generated during mo del c hec king b y executing the con-

crete transitions o v er abstracted data, or the concrete transitions are

abstracted statically (i.e. b efore mo del c hec king) and the resulting ab-

stract transition system is c hec k ed. There has b een w ork in automating

b oth approac hes b y using decision pro cedures, either during state gen-

eration [25 , 60 ] or statically [20 , 61 ]. In the static approac h, where

abstract transitions are generated, the n um b er of calls to the decision

pro cedures is b ound b y the size (lines of co de) of the concrete system.

Because the dynamic approac h uses the decision pro cedures as the state

space is explored, it will in most cases require man y more calls to the

decision pro cedures than the static approac h. Ho w ev er, the dynamic ap-

proac h can b e more precise since it uses information ab out the curren t

abstract state to determine the abstract transition. This information

can b e used to eliminate p oten tial next states that cannot b e eliminated

statically , th us pro viding a more precise o v er-appro ximation. In the5
Also called traces or computations.
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DEOS study , the static approac h w as used b ecause it app eared more

lik ely to scale to large programs. The precision problem is addressed b y

generalizing the statically generated transitions to b e de�ned in terms

of m ultiple abstract predicates, increasing the amoun t of information

ab out the abstract state that can b e used to de�ne the transitions [61 ].

4.2. Predi
ate Abstra
tionPredi
ate abstra
tion, in tro duced b y Graf and Saidi [33 ], is a form of

o v er-appro ximation whic h forms the basis of a n um b er of automated

abstraction to ols [25 , 60 , 61 , 3 , 39 ]. The basic idea of predicate ab-

straction is to replace a concrete v ariable with a b o olean v ariable that

ev aluates to a giv en b o olean form ula (a predicate) o v er the original

v ariable. This concept is easily extended to handle m ultiple predicates

and, more in terestingly , predicates o v er m ultiple v ariables. F or example,

consider a program with t w o in teger v ariables, x and y , whic h can gro w

in�nitely . Since this program will ha v e an in�nite state-space, mo del

c hec king cannot b e complete in general. Ho w ev er, closer insp ection ma y

rev eal that the only relationship of in terest b et w een the t w o v ariables

is whether or not they are equal. W e can then de�ne a predicate to

represen t this relationship, B � x = y , and use it to construct an

abstract transition system as follo ws:� wherev er the condition x = y app ears in the program w e replace

it with the condition B = true and� whenev er there is an op eration in v olving x or y w e replace it with

an op eration c hanging the v alue of B appropriately .

When generating the abstract transition system, o v er-appro ximation

can o ccur when not enough information is a v ailable to calculate a de-

terministic next action or state in the abstract system. F or example,

the op eration x := x + 1 leads to o v er-appro ximation in the abstract

transition system (b y in tro ducing nondeterminism) in the case whereB is false ( x 6= y ) b ecause the concrete result dep ends up on informa-

tion that is not a v ailable in the abstract state (sp eci�cally , whethery = x � 1). The abstract transition system for this example sho wing

the e�ects of the concrete op erations y := x and x := x + 1 is sho wn

in Figure 11.

System in v arian ts can b e used to construct more precise abstrac-

tions (i.e. less nondeterminism and o v er-appro ximation). F or example,

consider the example program in Figure 12, whic h is an extremely sim-

pli�ed v ersion of part of DEOS. In this program, x is �rst incremen ted
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x = y x 6= y?y := x + x := x + 1� y := x 3x := x + 1

?x := x + 1

Figur e 11. Abstract transition system for B � x = yint x,y,z = 0;while(true) fwhile(+)x := x + 1;if (y != x) fy := x;z := z + 1;gz := z - 1;g
Figur e 12. Simple example program

one or more times

6
and then y is up dated with the v alue of x . This

program has the prop ert y that z will alw a ys b e greater than or equal

to zero, b ecause the conditional will alw a ys execute. This program will

b e di�cult to mo del c hec k b ecause x and y incremen t inde�nitely .

Figure 13a sho ws an abstract v ersion of the program based on the

predicate B � x = y , with op erations as sho wn in Figure 11. The result

of executing the abstract co de corresp onding to m ultiple incremen ts of

x (the while(+) lo op) is that B will b e either true or false . After

exiting this lo op, if B is true , then the conditional will b e skipp ed,

and z can b e decremen ted b elo w zero. Therefore, this abstract program

do es not preserv e the prop ert y z � 0. Ho w ev er, w e can use the program

in v arian t x � y to re�ne the abstraction. This in v arian t can b e used to

eliminate the case where x = y � 1 and allo w the concrete transition

x := x + 1 to alw a ys b e abstracted to B := false . That is, b ecause6
The shorthand while(+) indicates the lo op will non-deterministically execute

one or more times.
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27bool B = true;int z = 0;while(true) fwhile(+) fif (B = true) then B := falseelse B := true or false;gif (B = false) fB := true;z := z + 1;gz := z - 1;g
(a)

bool B = true;int z = 0;while(true) fwhile(+) fB := false;gif (B = false) fB := true;z := z + 1;gz := z - 1;g
(b)

Figur e 13. Example program abstracted using criterion x = y (a) alone and (b)

with in v arian t x � y
x is alw a ys greater than or equal to y , x b eing incremen ted can nev er

result in x and y b eing equal. The re�ned program, sho wn in Figure 13b,

main tains the in v arian t on z .

This example illustrates a sp ecial case in predicate abstraction: when

the predicate abstraction do es not in tro duce nondeterminism, o v er-

appro ximation do es not o ccur and strong preserv ation is ac hiev ed [60 ].

In the next section w e sho w that a sp eci�c class of in�nite state pro-

grams, o ccurring frequen tly in practice, can b e transformed to �nite

state programs b y a predicate abstraction that do es not in tro duce

nondeterminism.

4.3. Abstra
tions for Obje
t-Oriented Programs
Most w ork on abstraction has b een on simple mo deling or programming

languages as b oth the source and target languages for abstraction.

There has b een recen t w ork to apply these tec hniques to C programs [42 ,

3]. Ho w ev er, to apply these tec hniques to ob ject-orien ted systems the

follo wing issues m ust b e addressed:� what kinds of abstractions will b e appropriate or necessary for

ob ject-orien ted programs� what additional complexit y is in tro duced in to the generated ab-

stract transition system (or program) to supp ort these abstrac-

tions.

The t yp es of en tities that can b e abstracted in ob ject-orien ted soft-

w are are v ariables, classes and relationships b et w een classes. Relation-
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Compan y

P erson

* *

emplo ys

Emplo ymen t

hire date

Figur e 14. Using Asso ciation Classes to Mo del Asso ciation A ttributes

ships b et w een classes include relationships b et w een v ariables or con trol

lab els in di�eren t classes, and the m ultiplicit y and v ariabilit y of asso-

ciations b et w een classes. The b eha vior of v ariables and classes can b e

b oth under-appro ximated and o v er-appro ximated. Ov er-appro ximation

of classes can b e ac hiev ed b y extending abstract in terpretation tec h-

niques for individual v ariables to ob ject-orien ted languages, as imple-

men ted in the Bandera to olkit [22 ]. In Bandera, these tec hniques ha v e

b een extended to classes b y comp onen t-wise abstraction of eac h �eld

in a class [29 ]. Under-appro ximation tec hniques for v erifying ob ject-

orien ted mo dels are primarily concerned with limiting the n um b er of

ob jects instan tiated for a class [44 ].

These existing abstraction tec hniques do not supp ort abstraction

of relationship b et w een classes. W e ha v e dev elop ed a tec hnique for

extending predicate abstraction to include predicates relating v ariables

from di�eren t classes [69 ]. A problem encoun tered during that w ork

w as determining ho w to main tain the ob ject-orien ted structure of the

program when adding abstract predicate v ariables. Here, w e extend

our previous approac h to supp ort abstraction of more general struc-

tural relationships b et w een classes, or inter
lass abstra
tions, using

asso ciations.

In ob ject-orien ted mo deling and design, asso
iations are used to rep-

resen t structural relationships b et w een classes [8]. F or example, the fact

that a P erson w orks for a Compan y can b e mo deled b y an asso ciation

called \emplo ys" b et w een the class P erson and the class Compan y . If

w e wish to include a hire date in the mo del, and there is a man y-to-

man y relationship b et w een companies and p eople it is not clear where
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to put this attribute. T o solv e this problem an asso
iation 
lass can b e

a�liated with the asso ciation, as sho wn in Figure 14 [8 ].

T o illustrate ho w program abstractions can b e structured around

asso ciations and asso ciation classes, w e use a simpli�ed example from

DEOS. The target of our abstraction is a general pattern where a

coun ter is used to indicate that an ev en t has o ccurred. This is a form

of abstra
t time-stamping that is common in concurren t programming.

This pattern consists of an Event class con taining a coun ter and an y

n um b er of Listener classes whic h monitor the o ccurrence of ev en ts b y

k eeping a lo cal cop y of the ev en t coun ter and comparing the t w o v alues

to determine if the ev en t has o ccurred. A class diagram represen ting

this pattern is sho wn in Figure 15a. The Event class con tains co de

that incremen ts the coun ter ( T0 : count++ ), and the Listener class

con tains statemen ts for comparing the lo cal and the Event coun ter

( T1 : count == last count ) as w ell as setting the lo cal coun ter to the

Event coun ter ( T2 : last count := count ).

During mo del c hec king, this pattern leads to a large state space b e-

cause the coun ters incremen t inde�nitely . Ho w ev er, the b eha vior of the

Listener (and hence the system) is only determined b y whether these

t w o v ariables are equal, not b y exact v alues. Therefore, a v ariable, p ,

de�ned b y the abstract predicate P � count == last count , is in tro-

duced. T o represen t this abstraction, an asso ciation class is in tro duced

that encapsulates the new v ariable, as sho wn in Figure 15b.

The abstract statemen ts that mo dify the abstract v ariable b ecome:T0 : p := false , T1 : p and T2 : p := true . This is a precise ab-

straction, since similar to the example in the previous section, there

is an in v arian t 
ount � last 
ount, that remo v es the p ossible nonde-

terminism when count++ is abstracted. In practice, count rolls o v er

(sa y at MAXINT) and this ma y seem to in v alidate our abstraction.

Ho w ev er, the correct b eha vior of the real system implemen tation also

requires the assumption that count do es not roll o v er and catc h up

with last count . Therefore, this abstraction do es not in tro duce an y

stronger assumptions on the system than those imp osed b y the im-

plemen tation, and is therefore a strongly preserving abstraction of the

co de.

Asso ciation classes can b e realized b y replacing the asso ciation class

with a standard class that is asso ciated with the original t w o classes,

and remo ving the original asso ciation, as sho wn in Figure 15c [11 ].

This approac h leads to the creation of a new ob ject to represen t eac h

abstracted asso ciation. In the case of a single predicate abstraction the

result w ould b e an ob ject that encapsulates only one bit. T o eliminate

this o v erhead, a sligh tly di�eren t approac h to realizing asso ciation

classes for predicates w as used: the new class encapsulates a t w o di-
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Ev en t
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Listener

last coun t
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(a)

Ev en t
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Listener

last coun t
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(b)

Ev en t
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Listener

last coun t
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1 1
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p

(c)

Figur e 15. Using Asso ciations to Represen t In terclass Abstractions
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Ev en t
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last coun t
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EqualCoun ters
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Figur e 16. Realizing In terclass Abstractions for Single Predicates

mensional arra y of bits represen ting the state of the en tire abstract

asso ciation, as sho wn in Figure 16, where n and m are the n um b er of

Ev en ts and Listeners in the system [69 ] (allo wing the more general case

of m ultiple ev en ts p er listener).

4.4. Abstra
ting DEOS
In order to allo w exhaustiv e v eri�cation of the DEOS mo del, it w as

necessary to apply abstraction to the program. The goal w as to in-

tro duce abstraction carefully and selectiv ely to study ho w abstraction

is applied during v eri�cation. First, a simple, ad-ho c abstraction w as

in tro duced in to the system. Then, this abstraction w as re�ned using

predicate abstraction.

4.4.1. Ad-ho
 Abstra
tion
The initial abstraction w as guided b y our in tuition that the system's

b eha vior is cyclic in nature: at the end of the longest sc heduling p erio d,

the system should return to a state where all threads are a v ailable to

b e sc heduled with all of their budget a v ailable. Ho w ev er, sim ulations

sho w ed extremely long traces indicating that some data w as b eing car-

ried o v er these longest p erio d b oundaries. Sp eci�cally , the itsPeriodId

data mem b er for the StartOfPeriodEvent class is incremen ted ev ery

time the end of the corresp onding p erio d w as reac hed. In addition,

itsLastExecution , in the Thread class, also increases monotonically

as it is p erio dically assigned the v alue of the itsPeriodId coun ter

for the StartOfPeriodEvent corresp onding to the thread's sc heduling

p erio d.
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32void StartOfPeriodEvent::pulseEvent( DWORD systemTi
kCount ) f
ountDown = 
ountDown - 1;if ( 
ountDown == 0 ) fitsPeriodId = itsPeriodId + 1;...ggvoid Thread::startChargingCPUTime() f// Ca
he 
urrent period for multiple uses here.periodIdentifi
ation 
p = itsPeriodi
Event->
urrentPeriod();...// Has this thread run in this period?if ( 
p == itsLastExe
ution ) f// Not a new period. Use whatever budget is remaining....gelse f// New period, get fresh budgets....// Re
ord that we have run in this period.itsLastExe
ution = 
p;...g...g
Figur e 17. Slice for itsPeriodId

The sections of the DEOS k ernel co de whic h in v olv e itsPeriodId

and itsLastExecution is sho wn in Figure 17. These v ariables are

used to determine whether or not a thread has executed in the cur-

ren t p erio d; If it has not, then its budget can b e safely reset. When

a thread starts running, itsLastExecution is assigned the v alue of

itsPeriodId (the return v alue of currentPeriod() , stored in the

temp orary v ariable cp ) whenev er the t w o are not equal. Therefore,

itsLastExecution will alw a ys increase b y exa
tly one if a thread is

sc heduled ev ery p erio d. In this case, b oth v ariable t yp es can b e replaced

with m uc h smaller ranges (namely bits) and still main tain the exact

b eha vior of the system.

7
The DEOS dev elop ers assured us that the

v ersion of DEOS b eing considered did, in fact, ensure that a thread

is sc heduled ev ery p erio d. Therefore, w e c hanged itsPeriodId to b e

incremen ted mo dulo 2. This c hange allo w ed exhaustiv e analysis of the

en tire state space of b oth the defectiv e and corrected v ersion of DEOS.7
The t w o v ariables are either equal or di�eren t b y one, hence only one bit is

required to represen t the range of p ossible relationship b et w een the v ariables.
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4.4.2. Predi
ate Abstra
tion
In the full DEOS system there are sync hronization mec hanisms, suc h

as ev en ts and semaphores, that ma y cause threads to w ait for arbitrary

amoun ts of time (whic h is not p ossible in our slice of the system). In

this case, our assumption that a thread will execute ev ery p erio d, and

consequen tly the preserv ation prop ert y of the abstraction, breaks do wn.

Therefore, a more general solution w as required if the abstraction w as

to b e used in a broader v eri�cation con text.

It w as (ev en tually) recognized that this part of DEOS is an instan tia-

tion of the abstra
t time-stamping tec hnique, in tro duced in Section 4.3,

where StartOfPeriodEvent is the Event and the Thread classes are the

Listeners . The Thread classes c hec k whether a new p erio d has b een

en tered b y comparing the itsPeriodId of the curren t p erio d (analo-

gous to count ) with their o wn itsLastExecution �eld (analogous to

last count ). The asso ciation based predicate abstraction from Sec-

tion 4.3 w as then used to do a precise abstraction of the DEOS k ernel

co de and com bined with the under-appro ximating timer en vironmen t.

It is in teresting to note that the abstracted algorithm could not b e

used as the actual DEOS implemen tation b ecause, to enable predictiv e

sc heduling, execution time sp en t inside the k ernel m ust b e b ounded.

Up dating the arra y of ev en t bits is prop ortational to the n um b er of

threads in the system, whic h is not b ounded.

5. Related W ork

5.1. Continued Work on DEOS
After the original exp erimen t, the mo del w as expanded to analyze slac k-

sc heduling, whic h allo ws threads to request \slac k" time not used b y

other threads. With no prior kno wledge of Promela or Spin, a Honeyw ell

dev elop er w as able to translate and insert the slac k-sc heduling co de in to

the Promela mo del within one da y . On the �rst mo del c hec king run after

making these c hanges, Spin disco v ered an error in the new co de. The

dev elop er had translated a sligh tly outdated v ersion of the DEOS co de,

and the error unco v ered b y Spin had b een disco v ered b y Honeyw ell

the previous w eek. The dev elop er rep orted that it originally to ok 3

da ys to disco v er what w as wrong, whereas with the mo del c hec k er it

w as easy to repla y and understand the error trace. The original DEOS

mo del has b een expanded to b e of high �delit y with the curren t DEOS

implemen tation and is up dated with ma jor co de up dates.

The initial w ork on DEOS clearly indicated that hand translation

w as not a practical approac h. This motiv ated the dev elopmen t of Ja v a
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P athFinder (JPF) [68 ], a mo del c hec k er that analyzes Ja v a programs

directly . Subsequen tly , w e translated DEOS from C++ to Ja v a - an

afterno on's w ork - and ha v e used this v ersion to ev aluate JPF and

Bandera. Using Bandera, bac kw ards dep endency analysis from the time

partitioning assertion iden ti�ed itsPeriodId (Section 4.4) as a candi-

date �eld for abstraction. A range abstraction, where v alues 0 and 1

are concrete and all negativ e n um b ers and all n um b ers greater than 1

map to abstract v alues, w as used to abstract this �eld. T yp e inference

then determined that t w o other �elds ( itsLastExecution and cp from

Figure 17) also required b eing abstracted to the range t yp e. Although

this abstraction in tro duced man y spurious errors, JPF w as directed

to only searc h for \real" coun terexamples to force the abstraction to

b e precise, and the time-partitioning error w as found within a few

seconds [55 , 29, 34 ].

5.2. Related Resear
h
Since 1997, there has b een an increasing amoun t of researc h applying

mo del c hec king to analyze programs written in p opular programming

languages. Previously , the program analysis w as done b y man ual mo del

construction b efore mo del c hec king.

The �rst system to automatically analyze programs with a mo del

c hec k er w as V erisoft [32 ]. V erisoft addresses the state space problem b y

simply not storing states. It therefore relies on sc heduler con trol and

guided searc h to ac hiev e b ene�ts o v er testing. V erisoft has b een success-

fully applied in analyzing a n um b er of large systems (see V erisoft pap er

in this Sp ecial issue). A similar state-less mo del c hec k er that analyzes

Ja v a programs w as later dev elop ed b y Stoller [65 ]. W e partially address

the state-space problem in DEOS b y using under-appro ximation in the

timer mo del. In this case w e are op erating similar to stateless mo del

c hec king, where there is an implicit assumption that it is not necessary

to co v er all states of the system to ha v e a mark ed impro v emen t o v er

testing.

Sev eral program mo del c hec k ers are based on automated mo del-

extraction, where the program is translated in to the input notation of

an existing mo del c hec k er. Bandera [22 ] translates Ja v a programs to

a n um b er of bac k-end mo del c hec k ers, including Spin [40 ], dSpin [27 ],

SMV [48 ], Bogor [57 ], and JPF

8
. Bandera also supp orts abstraction b y

transforming the Ja v a programs to \abstra
t" Ja v a programs whic h

are then translated. JCA T [26 ] translates Ja v a to Spin and dSpin.

F eaV er [42 ] translates C co de to Spin. SLAM [3 ] translates C co de to8
JPF w orks on b yteco de class�les, hence translation here means compile it with

a Ja v a compiler
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b o olean programs as input for the Beb op mo del c hec k er [5 ]. F eaV er and

SLAM incorp orate abstraction metho ds in to the translation pro cess.

F eaV er's abstraction is semi-automated, while SLAM uses predicate

abstraction [3 ] and abstraction re�nemen t [4 ] to automated abstraction

during mo del c hec king.

T o supp ort exp erimen tation with abstractions for ob ject-orien ted

programs, a protot yp e to ol w as dev elop ed to automatically generate

abstracted programs written in Ja v a. Giv en a Ja v a program and an

abstraction criteria, the to ol generates an abstract Ja v a program in

terms of new abstract v ariables and remaining concrete v ariables. The

resulting Ja v a program, implemen ting the abstract transition system,

can b e tested or analyzed using a Ja v a mo del c hec k er. The to ol is a

protot yp e and is not adv anced enough to abstract a Ja v a v ersion of

DEOS. Ho w ev er, it w as used to abstract part of a Ja v a v ersion of the

Remote Agen t soft w are, allo wing successful mo del c hec king [69 ].

6. Conclusions and F uture W ork

In this exp erimen t, the Spin mo del c hec k er w as used successfully to re-

disco v er a subtle error in the time partitioning of the DEOS sc heduling

k ernel that w as not unco v ered during extensiv e testing. The initial goal

of the study w as to sho w that mo del c hec king can augmen t structural

co v erage based testing, suc h as the 100% MC/DC co v erage required

b y the F AA certi�cation pro cess for a vionics soft w are. The exp erimen t

sho w ed that mo del c hec king, augmen ted b y minimal abstraction, could

�nd errors in real programs that MC/DC testing did not. Additional

con tributions of this pap er w ere to sho w that �lter-based en vironmen t

generation and predicate abstraction for ob ject-orien ted programs can

b e used e�ectiv ely to reduce the e�ort of applying mo del c hec king to

real programs.

W e con tin ue to w ork on extending the applicabilit y of predicate ab-

straction and in tegrating it with related abstraction tec hniques [22 , 29 ].

W e ha v e also recen tly augmen ted the Ja v a P athFinder mo del c hec k er

with the capabilit y to do analysis b y sym b olic execution [46 ]. This

allo ws the mo del c hec k er to analyze programs with sym b olic data,

i.e. where v ariables do not ha v e concrete v alues, b y using constrain t

solving to eliminate infeasible paths. This generalizes man y abstraction

approac hes, but comes with sev eral researc h issues, suc h as e�cien t

application of widening [23 ].

In the area of en vironmen t generation, the pro cess m ust b e fur-

ther structured and automated to reduce the cost of applying mo del

c hec king. Although our results indicate that a �lter-based approac h
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is b ene�cial, the pro cess of disco v ering new �lters to constrain the

en vironmen t m ust b e impro v ed. There is a close relationship b et w een

en vironmen t generation in the �lter-based approac h and abstraction

re�nemen t as used during conserv ativ e abstractions (e.g. predicate ab-

straction as discussed in the next section): in b oth cases one starts with

an o v er-appro ximation of system/en vironmen t b eha viors and guided

b y coun terexamples one ev en tually creates a su�cien tly precise sys-

tem/en vironmen t for analysis. Automating this pro cess has receiv ed

a great deal of atten tion in abstraction re�nemen t [3 , 39 , 4, 17 ], but

similar approac hes in en vironmen t generation are still lac king. Due to

the close relationship b et w een these t w o areas, recen t impro v emen ts

in abstraction re�nemen t should b e in v estigated in the con text of en-

vironmen t generation. W e ha v e also b egun to in v estigate metho ds for

automatically syn thesizing en vironmen ts of soft w are comp onen ts, suc h

that the comp onen ts satisfy giv en prop erties [19 ].

Our view of en vironmen t generation is from the p ersp ectiv e of a

stand-alone v eri�cation activit y , with p eople, p ossibly other than the

soft w are dev elop ers, doing the analysis b y mo del c hec king. Ho w ev er, it

can also b e view ed from the p ersp ectiv e of in tegrating mo del c hec king

with traditional testing activities. In this case, the en vironmen t could

b e constructed b y mo difying an existing test-harness. Ho w ev er, the

tec hnique of using nondeterminism to o v er-appro ximate the en viron-

men t is a paradigm shift from traditional testing whic h is based on

explicit test sequences. Our exp erience with allo wing dev elop ers to

create en vironmen ts for mo del c hec king is that they are inclined to

use the same en vironmen t as for testing, and hence do not exploit the

abilit y of the mo del c hec k er to automatically explore the en vironmen t

input/resp onse c hoices in addition to the sc heduling c hoices. Therefore,

for mo del c hec king to w ork in practice, it ma y b e necessary to dev elop

metho ds for generalizing or con v erting test driv ers or test cases in to

v eri�cation en vironmen ts.
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