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Abstract

An input/output-link control protocol is modeled and analyzed in the real-time model checker
UpPAAL. The protocol is supposed to sit in an audio/video component and control (read from
and write to) a link to neighbour audio/video components. The component may for example be
a TV, and a neighbour may be a VCR. The protocol also communicates with the remote—control.
The protocol is in addition responsible for the powering up and down of the component in between
the arrival of data. It is this power control that is the focus of the modeling and verification
demonstrated in this report. The work has been carried out in a collaboration between Aalborg
University and the audio/video company B&O, which plans to incorporate the protocol as part of
a new product line. The work was carried out in a limited period of 3 weeks, with an attempt to
examine how well such a collaboration would proceed. The paper elaborates on the lessons learned.
Amongst technical results are techniques for modeling transitions that take time, and interrupts.
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Chapter 1

Introduction

Since the basic results by Alur, Courcoubetis and Dill [1, 2] on decidability of model checking
for real-time systems with dense time, a number of tools for automatic verification of hybrid and
real-time systems have emerged [5, 11, 8]. These tools have by now reached a state, where they
are mature enough for application on industrial case—studies as we hope to demonstrate in this
report.

One such tool is the real-time verification tool UPPAAL [5] developed jointly by BRICS! at
Aalborg University and Department of Computing Systems at Uppsala University. The tool pro-
vides support for automatic verification of safety and bounded liveness properties of real-time
systems and contains a number of additional features including graphical interfaces for designing
and simulating system models. The tool has been applied successfully to a number of case—studies
[10, 14, 3, 4, 13, 7] which can roughly be divided in two classes: real-time controllers and real-time
communication protocols.

Industrial developers of embedded systems have been following the above work with great in-
terest, because the real-time aspects of concurrent systems can be extremely difficult to analyse
during the design and implementation phase. One such company is Bang & Olufsen (B&O) — hav-
ing development and production of fully integrated home audio/video systems as a main activity.

The work presented in this report documents a collaboration between AUC (Aalborg University
center) — under the BRICS project — and B&O on a case study based on one of the company’s new
designs: a protocol for audio/video power control, that is currently being designed. The protocol
is supposed to sit in an audio/video component and control (read from and write to) the link to
neighbour components. The component may for example be a TV, and a neighbour may be a VCR.
The protocol also communicates with the remote control. The protocol is furthermore responsible
for the powering up and down of the component in between the arrival of data. It is this power
control that is the focus of the modeling and verification.

The collaboration between B&O and AUC spanned 3 weeks (4 including report writing), and
was very intense the first week, where a representative from B&O visited AUC, and a first sketch
of the model was produced. During the next two weeks, the model was refined, and 15 properties
formulated by B&O in natural language were formalized and then verified using the UPPAAL model
checker. During a meeting, revisions to the model and properties were suggested, and a final effort
was spent on model revision, re-verification and report writing. The present report is an intensive
elaboration of the preliminary report [9]. The B&O representative was Johnny Kudahl, and we
thank him for being extremely collaborative and productive, as well during the model building as
in formulating the properties to be verified.

The work is a continuation of an earlier successful collaboration between the same two organisa-
tions, where an existing audio/video protocol for detecting collisions on a link between audio/video
components was analyzed and found to contain a timing error causing occasional data loss. The

IBRICS - Basic Research in Computer Science — is a basic research centre funded by the danish government at
Aarhus and Aalborg University.



interesting point was, that the error was a decade old, like the protocol, and that it was known
to exist — but normal testing had never been sufficient in tracking down the reason for the error.
This work is described in [10].

During the development of models, we found that the notion of timed automata and their
graphical representation served extremely well as a communication medium between the industrial
protocol designer and the tool expert doing the simulation and verification. In addition, the
graphical simulation features of UPPAAL lead to fast detection of (obvious) errors in the early
models. All analyzed properties were satisfied, although some of the verification results indicated
critical timing constants that should be obeyed in order to keep the protocol correct. As a technical
contribution, techniques for modeling timed transitions and interrupts are presented. A timed
transition is a transition which consumes time, like code in a program which takes time to execute.
It is a special circumstance, that processes run on a single processor.

The report is structured as follows. In chapter 2 we present the UPPAAL modeling language and
tool. In chapter 3 we present some techniques for modeling timed transitions and interrupts in the
UPPAAL language. Chapter 4 contains an informal description of the B&O protocol. Chapter 5
presents the formal modeling of this protocol in the UPPAAL language, while chapter 6 presents
the verification results. Chapter 7 provides an evaluation of the project, an evaluation by each of
the participants: B&O and AUC. Finally chapter 8 contains a conclusion.



Chapter 2

The UrPAAL Model and Tool

UPPAAL is a tool box for symbolic simulation and automatic verification of real-timed systems
modeled as networks of timed automata [2] extended with integer variables. More precisely, a
model consists of a collection of non—deterministic processes with finite control structure and
real-valued clocks communicating through channels and shared integer variables. The tool box is
developed in collaboration between BRICS at Aalborg University and Department of Computing
Systems at Uppsala University, and has been applied to several case—studies [10, 14, 3, 4, 13, 7].

The current version of UPPAAL is implemented in C++, XFORMS and MOTIF and includes the
following main features:

e A graphical interface based on Autograph [6] allowing graphical descriptions of systems.
e A compiler transforming graphical descriptions into a textual programming format.

e A simulator, which provides a graphical visualization and recording of the possible dynamic
behaviors of a system description. This allows for inexpensive fault detection in the early
modeling stages.

e A model checker for automatic verification of safety and bounded-liveness properties by
on—the—fly reachability analysis.

e Generation of (shortest) diagnostic traces in case verification of a particular real-time system
fails. The diagnostic traces may be graphically visualized using the simulator.

A system description (or model) in UPPAAL consists of a collection of automata modeling the
finite control structures of the system. In addition the model uses a finite set of (global) real-valued
clocks and integer variables.

Consider the model of figure 2.1. The model consists of two components A and B with control
nodes {AO, A1, A2, A3} and {BO, B1, B2, B3} respectively. In addition to these discrete control
structures, the model uses two clocks x and y, one integer variable n and a channel a for commu-
nication.

The edges of the automata are decorated with three types of labels: a guard, expressing a
condition on the values of clocks and integer variables that must be satisfied in order for the edge
to be taken; a synchronization action which is performed when the edge is taken forcing as in CCS
[15] synchronization with another component on a complementary action!, and finally a number of
clock resets and assignments to integer variables. All three types of labels are optional: absence of
a guard is interpreted as the condition true, and absence of a synchronization action indicates an
internal (non-synchronizing) edge similar to 7—transitions in CCS. Reconsider figure 2.1. Here the
edge between A0 and Al can only be taken, when the value of the clock y is greater than or equal

1Given a channel name a, a! and a? denote complementary actions corresponding to sending respectively
receiving on the channel a.
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Figure 2.1: An example UPPAAL model

to 3. When the edge is taken the action a! is performed thus insisting on synchronization with B
on the complementary action a?; that is for A to take the edge in question, B must simultaneously
be able to take the edge from BO to B1. Finally, when taking the edge, the clock y is reset to 0.

In addition, control nodes may be decorated with so—called invariants, which express constraints
on the clock values in order for control to remain in a particular node. Thus, in figure 2.1, control
can only remain in AQ as long as the value of y is no more than 6.

Formally, states of a UPPAAL model are of the form (I,v), where [ is a control vector indicating
the current control node for each component of the network and v is an assignment given the
current value for each clock and integer variable. The initial state of a UPPAAL model consists of
the initial node of all components? and an assignment giving the value 0 for all clocks and integer
variables. A UPPAAL model determines the following two types of transitions between states:

Delay transitions As long as none of the invariants of the control nodes in the current state are
violated, time may progress without affecting the control node vector and with all clock
values incremented with the elapsed duration of time. In figure 2.1, from the initial state
((A0,B0),x = 0,y = 0,n = 0) time may elapse 3.5 time units leading to the state ((A0,B0),x =
3.5,y = 3.5,n = 0). However, time cannot elapse 5 time units as this would violate the
invariant of BO.

Action transitions If two complementary labeled edges of two different components are enabled
in a state then they can synchronize. Thus in state ((A0,B0),x = 3.5,y = 3.5,n = 0) the
two components can synchronize on a leading to the new state ((A1,B1),x =0,y = 0,n = 5)
(note that x, y, and n have been appropriately updated). If a component has an internal edge
enabled, the edge can be taken without any synchronization. Thus in state ((A1,B1),x =
0,y = 0,n = 5), the B-component can perform without synchronizing with A, leading to the
state ((A1,B2),x =0,y = 0,n = 6).

Finally, in order to enable modeling of atomicity of transition-sequences of a particular com-
ponent (i.e. without time—delay and interleaving of other components) nodes may be marked as
committed (indicated by a c—prefix). If in a state one of the components is in a control node
labeled as being committed, no delay is allowed to occur and any action transition (synchronizing
or not) must involve the particular component (the component is so-to—speak committed to con-
tinue). In the state ((A1,B1),x = 0,y = 0,n = 5) B1 is committed; thus without any delay the next
transition must involve the B—component. Hence the two first transitions of B are guaranteed to

2?indicated graphically by a double circled node



be performed atomically. Besides ensuring atomicity, the notion of committed nodes also helps in
significantly reducing the space—consumption during verification.

In this section and indeed in the modeling of the audio/video protocol presented in the following
sections, the values of all clocks are assumed to increase with identical speed (perfect clocks).
However, UPPAAL also supports analysis of timed automata with varying and drifting time—speed
of clocks. This feature was crucial in the modeling and analysis of the Philips Audio—Control
protocol [3] using UPPAAL.



Chapter 3

Timed Transitions and Interrupts

In this chapter, we shall introduce techniques for dealing with a couple of concepts that appear in
the protocol, and which are not supported directly by the UPPAAL notation. These concepts are
on the one hand time slicing in combination with time consuming transitions, and on the other
hand interrupts. We refer to time slicing as the activity of delivering execution rights to processes
that all run on the same single processor. Transitions normally don’t take time in UPPAAL, but
this occurs in the protocol. Interrupts is a well known concept.

First, we give a small example illustrating what we need. Then we suggest the techniques that
we shall apply in the modeling of the protocol.

3.1 The Problem

Assume a system with two processes A and B running on a single processor. Assume further, that
these processes can be interrupted by an interrupt handler. The situation is illustrated in figure
3.1, which is not expressed in the UPPAAL language, but rather some informal extension of the
language.

A Interrupt
O b)-Y'Si—)C: 2 C) a©
a
i =1
(2)
y
b
B j =2
(5)
O—b——0O—t+1+—>0 /
a b c cO

Figure 3.1: What we want to express

Each edge modifies a variable (A modifies x and y, B modifies v and w, and the interrupt handler
modifies and ). These assignments only serve to identify the edges and have no real importance
for the example. Each edge is furthermore labelled with a time slot within parenthesis (2, , 12),
indicating the amount of time units the edge takes. The slot 12 means anywhere between 7 and
12 time units.



Suppose the interrupt handler cannot interrupt. Then the semantics should be the following: A
and B execute in an interleaved manner — each transition taking the amount of time it is labelled
with. o unnecessary time is spent in intermediate nodes (except waiting for the other process to
execute). At the end, as soon as both A and B are in the node c, at least 19 (2 5 5 7) and
at most 24 (2 5 5 12) time units will have passed.

An interrupt can occur at any moment and executes to the end when occurring. That is, it
goes from node a to c without neither A nor B being allowed to execute in the meantime. If we
assume that the interrupt handler can also interrupt, then it will change the above numbers to 26
(19 2 5)and31(24 2 5).

Or goal is now to formulate this in the UPPAAL language.

3. ro ol o oTme Tr o

First, we shall try to model time consuming transitions, ignoring the interrupts for a moment. For
illustrative purposes we shall first provide a naive, and wrong, solution adding time consumption to
a UPPAAL graph in the standard way, by annotating nodes with time constraints. This is illustrated
in figure 3.2, which is now expressed in the UPPAAL language, like every other automata that follows
from now on.

A
=1 == ==
a s:=0 c d
(s<=2) (s<=5)
B

Figure 3.2: A wrong solution

The solution is based on introducing a clock for each automata A ( ) and B ( ). Each edge can in
addition to the variable modification be labelled with a guard on the clock and a initialization to 0
of the clock. The guard expresses the time consumed by the pre ious edge. odes are furthermore
labelled with time constraints: the time consumed by the edge leading to the node. For example,
consider automata A. When it leaves node a it initializes the clock , and node now represents
the time consumption of that edge. When the time has been consumed, ( equals 2) the next edge
is taken, and so on.

This solution does, however, not work since the two automata may consume time together .
For example, automata A may enter the node c and automata B may enter node , and they may
then consume 5 time units in parallel . This corresponds to the fact that the A edge leading to
c(y 2) executes in true parallel with the B edge leading to (v 1). This does not reflect
the desired behaviour, since A and B are supposed to run on a single processor, and their edges
must therefore execute interleaved.

We can demonstrate this by verifying the following desired — but in this model false — property:

A A an B y c 1
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That is, when A and B both reach node , at least 19 (2 5 5 7) time units must have
passed. The UpPAAL model checker rejects this property returning an error trace describing the
above situation.

3.3 o el T me Tr o

The problem with the above solution is, that each process has control over time. In a single
processor setting it is natural to handle over time control to a single operating system process.
Figure 3.3 illustrates such a process, called Timer, using a local clock

Timer

w5 w712
(k<¥%) (k=12

[

Figure 3.3: The Timer

It has a start node, named , in which time is constrained to not progress at all. This means
that in order for time to progress, one of the edges 27, 7 or _127 must be taken. These
edges then lead to nodes where time can progress the corresponding number of time units, where
after control returns immediately (back is a committed node just used to collect the edges) to the

node.

ow let us turn to the processes A and B, which are shown in figure 3.4. These now communicate
with the Timer, asking for time slots. Every time unit that in the informal model, figure 3.1,
was in brackets is now expressed as !. When for example A takes the edge from node a to
node , the Timer goes into the node w2, and stays there for 2 time units while A stays in node
Hence, the time consumed by an edge is really consumed in the node it leads to. We have, however,
guaranteed that B for example, cannot go to the node and consume time in parallel since that
would require a communication with Timer, and this is not ready for that before it returns to the
node go.

When A reaches the node c the first time, it has not yet consumed 7 time units (2 5), it has
only consumed 2. The 5 will be consumed while in node c. In order to reach a state where we
for sure know that all the time has been consumed, we add an extra node, which is reached by
communicating n ! tothe Timer. This forces the Timer to finish the last time consumption.

ow we can express the property that did not hold in the naive model, namely:

A A an B y c 1
This time, it holds. What also holds is:
A A an B y ¢ 2

That is, if both A and B reach node , then they will do so within 24 time units. ote that due
to the design of the Timer, time cannot progress further when that happens (the Timer will be in

11



A
x.:=1 N\ y =2 ~ finisht -

O—=1t>0O— =250 O

a b c d
B

=1 =2 finish!
O {5i O }N/_lz!_)o—)o
a b c d

Figure 3.4: A and B communicating with the Timer

the node where time cannot progress). Of course one can design a Timer that allows time to
progress freely when asked to, and that is in fact what happens in the protocol, and which will be
explained. Basically one introduces an idle node in the Timer, that can be entered upon request,
and where time can progress without constraints.

3. o el err

ow we incorporate the interrupt handler. The basic idea is to give a priority to each process, and
then maintain a variable, which at any moment contains the priority currently active. Processes
with a priority lower than the current cannot execute. When an interrupt occurs, the current
priority is set to a value higher than those of the processes interrupted.

Processes A and B can for example have priority 0 while the interrupt handler gets priority 1.
When the interrupt occurs, the current priority is then set to 1, preventing priority 0 processes
from running. We introduce the variable ¢ for this purpose, see figure 3.5. The Timer stays
unchanged.

A Interrupt

a
cur == 0 cur_ == 0 finish! O
(:>_{(_25-=_1_ > —v—=> )( ) > ( ) eur _:

V= =
t5! =1
a b c d t2i

0O

cur := 0
1 :=
t 5!

B c )
. . N
C}—h\c,“f:‘I—>(° ——Gur =5 05( )—)(f' ni sht ) fi ni sh!
tsi

2 P t7_ 121 3 3
10

1

Figure 3.5: Dealing with interrupts

ote how the variable ¢ occurs in guards of A and B, and how it is assigned to by the interrupt
handler. In this model, we can verify the following property to be true:

A A an B an n y
c 2 an c 31

12



3. Te om

In this section we shall shortly describe how we can formulate and verify bounded liveness properties
about a model like the one just presented. Recall the previous properties that we showed, they all
had the form of a safety property:

t an moment i in state t en ol s

However, nothing guarantees that we reach state . For this we need a bounded liveness property
like:

it in  time units state ill e reac e

We shall illustrate how this is expressed in UPPAAL. Suppose we want to prove that process B
will be in node within at most 31 time units. For this purpose, we add a new node ( ) to B, and

an edge from to labelled with the signal _n ! (end of observation), see figure 3.6.
B e
obs_end
cur == 0 cur == 0 finish!
O—=—r>O—t==50——>0
a t5! b t7_12! c d

Figure 3.6: B modified to communicate with an observer

Observer
wait
obs_end?, gc > 31
good bad

Figure 3.7: The Observer

This signal will then be received by an observer process, that we add to the system, see figure

3.7. The channel - n is declared as urgent, hence it will be taken as soon as B is in node
The observer waits in the node wa  until it either receives this signal or until more than 31 time
units have passed. If more than 31 time units pass before B reaches node (and signals -n!),

the observer enters node a . The property to be verified is then that the observer is never in
node a :

A n v a

The UpPPAAL model checker verifies this property to be true. If we, however, modify the property,
replacing 31 with for example 30, then the property no longer holds, and UPPAAL will generate an
error trace showing the sequence of events that prevents B from reaching node within 30 time
units.

13



Chapter

In ormal escription o the o er
o n rotocol

In this chapter, we provide an informal description of the power down protocol. As advocated in
[12], we divide the description into environment, syntax, and protocol rules.

.1 Pro o ol ro me

A typical B&O configuration (see figure 4.1) consists of a number of components, which are inter-
connected by different kinds of links carrying audio/video data and (or) control information. Some
of the components are intelligent (masters) in the sense that they control a number of (slave) com-
ponents and also communicate with other masters. Each master is equipped with a dual processor
system controlling audio/video devices and links, and among other tasks, the dual system must
minimize the energy consumption when it goes stand by. Due to physical laws! the dual system
cannot enter stand by mode via one atomic action, and the purpose of the present protocol is to
ensure that stand by operation is handled in a consistent way, i.e. when one of the processors
enters or leaves stand by, this is also recognized by the other processor. Furthermore, whenever a
master processor senses valid data on an external link, it must leave stand by operation.

Main Room Other Rooms
Broadcast Bus

MX-TV

VX7000-VCR Audio Center
I

Figure 4.1: Example B&O Configuration

Figure 4.2 illustrates the dual processor system. Each processor communicates with devices and
masters via external links, and the two processors are interconnected via an internal DMA link.

1Tt ta es e.g. appro . ms to ma e the processor operational hen it has been in stand by operation.

14



The AP processor acts as a master in the sense that it can command the IOP processor to enter
stand by. In this report, we describe a model for the power down protocol for the IOP processor.
However, it is foreseen that the model for the AP protocol will be almost identical.

AP 3002 10P 3212

ROM ROM RAM EPROM

Figure 4.2: The B&O Dual Processor System

. Pro o ol

The power down protocol entity in a IOP processor communicates with its environment (AP
processor and external links) via the following protocol commands:

e {AP_down, AP _down_ack, AP_down nack, AP _active, L_start, L_activate, L_stop, L_running,
L_data, L_interrupt}

The L prefix above is generic in the sense that there is a set of commands for each external
link. The AP_down command orders the IOP processor to enter standby operation, whereas the
AP _active command indicates (to the AP) that the IOP has left standby. The L_interrupt command
indicates that an interrupt has been received from the link, whereas the remaining L_commands
are applied for controlling the link driver (start,stop,status etc).

.3 Proo ol le

In order to give an intuition on the protocol, we describe below in an informal way the major
protocol rules, which must be obeyed by the IOP protocol entity. We leave out the details on
driver communication, which will be described in the formalization chapter. In order to structure
the description, we define the following meta phases (see figure 4.3 below) for the entity: The
acti e p ase, where the IOP is in normal (active) operation, the going- 0 n p ase, where the AP
processor has ordered the IOP to enter the stan - p ase, and the going_up p ase, where the IOP
processor has decided to enter the acti e p ase because it has sensed activity on one of its links.

In the active phase, the IOP protocol entity must enter the going_down phase, when-
ever a AP_down command is received from the AP processor

- In the going_down phase, the IOP protocol entity must ensure that all link
drivers are inactive, and that there are no pending link interrupts. If this is fulfilled, the
entity must send an acknowledge to the AP processor and enter the stand_by phase (and set
the processor in stand by mode). Otherwise, the entity must send a negative acknowledge to
the AP processor, and reenter the active phase.
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AP_active

going_up

interrupt

AP_down_nack

going_down

AP_down_ack

Figure 4.3: Major Protocol Phases

_ Whenever an interrupt is received in the stand_by phase, the IOP protocol entity
must start all link drivers and enter the going_up phase.

_ In the going_up phase, the protocol entity must check if the invoking interrupt (in
the stand_by phase) was caused by signal noise on the link. If this is the case (and there are
no other interrupts in the system), the stand_by phase is reentered.? Otherwise, an active
command must be sent to the AP processor, and the the active_phase must be entered.

In the analysis chapter, we present a complete list of protocol requirements in terms of properties
of the formal protocol model. These detailed requirements subsumes the informal rules described
above.

2 oiseis recogni ed via protocol command e change iththelin drivers. or simplicity reasons, this is described

as one single transition in gure
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Chapter

ormali ation in UPPAAL

In this chapter, we shall formalize the system in UPPAAL. We start with an overview of the com-
ponents and their interaction via channels and shared variables. Then we describe each component
in detail.

N | er

The system consists of 8 automata, as illustrated in figure 5.1. The main components are the AP,
the IOP, the LSL driver and the two interrupt handlers. As can be seen, several abstractions have
been performed to obtain this model from the full system. First of all, focus has been put on the
IOP, hence, the AP has been simplified considerably. For example, there is no AP driver, only an
LSL driver. Also, the IIC component (driver as well as interrupt handler) has been left out.
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Config

/I Global
intcur,
sleeping,
sleep_op,
sw_stand_by;
I AP
chan ap_down; .
urgent chan ap_active,
ap_down_ack,
~ap_down_nack;
int generated_ap_interrupt,
no_ap_ints;
/I LSL_Driver
int Isl_command,
Isl_running,
Is|_data;
/I AP _Interrupt_Handler
int old_cur,
ap_interrupt;
/I LSL_Interrupt_Handler
int enabled_Isl_interrupt,
Isl_interrupt,
Isl”interrupt_ex;
/I Interrupt_Generator
int generated_Isl_interrupt,
no_lsl_ints;
/l Timer .
chan wait, wait_int,
i_wait, i_reset;
urgent chan reset;
chan t1, t2, t3, t5, t6, t7, t8,
t9, 113, t17, t18, t24, t37, t40,
t300, t314, t900, t25000,
t41 300, t640_840, t900_1100;
clockc; |
int processing;
/I Calc
chan calc; .
int some_running,
some_data,
some_interrupt;
system Power_Down_IOP, AP,
LSL_Driver,
AP _Interrupt_Handler,
LSL_Interrupt_Handler,
Interrupt_Generator,
Timer,
Calc;
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