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ABSTRACT

In this paper, we introduce a new risk-informed decision-
making methodology for use during early design of complex
systems. The proposed approach is based on the notion that a
failure happens when a functional element in the system does
not perform its intended task. Accordingly, risk is defined
depending on the role of functionality in accomplishing
designed tasks. A simulation-based failure analysis tool is used
to analyze functional failures and their impact on overall system
functionality. The analysis results are then integrated into a
decision-making framework that relates the impact of functional
failures and their propagation to decision making in order to
guide system level design decisions. With the help of the
proposed methodology, a multitude of failure scenarios can be
quickly analyzed to determine the effects of decisions on overall
system risk. Using this decision-making approach, design teams
can systematically explore risks and vulnerabilities during early,
functional stage of system development prior to the selection of
specific components. Application of the presented method to a
reservoir system design demonstrates these capabilities.

Keywords: Risk-Based Design, Decision-Based Design,
Functional Modeling, Simulation-Based Design.

1 INTRODUCTION

The identification of risks of losing functionality during the
earliest stages of designing complex systems is of growing
importance for risk sensitive industries. Early stage design
provides the greatest opportunities to explore design
alternatives and perform trade studies before costly decisions
are made. The goal of this research is to develop a formal
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framework that enables risk-informed analysis of complex
system design decisions during the conceptual design phase.
The analysis of potential failures and associated risks of
functional losses performed at this earliest stage of design will
facilitate better design decision making, and thus the
development of more robust and reliable system architectures
[1-3].

Many methods have been introduced in recent years to
move risk based analyses and decisions into the early stages of
design. The intended goal of what we generally call Risk Based
Design (RBD) is to use formal methods to understand and
characterize risk drivers as the design develops and
incorporates this information into principles, tools, or
methodologies. The methods are then intended to assist
designers in making design decisions that reduce risk while
meeting overall system goals. However, a majority current risk-
based design techniques are reliability analysis and optimization
methods applied to system design. While of great merit, these
techniques remain difficult to apply during the earliest,
functional stage of design, requiring data and models about a
design at a fidelity level that is not typically available during
early design stages. As a result, this research is motivated by the
need to have formal processes and tools to quantify risk as early
as functional design and to guide design decision making
accordingly.

To achieve this goal, one must identify functions, risks, and
failure modes related to design decisions and enable making
design decisions and choices based on risk and failure
information. One way of doing that is by understanding the
nature of the failure and its impact on the functionality of the
system. This kind of impact assessment requires establishing the
relationship between components and their failure modes, the
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functionality of components, and the propagation of failure
effects.

In prior work, we have introduced the Functional Failure
Identification and Propagation (FFIP) analysis framework that
integrates all these aspects into a formal framework to enable
the analysis of functional failures and their impact on overall
system functionality [3]. In this paper, we extend the analysis
capabilities of the FFIP framework by: 1) integrating
quantifiable measures that define risks based on the role of
functionality in accomplishing design goals, and, 2) relating
impact analysis results to decision making in order to guide
system level design decisions based on functional failure
potential. Specifically, the FFIP analysis results are integrated
into a decision-making framework that relates the impact of
functional failures and their propagation to decision making in
order to guide system level design decisions. The proposed risk
informed decision making methodology offers opportunities for
significant reduction in cost, and increases in system safety and
reliability by enabling early development of preventive
measures that can effectively and efficiently guard against
system failures.

An important aspect of such an impact analysis is the
determination of redundancy and criticality following failures.
The level of redundancy of critical systems and the criticality of
the functions affected by the failure are two crucial pieces of
information necessary to determine best design decisions and
thus are modeled in the method presented here. Two examples
are shown in this paper illustrating how the relationship
between system redundancy and criticality of functional failures
can be explored to analyze different design decisions using the
FFIP-based failure-informed decision making framework.

2 RELATED WORK

Risk, reliability, failure analysis, and decision-making
under uncertainty have received much attention in industry and
the research community alike. This section presents a brief
survey of three fields of direct relevance, namely: Risk
Assessment, Reliability Based Design, and Decision Based
Design. This review will be followed by a brief chronological
summary of the research in function-based failure analysis in
order to motivate the methodology introduced in this paper.

2.1 Review of Risk Assessment Methods

A review of various risk and reliability based assessment
techniques was presented in prior work [3], and is repeated here
for completeness. Risk-sensitive industries designing complex
systems currently employ three major techniques to assess the
reliability of their products: FMEA, FTA, and PRA. Failure
Modes and Effects Analysis (FMEA) [4] is a method that
systematically examines individual system components and
their failure mode characteristics to assess risk and reliability.
The FMEA analysis starts with decomposition of the system
into subsystems and finally into individual components. Ways

in which each component can potentially fail are then recorded
and evaluated separately to determine what effect they have at
the component level, and then at the system level. It is a widely
used method that is easy to understand and implement.
However, the analysis requires a detailed level of system
design, and thus is not optimal to be used during conceptual
design [3]. Moreover, FMEA does not capture component
interactions explicitly, and relies heavily on expert knowledge
to assess failure consequences and their criticality [3]. As a
result, it is often considered to be a highly subjective method.

Fault Tree Analysis (FTA) [5] is performed to capture
event paths from failure root causes to top-level consequences.
Using this approach, possible event paths from failure root
causes to top-level consequences can be captured. When
conducted properly, it is likely to identify more possible failure
causes than single-component oriented FMEA. However, FTA
also relies greatly on expert input and shares similar criticism as
FMEA [3]. Moreover, since the failure domain is represented
using events in FTA, low-level component interactions and
dynamics leading to failure are only considered informally,
during expert identification of event-consequence relationships.
Formally capturing component interactions and system
dynamics of complex systems is however crucial for supporting
design decisions during early concept development of complex
systems.

Probabilistic Risk Assessment (PRA) [6] is a method used
for quantification of failure risk [7]. PRA combines a number
of fault/event modeling techniques such as master logic
diagrams, event sequence diagrams and fault trees, and
integrates them into a probabilistic framework to guide
decision-making during design. Recently, PRA has been
extended to include event/behavior simulation into the analysis
as demonstrated by the SIMPRA tool developed by Mosleh et
al. [8], but this extension demands a fully-specified system
model as part of the analysis. Such detailed, high-fidelity
models of complex systems, however, are not available during
conceptual design.

In addition, a variety of diagnostic reasoning tools have
been proposed for fault assessment and diagnosis of fault
propagation. Diagnostic reasoning approaches share a common
process in which a system is monitored and a comparison is
performed of observed and expected behavior of the system to
detect anomalous conditions [9]. Model-based approaches to
diagnosis, on the other hand, rely mostly on qualitative
knowledge to predict the behavior of a system [10]. When
observations disagree with the predicted behavior, some
diagnostic technique is initiated to identify the faults. The
broadest category for diagnostic reasoning is model-based
diagnosis (MBD) [11-14]. Among those, directed graphs [15]
are one of the techniques used to analyze component
dependencies and fault propagation [16, 17]. Multi-Signal Flow
Graphs developed by Deb et al. [18] is another comprehensive
methodology to model cause-effect dependencies of complex
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systems. Other methods include statistical and probabilistic
classification methods [19, 20]. As was discussed by Kurtoglu
and Tumer in [3], while fault propagation analysis tools exist,
they require designers to explicitly formulate a fault
propagation model by specifying paths of causal relationships,
which is not feasible during the early stages of design where
information about the system specifics is scarce.

Finally, historical anomaly and lessons learned types of
databases (LLIS, PRACA, ASIAS, etc.) also provide a way of
documenting risk and failure information [21]. However, the
information is system specific (does no capture design context),
and the methods using these databases do not provide analysis
capabilities and hence cannot directly be applied design
decision making.

Current risk assessment methods share an after-the-fact
approach that looks at effects and traces them back to the causes
of those effects. Using the risk-informed decision making
method presented here, we aim to eliminate or reduce the
likelihood of reaching certain possible futures by formal
analysis of risk of failures early in the design process and by
proper guidance of decisions before the design becomes
solidified.

2.2 Review of Reliability-Based Design Methods

To move risk and failure analysis into the early stages of
design, reliability based methods have been introduced in recent
years in various forms. Many of these efforts have focused on
using robust design, uncertainty estimation and reliability based
optimization methods. Examples can be found in [22-33].
Robust design techniques focus on system quality by
minimizing performance variance, whereas reliability-based
design methods seek to design systems that achieve an
invariably small, targeted probability of failure, ensuring proper
system functioning. Among these, reliability based design
optimization techniques have successfully been used in various
engineering fields including aerospace engineering [34].

The intended goal of these methods is to use formal
methods to understand and characterize risk drivers as the
design develops, and incorporate this information into
principles, tools, or methodologies. The methods are then
intended to assist designers in making design decisions that
reduce risk while meeting overall system goals. However, most
current techniques are reliability analysis methods proposed for
system design, and hence suffer from the same issues as the
current reliability assessment methods, in that, they require
more information and higher-fidelity models than is available
during functional design. In particular, this research focuses on
analyzing the propagation of potential failures and the resulting
functional losses during the early stages of functional design,
which are not directly obtainable from such techniques.

2.3 Review of Decision-Based Design Methods

Decision-making has been recognized as an integral part of
the engineering design process in all phases of design. In
particular, the uncertainty that is associated with the decisions
made during the early design stages has been acknowledged as
a major source of risk to the design. To address this issue,
Decision Based Design (DBD) has emerged as a potential
solution to optimize decisions made during design [35], and
hence improve the decision making process through the
application of rigorous mathematical principles from decision
theory [36, 37]. The various methods proposed are largely
based on concepts from game theory, utility theory, voting, and
preference modeling, and has its roots in decision science,
economics, and operations research [38-41]. Many design
researchers have worked on finding utility functions and
preferences that work for the engineering design process [42-
45]. Furthermore, in a real design environment, numerous
decisions have to be made with multiple and potentially
conflicting criteria or attributes of the product [37]. Many of the
later efforts have addressed this problem by formulating multi-
criteria decision making approaches and incorporating the
decision theory concepts into multiple-objective optimization
schemes to help explore the alternative design trade space [23,
46-48].

Decision based design techniques can be used to help with
objective and structured decision making processes using
decision-theoretic interpretations of risk and uncertainty
management in the context of design [49, 50]. However, these
methods have not seen acceptance in the early stages of
conceptual design, largely due to the black-box nature of the
analysis, where the models of connections between functions
and components are not made explicit. Of particular interest to
this research, it is impossible to analyze failure propagation
paths using DBD methods, making the analysis of potential
functional losses difficult in the early design stages.

2.4 Review of Function-Based Analysis Methods

To address the need to evaluate the potential of failures and
the resulting functional losses during conceptual design, a body
of work has emerged that use function-based approaches to
bridge the gap between risk analysis and conceptual design. The
emphasis of this body of work is on the use of functional
descriptions to describe early concepts, leading to various
function-based analysis approaches. Functional design or
function based modeling is a natural language for expressing
designs at the early stages. Early risk analyses start from these
function-based descriptions to provide insight on risk of
functional failures. In this subsection, we provide a brief
chronological summary of the evolution of these approaches.

The first effort in the identification of failure modes during
conceptual design was made possible through the function-
failure design method (FFDM), developed by Tumer and Stone
[51-53]. This method used a functional model for a system in

3 Copyright © 2008 by ASME



combination with historical failure information to map the
functionality of a system to potential failure modes. A standard
taxonomy to describe functionality, namely the Functional Basis
[54], was used to model systems and components at the highest
(functional) level, with the intent of providing generic and
reusable templates for spacecraft. The method then collected
failure data from historical databases and expert elicitation, and
mapped these failures onto function, hence building a
knowledge base relating failure modes directly to functionality,
bypassing the need to know the details of the design form or
solutions. FFDM was successfully applied to the Bell 206
rotorcraft and spacecraft systems [21, 55, 56]. Inspired by the
FFDM method, Hutcheson et al. [57-59] later sought to enable
the design of health monitoring modules concurrently with
system conceptual design in order to reveal, model, and
eliminate associated risks and failures. These successful
applications led NASA to sponsor a research team to conduct
functional failure analysis for extending these methods to the
design of prognostic and health management systems for the
shuttle replacement Crew Launch Vehicle. To add a means of
quantifying the risk via FFDM, Grantham-Lough et al. [60]
developed the Risk in Early Design (RED) method that
formulated a functional-failure likelihood and consequence
based risk assessment. This approach classified high-risk to
low-risk function-failure combinations to provide designers
with a tool that can be used to qualitatively rank/order
functional failures and their consequences during conceptual
design.

A necessary extension of these matrix-based approaches
was to enable decision-making based on risk during the
conceptual design of space systems. A risk based decision
making method was developed Mehr and Tumer [1] to address
this need, namely, the Risk and Uncertainty Based Integrated
and Concurrent (RUBIC) design methodology, fueled by the
need to assess the risk of integrating prognostic and health
management capabilities in large aerospace systems, at the
system design stage. In this work, risk was defined by a triplet
of fault type, fault probability, and fault consequential cost, and
used to determine optimal resource allocation for the detailed
design phase; however, risk mitigation attributed to the
prognostic and health management capabilities was not
explicitly quantified in this formulation. An extension to
RUBIC was introduced by the same authors in [2] to enable a
cost-benefit analysis (CBA) of integrating new technologies to
large complex systems. The CBA framework provided an
optimization framework for the allocation and cost justification
during functional design, based on a formulation using
probabilistic reliability metrics such as system availability, cost
of detection, etc.

Last year, the FFIP method was introduced by Kurtoglu
and Tumer [3] to significantly extend on the work started with
these methods, with a number of additional, novel features: 1)
enabling the computation of component interactions that are
likely to result in functional failures; 2) allowing the

identification of not only the functional failures but also their
propagation paths that are derived from the functional and
structural topology of a system; 3) enabling use with a variety
of systems without being constrained by a database of
documented, historical failure data. In FFIP, we combined
decision-making and automated reasoning driven by functional
failure analysis. RUBIC, for example, only identified the most
critical functions to allocate resources to and was not geared
towards the analysis of design decisions regarding system
configuration/redundancy. FFDM, and RED were primarily
driven by historical data and did not necessarily capture the
propagation aspects of functional failures.

The FFIP-based failure-informed decision making
framework, introduced in this paper, does both simulation-
based analysis of functional failure propagation, and association
of that analysis with the criticality of functional losses to guide
specific design decisions regarding system configuration. Note
that, only redundancy decisions are targeted in this paper,
however, the method is applicable to other design decisions
governing the configuration of a system. FFIP presents a
conceptual design tool that enables robust and reliable system
design and development of complex systems during the stages
of design where only functionality and basic (generic)
configuration information is available.

3 SUMMARY: THE FFIP ANALYSIS FRAMEWORK

In prior work, we introduced the Functional Failure
Identification and Propagation (FFIP) framework [3], as a
significant addition to our prior function-based failure analysis
work [1, 2, 51-53, 58]. FFIP brought a much-needed formalism
to effectively analyze the effect of the combination of function
and configuration on the failure propagation and resulting
functional losses. There are three major modules to the
proposed FFIP analysis framework: the system model, the
behavioral simulation, and the functional-failure logic (FFL)
reasoner [3]. This section presents these three modules,
summarized from Kurtoglu and Tumer [3].

3.1 System Modeling

As the first module of the FFIP framework, we represent
system function, configuration, and behavior by an interrelated
array of graph-based, elemental component models. The graph-
based modeling approach provides a coherent, consistent, and
formal schema to capture function-configuration-behavior
architecture of a system at an abstract level.

Functional Representation:

System function is represented using function structures
[61-63], establishing a formal function-based design paradigm
based on the concept of functional modeling [52, 54, 63, 64].
Functions and flows are represented as verbs and nouns
respectively (e.g., transfer gas, mix liquid, open gate, display
warning, record data, etc.). The flows are broken down into
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three categories: energy, material, and signal. The Functional
Basis (FB) taxonomy, with its hierarchical set of flows and
functions [52-54], and the functional modeling processes
proposed in the literature [52, 53, 62, 64] are used to develop
the functional models for the systems under study.

Configurational Representation:

The structure, on the other hand, is captured using
configuration flow graphs (CFGs) [65]. A CFG strictly follows
the functional topology of a system and maps the desired
functionality into the component configuration domain. In a
CFG, nodes of the graph represent system components, whereas
arcs represent energy, material or signal flows between them.
For flow naming, the Functional Basis terminology is adopted,
while the components of the graph are named using a taxonomy
of standard components [66]. The component types in a CFG
can be thought of as generic abstractions of common
component concepts.

Note that, the construction of a functional model (FM) and
the corresponding configuration flow graph (CFG) captures a
direct mapping between the functional and the structural
architecture of a system. Each mapping represents a
transformation that shows how a functional requirement was
addressed in the actual design by the use of a specific
component concept. To extract these mappings in a consistent
manner, the flow information, i.e., the fact that the two graphs
share the same flow types, is utilized. Accordingly, by
following the “flow paths”, one can define boundaries that
isolate the mapping between functional nodes of a function
structure and component nodes of a configuration flow graph

[3].
Behavioral Representation:

The behavior of the system is represented using a
component-oriented modeling approach. The approach involves
the development of high-level, qualitative behavior models of
system components in various discrete nominal and faulty
modes. The transitions between these discrete modes are
defined by mode transition diagrams. The component behavior
in each mode is derived from input-output relations and
underlying first principles. These modular, reusable component
behavior models follow the form of configuration flow graphs.
Accordingly, state variables critical to the system behavior are
incorporated into the representation by associating them with
their respective (CFG) flows [3].

3.2 Behavioral Simulation

As the second module of the FFIP framework, we present a
simulator that determines the system behavior under certain
specified conditions. These conditions are represented by the
occurrence of events that cause specific component mode
transitions. During the simulation, both the discrete component
modes and the set of system state variables need to be tracked.

Accordingly, the overall system state X (f) at time t is
described by: X (1) = ®(c(¢),v(t)) (Eqn. 1), where,

ct)=l[c,cy,c5,.000\] is a vector of discrete
component modes where each component ¢ =1,.....N
assumes a discrete mode from its own set of M modes
C;=(C;5Ci35Ci39eesCips )5 and, V() =[V},V,,V5,...,V ] is a
vector of system state variables.

During conceptual design, the system state variables are not
known quantitatively. Therefore, these continuous variables are

discretized into a set of qualitative values. The vector V(¢) then
defines these qualitative values for each state variable v, from

a set of P possible valuesv,= (vil’viZ’vi3""’viP)' For

example, a liquid flow rate variable may take on values from
the set of {zero, low, nominal, high}. Similarly, a control signal
variable may have values of {nosignal, on, off}, etc.

To start the simulation, the modes of individual
components (nodes) in the CFG are initialized along with the
values of system state variables associated with input flows
(arcs). Then, the state of the system is simulated by solving the
continuous-time system in the intervals between discrete events.
Each time step propagates values of certain state variables
depending on the mode of components, the behavioral models
in that particular mode, and the defined component constraint
relations. When an event occurs, the continuous-time simulation
is stopped, and the corresponding component mode transition is
executed. Using this scheme, critical events, consequences of
which are investigated, can be inserted into the simulation at
any time step. Following this approach, the simulation may be
run over a certain number of time steps, or until the system
reaches a prescribed end state [3].

3.3 Reasoning via the Function-Failure Logic

The last module of the FFIP framework uses a function-
failure logic (FFL) reasoner to determine the state of each
system function (i.e., whether it is operational, degraded, or
lost) at any time t given the state of the system

X (1) =®P(c(t),v(t)). The simulation feeds the state of the

system to the FFL reasoner at the end of each time step and the
state of each system function is evaluated at these discrete
points. The FFL reasoner translates the dynamics of the system
into functional failure identifiers and facilitates the assessment
of potential functional failures and resulting fault propagation
paths.

Note that, FFL allows the assessment of the operability of a
function to be made based on the values of the input and output
state variables of the CFG that corresponds to the component by
which the function is realized. Therefore, capturing the mapping
between the functional model (function) and the configuration
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flow graph (behavior) is fundamental to the employment of the
function failure logic. The reasoner uses a set of form-
independent system function models that describe conditions
under which functions deviate from their intended operation [3].

4 RISK-INFORMED DECISION MAKING USING THE
FFIP FRAMEWORK

In this paper, the FFIP framework is extended to enable
decision-making during early system design based on functional
failure potential. This section describes the basic steps of
making design decisions using the proposed method and the
associated functional risk analysis. This new approach is aimed
to offer two immediate advantages:

e It accounts for individual risks in a system derived from
basic functional elements as well as the combined risk in a
system resulting from the propagation of functional
failures,

e Using the approach, the level of risk mitigation based on
specific design decisions can be determined by computing
a decisions’ direct effect on functional failures and the
impact on the overall system safety.

The basis for these analyses is a four-step process, which is

explained next.

4.1 Step 1: Estimate the “Criticality” of Each System
Function

The objective of the first step is to estimate how critical
each system function is for the system’s operation. These
criticalities are determined by conducting a “Functional FMEA”
analysis. Functional FMEA is similar to a traditional FMEA [4],
however, it is conducted at a functional level as opposed to the
component level that requires detailed component information,
which is unavailable during conceptual design.

Figure 1 shows an example of a Functional FMEA Table
performed on an Electrical Power System (EPS) of an
exploration vehicle [67]. The first column of the table in Figure
1 lists each functional element in the system and the second
column depicts the component addressing the listed
functionality. For example, the component “solid-state relay”
addresses the function “actuate electrical energy”, whereas; the
component “wire” provides “transfer electrical energy”
functionality in the system. Note that, each of the functional
elements may correspond to one or more physical components
in the system. Similarly, a single component may address one or
more functional requirements. As described in Section 2,
building the system functional model and the corresponding
configuration flow graph enables one to capture the mapping
between the functional and configurational architecture of the
system at an abstract, conceptual level. Capturing this mapping
is critical for accurately reasoning about a system’s potential
faults since it allows the designers and analysts to establish the

relationship between functionality, components, and the system
configuration.

Listed next in Figure 1 are failure modes of components,
which capture how components may fail in the system. For
example, a solid-state relay may fail to open or close, or may
overheat. The cause, the effect, and the criticality of a failure in
each mode may potentially be different and are therefore
defined separately. These are listed in the fourth, fifth, and
sixth columns.

A 1-4 ordinal scale is used to assess the criticality of
each failure mode in the system. The definition of these
criticality ratings are summarized below in Table 1:

Table 1: Criticality Definitions used for Functional
Failure Modes and Effects Analysis

Criticalities

4 Potential for immediate physical harm
3 Potential dangerous mode

2 Reduced mission performance

1 Common failures

4.2 Step 2: Determine the “Functional Risk Factor
(FRF)” of Each System Function

The objective of the second step is to estimate the
distribution of risk over functional elements of a system using
the functional FMEA analysis. Accordingly, the Functional
Risk Factor (FRF) for each system sub-function is determined
by comparing the criticality of individual system functions and
by converting the criticality ratings into a coefficient that is
normalized based on the combined criticality of all system
functions. For simplicity, the probability of each functional
failure mode is assumed to be the same. For example using the
Functional FMEA Table of Figure 1, the likelihood of ‘Actuate
Electrical Energy’ function failing under one of the four failure
modes listed is assumed to be equal to 1/4=0.250. If necessary,
these probabilities can be estimated using the FFDM method
described in Section 2.3, or by using an appropriate historical
database.

The Functional Risk Factor (FRF) for each system sub-
function is then calculated in two steps:

1) Calculate the cumulative criticality of each sub-function
using:

Cumulative criticality of function j, CC; = X p; x Cr;
where,
pi is the probability of failure mode i
Cr; is the criticality assigned to failure mode i

Summed over the failure modes of function j
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Functional FMEA
Sub-system Name:

Electrical Power System (EPS)

Function Component Failure Mode Cause Effect on system Criticality
Actuate Electrical Energy Solid-State Relay Actuator Fail open Multiple Loss of current in branch 2
Actuator Fail close Fault in coil side Loss of ability to break circuit 2
Overheating Overcurrent Eventual loss of relay 2
Uncontrolled state Noise, improper wiring, damage Loss of control or current 2
to coil side
Regulate Electrical Energy AC/DC Charger Trip/fuse blown Overcurrent Loss of charging current 1
Overheating Overcurrent/prolonged charging Damage to charger 2
Isolation failure Damage/internal shorts 120VAC at output 4
Breakdown Multiple Loss of charging current 2
Import Electrical Energy Wall Outlet No current Unplugged Loss of charging 1
Transmit Electrical Energy Wire Rupture Circuit fails open Loss of current in branch 2
Current fluctuations Damage Fluctuations in current through branch 2
Short Circuit is shorted Current surge, damage, overheating 3

Figure 1: An excerpt of a Functional FMEA Table conducted on an Electrical Power Supply (EPS) sub-system.

Using this formula, the cumulative criticality of the system
sub-functions shown in Figure 1 become,

Actuate Electrical Energy: 2.00
Regulate Electrical Energy: 2.25
Import Electrical Energy: 1.00
Transfer Electrical Energy: 2.33

2) Convert the cumulative criticality of each function into a
functional risk factor using:

Functional risk factor of function j, FRF; = CC/X CC, ;
where,
CC, is the cumulative criticality of function j

Using this formula, the functional risk factors of the system
sub-functions for the same example become,

Actuate Electrical Energy: 0.264
Regulate Electrical Energy: 0.297
Import Electrical Energy: 0.132
Transfer Electrical Energy: 0.307

Basically, the FRF is calculated by normalizing the
cumulative criticality ratings such that the sum of all functional
risk factors equals to unity as shown by the electrical power
system example.

The individual FRF ratings constitute the relative weight of
each system function based on overall system risk and provide
an expected distribution of risk over functional elements. In

other words, the higher the FRF of a function, the more
valuable is maintaining that functionality during system
operations. For example, loosing the ‘regulate electrical energy’
function carries higher risk (0.297) then losing the ‘import
electrical energy’ function (0.132) because when lost, its impact
on the system is far more critical.

4.3 Step 3: Determining the “Functional Failure
Impact (FFI)” of a Critical Scenario using the FFIP

The objective of third step is to quantify the overall impact
of functional failures and their propagation on system
functionality. The basis of this step is to calculate the
“consequential cost” of functional failures under a critical
scenario using the FFIP framework described in Section 3. This
is accomplished by:

1) Modeling a system of interest using the FFIP framework:

Any complex electro-mechanical system can be modeled
using the FFIP framework, which represents system function,
configuration, and behavior, by an interrelated array of graph-
based models. This graph-based system model constitutes an
environment where knowledge about system function, behavior,
and control is integrated and used to automatically predict
functional failures [3].

2) Selecting a scenario of interest:

These scenarios are determined based on the concept of
operations of a particular system. The FFIP framework is
developed to analyze the consequences of critical what-if
scenarios in a system governed by the occurrence of specific
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component failures [3]. For example, for the EPS system, the
FFIP can help answer questions like “How does functional
failures propagate if a wire shorts in the system?” or “What is
the impact of a AC/DC charger breakdown on overall system
functionality?”

3) Running the FFIP analysis using the system model and the
selected scenario:

The task of the FFIP framework is to estimate potential
functional failures and their propagation under critical event
scenarios using behavioral simulation. This is accomplished
through a reasoner that translates changes in the system
behavior into an assessment of the operability of system
functions. Accordingly, system functions are classified as
‘operating’, ‘degraded’, or ‘lost’ [3]. Using the simulation
scheme of the FFIP, functions that can potentially be lost under
the selected scenario can be computed.

4) Calculating the “Functional Failure Impact (FFI)” of the
selected scenario:

Finally, after the FFIP analysis is run, the Functional
Failure Impact of the selected scenario can be calculated by
simply summing over the “Functional Risk Factors (FRF)” of
all functions that are classified as “lost” during the simulation.
Naturally, the estimated loss of functions with higher risk
factors will result in higher functional failure impact for the
system (i.e. losing the ‘regulate electrical energy’ function has
a higher impact on the overall functionality of the system when
compared to ‘import electrical energy’ function.)

As stated earlier, this process allows the system designers
and risk analysts to quantify the overall impact of functional
failures and their propagation on the functional operability of
the system. This quantification of the functional failure impact
is crucial for design decision-making as it constitutes a formal,
mathematical basis for exploring design decisions relevant to
risk management in general and for risk mitigation in particular.
The way in which these design decisions are explored is
summarized next in Step 4.

4.4 Step 4: Determining the “Reduction in Risk (RIR)”
for each Design Decision

The proposed design methodology is based on the
assumption that one can reduce the severity of consequences of
failures by making design decisions to mitigate risks associated
with certain functional elements in the system. This can be
done, for example, by placing more sensors in a sub-system,
designing more redundancy, changing the architecture of the
sub-system by the addition or removal of certain components,
or by introducing new technologies.

The objective of this fourth step is to quantify the level of
mitigation a designer can achieve by making such design
decisions. This is accomplished by first calculating the
consequential cost of functional failures for a modified design

under the same critical scenario used in Step 3. Accordingly,
the “Functional Failure Impact of the modified design (FFIm)”
is computed by making the necessary modeling changes, and by
running the FFIP analysis under the same scenario for the
modified design. Finally, one can calculate the “Reduction in
Risk (RIR)” expressed in percentage by using:

Reduction in Risk, RIR = (FFIm-FFI)/FFI

The RIR value formally quantifies the amount in risk
reduction based on a specific design decision. The RIR value
can be used to determine proper decisions to most efficiently
mitigate risks associated with functional elements in a design.
Moreover, it allows system designers to assess system safety
beginning from very early stages of design, and to explore
various conceptual design alternatives guided by safety and
reliability requirements. The next section demonstrates this by
the application of the proposed approach to the design of a
hydraulic system.

5 A CASE STUDY: THE DESIGN OF A RESERVOIR
SYSTEM

Figure 2 shows the functional model of a design example
that will be used in the remainder of this paper to demonstrate
the application of the proposed approach. This design problem
involves a hold-up tank example, which is used to regulate the
liquid amount in an open tank. The hydraulic system consists of
seven components: a tank, two valves, two pipes, a controller,
and a level sensor. One of the valves, the outlet valve, is
manually controlled by an operator. The inlet valve, on the
other hand, is actuated through a controller based on sensor
measurements from the level sensor installed on the tank. The
flow rate of both valves is assumed to be the same. To simplify
the analysis it is also assumed that the liquid supply to the
system is uninterrupted. Moreover, control laws are designed
such that the controller shuts off the inlet valve if the liquid
level reaches an overflow threshold to prevent a potentially
hazardous tank overflow. Similarly, the operator is expected to
shut off the outlet valve if the liquid level reduces below a
hazardous dry-out threshold. Figure 2 also depicts the schematic
and the configuration flow graph of the hold-up tank.

As is shown on the system configuration flow graph of
Figure 2, there are ten state variables (attached to the arcs of the
CFQG) of the hold-up tank design. Also, the seven components
of the system have a total of thirteen distinct modes: six
nominal, and seven fault modes, which are detailed in [3]. Note
that we will reuse the two critical scenarios from last year’s
paper. These two scenarios involve malfunctioning of critical
system components as well as an operator error. In the first
scenario, the effects of a clogged pipe and a valve failure are
investigated, whereas in the second scenario, the consequences
of a sensor failure and an operator error are examined.

8 Copyright © 2008 by ASME
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Figure 2: A high-level functional model and a configuration flow graph of a hold-up tank example at some point
during its conceptual design. The schematic of the system is shown on the left. The tank system is used to
regulate the liquid amount in an open resetrvoir.

For illustration purposes, we will analyze two modified
designs representing different selections for the location of
necessary safeguards, and the level of system redundancy. The
schematics corresponding to these modified designs are shown
in Figure 3. In the first modified design, a decision has been
made to add a redundant level sensor to the reservoir system. In
the second modified design, system designers have decided to
employ a second outlet valve in a series configuration. The

Controller
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S |
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I 7 Tank !
Inlet Valve Outlet Valve
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Controller |_|
S
ensor Outlet
Pipe
11§
Tank
ulnlet Valve Series Redundant
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Figure 3: Schematics for the two modified designs.
In modified design |, a redundant sensor is added to
the reservoir system. In modified design Il, a
secondary outlet valve is employed in a series
configuration.

analysis of these two design decisions for determining how well
they mitigate functional risks in the system is described next.

5 RESULTS

Before we present the results of the simulations on the
modified designs, we first establish the functional failure impact
of the two scenarios on the baseline (i.e. original) reservoir
design shown in Figure 2.

By following the steps outlined in Section 4, the functional
risk factors of the ten system functions are calculated to be:

Import Liquid: 0.043
Guide Liquid: 0.086
Transfer Liquid: 0.109
Store Liquid: 0.131
Supply Liquid: 0.131
Transfer Liquid: 0.109
Guide Liquid: 0.086
Export Liquid: 0.043
Measure Level: 0.131
Process Signal: 0.131

We, then, determine the functional failure impact of the
two critical scenarios. In the first scenario (detailed in [3]), two
events are considered: the inlet pipe getting clogged, and the
outlet pipe failing to close. These events are injected to the
simulation in the specified order. According to this scenario, the
system starts out as working nominally until the inlet pipe fails
“clogged”. The system responds to this component failure
through the designed control laws and the outlet valve is closed
as a precautionary measure to prevent a potential dry-out. Later
in the scenario, the outlet pipe fails to “close”. This causes the
tank level to drop further resulting in a tank dry-out. The first

Copyright © 2008 by ASME
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Figure 4: A pictorial illustration of functional failure propagation for both scenarios on the original design.

functional loss occurs for the “transfer liquid” function. After
the valve failure, the “guide liquid” function is lost. Finally, the
“supply” and “store liquid” functions are lost as a result of the
dry-out. These estimates and the time-step of failures are
illustrated in Figure 4.

In the second scenario (again described [3]), the system has
the same initial conditions, however, a different set of critical
events is considered: a sensor failure and an operator error. In
this simulation, the system is fully functional until the level
sensor fails. At this point, the system is working with the inlet
valve under “nominal on” mode, and the absence of an “on”
control signal to the valve does not have an immediate negative
effect on the system. However, later, the operator mistakenly
shuts off the outlet valve. This causes the liquid level to rise,
eventually requiring an off signal to be issued for the inlet valve
to prevent a potential tank overflow. However, since the sensor
is burst, the rise of the liquid level cannot be detected and
therefore the inlet valve cannot be shut off. The liquid level
continues to rise and the tank overflows. In this scenario, the
first functional loss occurs for the “measure level” function.
Immediately following this, the “process signal” and the “guide
liquid” functions are lost.

Using these results, the functional failure impact of each
scenario is calculated to be:

FFI — Scenario I: 0.457
FFI — Scenario II: 0.348

After the functional failure impact of the scenarios on the
baseline design is established, we can determine the reduction
in risk (RIR) for the two modified designs. To accomplish this,
the FFIP is run for the same set of scenarios on both modified
designs and the results are tabulated in Figure 5.

For the first modified design, the decision to add a
redundant sensor has no effect on the estimated functional
failures under the first scenario, and hence the reduction in risk
(RIR) for this scenario is zero. However, the addition of the
redundant sensor proves to be extremely effective in mitigating
the functional failure impact under the second scenario. In this
scenario, the second sensor allows the ‘measure level’ function
to remain operational even after the initial sensor failure.
Moreover, it allows the system to issue a command to close the
inlet valve. As a result, a potential tank overflow is safeguarded
against without a single loss of functionality (only redundancy
is lost in the system). Hence the reduction in risk (RIR) for the
second scenario is a 100%.

For the second modified design, the design decision to
employ a series redundant outlet valve has quite the opposite
effect under the two scenarios. This time, the decision does not
help to mitigate any functional risk under the second scenario.
However, it improves the system safety under the first scenario.
According to the simulation, the inlet valve fails ‘clogged’ and
the ‘transfer liquid” function fails just as it failed for the original
design. After this, one of the outlet valves fails to close. The
decision to switch to a series redundant outlet valve
configuration pays off after this event. The existence of a
redundant outlet valve allows the operator to shut-off the
second outlet valve after the first one fails to close. As a result,
further drop of the liquid level and a potential system dry-out is
prevented. At the end, the ‘transfer liquid’ function remains to
be the only functionality lost in the system. The RIR for this
scenario becomes 76.149%.

7 SUMMARY AND CONCLUSIONS

In this paper, we introduced a new risk-informed decision-
making methodology that can be used during early design of
complex systems. The proposed approach is based on the notion
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Design Version Scenario FFIP Analysis and Risk

Functions
Estimated to 'Fail'

Failure in
Impact (FFI) Risk (RIR in %)

Functional | Reduction

Baseline Design

Design Decision N/A

Transfer Liquid
Store Liquid
Supply Liquid
Guide Liquid

Scenario | 0.457 N/A

Guide Liquid
Scenario Il Process Signal 0348 N/A
Measure Level

Modified Design |

Design Decision sensor

Transfer Liquid
Store Liquid
Supply Liquid
Guide Liquid

Scenario | 0.457 0.000

Scenario Il None 0.000 100.000

Modified Design Il

Design Decision series outlet valve config

Transfer Liquid

Scenario | 0.109 76.149

Guide Liquid
Scenario Il Process Signal 0.348 0.000
Measure Level

Figure 5: Tabulated results of the analysis of the two
design decisions. The RIR percentages are used to
express how well design decisions mitigate risks
under critical scenarios.

that a failure happens when a functional element in the system
does not perform its intended task. Accordingly, risk is defined
depending on the role of functionality in accomplishing
designed tasks.

A simulation-based failure analysis tool is used to analyze
functional failures and their impact on overall system
functionality. The analysis results are then integrated into a
decision-making framework that relates the impact of functional
failures and their propagation to decision making in order to
guide system level design decisions. With the help of the
proposed methodology, a multitude of failure scenarios can be
quickly analyzed to determine the effects of decisions on
overall system risk. Using this decision-making approach,
design teams can systematically explore risks and
vulnerabilities during early, functional stage of system
development prior to the selection of specific components.
Thus, the proposed method offers opportunities for significant
reduction in cost, and increase in system safety and reliability
by enabling early development of preventive measures that can
effectively and efficiently guard against system failures.

There are several unique characteristics of the develop
framework. First, it provides an analytical approach to quantify
individual risk of basic functional elements in a system as well
as the combined risk resulting from the propagation of
functional failures. More importantly, this quantification is
derived from system specific function-to-configuration relations
integrating the knowledge of which components are to-be used
in the system for addressing functional requirements. This is a
significant extension to the existing function-based failure
assessment techniques in the literature. Second, the developed
framework provides the designers with a means to determine
the level of risk mitigation based on specific design decisions.
This is accomplished by computing a decision’s direct effect on

functional failures and the impact on the overall system safety.
As a result, it allows designers to make decisions about what
components to use in the system, how to configure them, the
types and locations of necessary safeguards, and the proper
level of system redundancy, all guided by potential functional
failures and their impact on overall system performance as
determined by reliability and safety requirements.

There are also several assumptions that the presented
method is based upon. These assumptions pose certain
limitations that are left to be addressed in the future research.
For example, only design decisions targeting system
redundancy are tackled in this initial implementation. Such
decisions allow same failure scenarios to be run on the original
and modified designs. If, however, more complex design
decisions are made governing the addition or removal of a huge
number of system components, or the introduction of new
technologies, the resulting configuration changes may force a
failure scenario to be obsolete for the modified design.
Secondly, the current implementation does not account for the
likelihood of different failure scenarios. In the reservoir design,
for example, it is inherently assumed that both scenarios have
the same prior probability of occurrence, which may or may not
be the case. Incorporating scenario probabilities will help the
designers to more accurately assess the impact of their decisions
by allowing them to analyze the combined effect of decisions
under all potential scenarios. Third, the sequence of events to
simulate is chosen by the designer. Unavoidably, a designer
may miss certain sequence of events that could lead to failures.
Exploring the event sequence space automatically for
comprehensive coverage of potential failure scenarios is an
open area of research left for future studies.
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